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LVS — Linux Virtual Server

LVS (front-end)
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TCP  TIME_WAIT

B Weighted Least-Connection Scheduling



Technology

B Heartbeat

B |P Address takeover
B ARP

B Gratuitous ARP

B |directord

B ipvsadm
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B heartbeat
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B Master
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IP Address takeover

Client PC
Accessing web server at
211.58.250.6:80

Eth0 [211.58.250.5 Etho | 211.58.250.7 Client PC
Eth0:0]211.58.250.6 Accessing web server at
............ 211.58.250.6:80
Heartbeat \
: i hO 211.58.250
. T Et 11.58.250.7
; monitoring “"“ EthO |211.58.250.5 Eth0:0 211.58.250.6
Active Mode Inactive Mode
Master Hot Stand-by : Heartbeat :
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Master Hot Stand-by
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ARP

ARP (Address Resolution Protocol:

Data Link Layer
B OSI| Reference Model
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Gratuitous ARP

B Gratuitous ARP

= ARP
(MAC) IP

B Gratuitous ARP
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Gratuitous ARP
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Ldirectord

H
B Linux Director
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IPVS
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Ldirectord

Kernel IPVS table

Idirectord.conf
(/etc/ha.d/)

(in Memory) Director
- service _ _ Ti ‘
- server ipvsadm Idirectord | ~''Meou

....... . :E PRCEEREL _real server
- port eenenas I“I“ ........ -Test String
- schedule

Test string return success . .
g Test string return Fail !
Test string request 1. Idirectord.conf

http (port 80)

—)
1]

Real server 1

http (port 80

—)

Real server 2

©NO U A WN

ipvs

.real server 1

real server 1

real server 2
real server 2

. Ipvsadm ipvs

(timeout )



Ipvsadm

m 2 IPVS
m IPVS (Director)
m 2

m TCP UDP

H 3
B NAT, tunneling, direct routing

H 4
B round robin, weighted round robin,
B |[east-connection weighted least-connection



ULTRAMONKEY LVS

Topologies

Preparing Cluster nodes
Real Server

Director

Heartbeat & LVS

(1) - real server /

(2) - master Director /



ULTRA MONKEY

B High Availability and Load Balancing Solution

UWLTRA MONREY

High Availability and Load Balancing Solution for Linux
http://www.ultramonkey.org/

B Key Features
B Layer 4 Switching using The Linux Virtual Server

B Easily expandable to a large number of IP based virtual
services

B High Availability provided by Heartbeat protocol
B Service level monitoring using Ldirectord
B All Code is Open Source

B Easily expandable to other services such as emaill
and FTP.



Topologies — +igh Availability Load Balancing Service

Floating Address 211.58.250.6
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Topologies — overview

m 2 Director  Heartbeat
| Directors (Master)
| Director (hot stand-by)
B DNS IP
B director IP (211.58.250.6)
u 80 port Apache HTTP

u LVS/DR
|



Preparing Cluster nodes

B HW — Director & Web node

B Compaq SB
* Intel Celeron 500MHz, Intel 810 Chipset ,64MB RAM, 8.4GB
HDD , RealTeck 8139c NIC

= 48x CD-ROM, Integrated Graphic Controller(4MB)

H OS
B Wowlinux 6.2 update (kernel 2.2.16) Full Install

B Network
B Ha.wowlinux.com : 211.58.250.6 ( Virtual IP)
B Hal.wowlinux.com : 211.58.250.5 ( Director 1)
B Ha2.wowlinux.com : 211.58.250.7 ( Director 2)
B wwwl.wowlinux.com : 211.58.250.25 ( web node 1)
B www2.wowlinux.com : 211.58.250.27 ( web node 2)
B Hal & ha2



Preparing Cluster nodes

Web node A- - Web node B.




Preparing Cluster nodes




Network -

B /etc/hosts

127.0.0.1 localhost.localdomain
211.58.250.6 ha.wowlinux.com
211.58.250.5 hal.wowlinux.com
211.58.250.7 ha2.wowlinux.com
211.58.250.25 wwwl.wowlinux.com
211.58.250.27 www2.wowlinux.com

localhost
ha

hal

ha?2
wwwl1l
www?2




Real Server (1)

= IP  (211.58.250.6)

B |loopback device IP Alias
B /etc/sysconfig/network-scripts/ifcfg-lo:0

DEVICE=Ilo:0
IPADDR=211.58.250.6
NETMASK=255.255.255.255
NETWORK=211.58.250.0
BROADCAST=211.58.250.127
ONBOOT=yes
NAME=loopback

u ethO
B /etc/sysconfig/network
B GATEWAYDEV=ethO



Real Server (2)

| IP alias
W #/sbin/ifup lo
B /sbin/ifconfig

lo:0 Link encap:Local Loopback
inet addr:211.58.250.6 Mask:255.255.255.255
UP LOOPBACK RUNNING MTU:3924 Metric:1

| : Loopback
211.58.250.6
255.255.255.255

u web node ntsysv

B /etc/ha.d/conf/ldirectord.cf Index.html Test

B Test Page of wwwl.wowlinux.com
B Test Page of www2.wowlinux.com



Real Server (3) - ARP

| IP ARP
ARP Response Real
Server

Real IP A

Real IP
Virtual IP: i

Virtual IP

. ARP Request
Clientor ™, Real IP
Router S Virtual IP

ARP Response Director



Real Server (3) ARP

u 2.2.14 Hidden Device ( ARP Request
) ARP

B http://www.linuxvirtualserver.org/arp.html

B Real server loopback ARP

hidden
B /etc/sysctl.conf

# Enable configuration of hidden devices
net.ipv4.conf.all.hidden = 1

# Make the loopback device hidden
net.ipv4.conf.lo.hidden = 1

B /sbin/sysctl —p



Serial cable / (1)

2 LVS
ha2

[root@ha2 /root]# cat < /dev/ttySO

hal

[root@hal /]# echo HELLO = /dev/ttySO
[root@hal /]# echo '"THIS IS HEARTBEAT TEST from
HAL1l' = /dev/ttySO

ha2

[root@ha2 /root]# cat < /dev/ttySO
HELLO

THIS IS HEARTBEAT TEST from HA1l




Serial cable / (2)

#cat /proc/tty/driver/serial
serinfo:1.0 driver:4.27
O: uvart:16550A port:3F8 irq:4 baud:9600 tx:18 rx:0 CTS|DSR|CD

1: uart:16550A port:2F8 irg:3 baud:9600 tx:11 rx:0
2: uart:unknown port:3E8 irg:4

[ CD Carrier Detect




Director (1) - Install

n
m 2.2.14
B kernel 2.2.16 IPVS
| 6.2uUp

B Ultramonkey RPM Package
B ftp://ultramonkey.sourceforge.net/pub/ultramonkey/ultramonkey-

1.0.1/RPMS/
u Piranha
B Redhat piranha Ultramonkey

B Piranha  Clustering

B /mnt/cdrom/RedHat/base/comps
» piranha, piranha-docs, pvm, lam, piranha-gui, pvm-gui



Director (2) - RPM Package

m HAl

11
perl-libnet-1.0607-1.i386.rpm
perl-HTML-Parser-3.07-1.i386.rpm
MIME-Base64-2.11-2.i386.rpm
URI-1.06-1.i386.rpm
openssl-0.9.5a-2.i386.rpm
perl-Net-SSLeay-1.05-4.i386.rpm
LWP.pm-5.48-2.i1386.rpm
heartbeat-0.4.7bprel-1.um.1.i386.rpm
Initscripts-5.00-1.1.um.1.i386.rpm
ipvsadm-1.9-1.um.1.i386.rpm
ultramonkey-doc-1.0.1-1.noarch.rpm

B Rebooting !

Install



Director (3) -
B Director

IPVS
u IPVS4

B /etc/sysctl.conf

# Disables packet forwarding
net.ipv4.ip_forward = 1

# Enables source route verification
net.ipv4.conf.all.rp_filter = 1

# Disables automatic defragmentation
net.ipv4.ip_always defrag = 0O

# Disables the magic-sysrq key
kernel.sysrg = O




Director (3) -

B net.ipv4.ip_forward = 1

[root@hal conf]# /sbin/sysctl -p
net.ipv4.ip_forward = 1
net.ipv4.conf.all.rp_filter = 1
net.ipv4.ip_always defrag = 0
kernel.sysrg = O




Director (4) - Idirectord

H /etc/ha.d/conf/ldirectord.cf

N
B /usr/doc/ultramonkey-doc-1.0.1/topologies/config/

B /etc/ha.d/conf/ldirectord.cf

timeout=3

checkinterval=1

fallback=127.0.0.1:80

virtual=211.58.250.6:80
real=211.58.250.25:80 gate
real=211.58.250.27:80 gate
service=http
request=""index.html"
receive="Test Page"
scheduler=rr
protocol=tcp




Director (4) - Idirectord

checkinterval :
fallback :
virtual :
real : P :
B gate = Direct Routing
B masqg = Network address translation
B ipip = IP Tunneling
service :
request :
receive :
scheduler :
B r = Round-Robin
B wrr = Weighted Round-Robin
B |c = Least-Connection
B wic = Weighted Least-Connection



Director (5) - Heartbeat

m LVS /etc/ha.d/ 3
B authkeys : LVS
B ha.cf : heartbeat

B haresources : heartbeat
= http://www.linux-ha.org/download/GettingStarted.html

B authkeys

auth 1

1 crc

#2 shal ultramonkey
#3 md5 Hello!

| Crc
|

u 600




Director (5) - Heartbeat

B ha.cf

debugfile /var/log/ha-debug
logfile /var/log/ha-log
keepalive 3

deadtime 9

serial /dev/ttySO

baud 19200

node hal.wowlinux.com
node ha2.wowlinux.com

B keepalive : Heartbeat
B deadtime :

B serial

B baud

B node : Heartbeat

= H#uname -n



Director (5) - Heartbeat

B Haresource

hal.wowlinux.com 211.58.250.6 Idirectrod

B hal.wowlinux.com : master LVS node
B 211.58.250.6 : LVS IP
» heartbeat IP  IP Alias
= master node hot standby P
eth0:0 (IP Take over)

B |directrod : heartbeat
= /etc/rc.d/init.d/



LVS , - HDD

H run level 1 HDD

B #init 1
B fcat /dev/hda > /dev/hdc

u HDD



Heartbeat

B wwwl, www?2

[root@wwwl /Zroot]# Zetc/rc.d/init.d/httpd start
Starting httpd: [ OK ]

B hal, ha2? heartbeat

[root@hal ha.d]# Zetc/rc.d/init.d/heartbeat start
Starting High-Availability services: [ OK ]

N
= |directord
" ntsysv |direvtord
» heartbeat




Heartbeat & LVS

B Heartbeat

[root@hal /Zetc]# cat /var/log/ha-log

heartbeat:11/17_ 13:01:55 INFO: Running Zetc/ha.d/rc.d/status status
heartbeat:11/17_ 13:02:03 INFO: Running Zetc/ha.d/resource.d/1Paddr
211.58.250.6 status

heartbeat:11/17 13:02:03 INFO: Running Zetc/ha.d/rc.d/ip-request ip-
request

heartbeat:11/17_ 13:02:13 Acquiring resource group: hal.wowlinux.com
211.58.250.6 ldirectord

heartbeat:11/17 13:02:13 INFO: Running
/etc/ha.d/resource.d/ldirectord start

heartbeat:11/17 13:02:14 INFO: Running Zetc/ha.d/resource.d/1Paddr
211.58.250.6 start

heartbeat:11/17_ 13:02:14 INFO: ifconfig eth0:0 211.58.250.6 netmask
255.255.255.128 broadcast 211.58.250.127

heartbeat:11/17 13:02:14 Sending Gratuitous Arp for 211.58.250.6 on
eth0:0 [ethO]




Heartbeat & LVS

B |[directord

[root@hal /etc]# cat /var/log/ldirectord.log

[17 13:02:14 2000]|Idirectord] Starting Linux Director Daemon

[17 13:02:14 2000]|Idirectord] Adding virtual server:
211.58.250.6:80

[17 13:02:14 2000]|Idirectord] Starting fallback server for:
211.58.250.6:80

[17 13:02:14 2000]Idirectord] Adding real server: 211.58.250.25:80
(1*211.58.250.6:80)

[17 13:02:14 2000]|Idirectord] Turning off fallback server for:
211.58.250.6:80

[17 13:02:14 2000]Idirectord] Adding real server: 211.58.250.27:80
(2*211.58.250.6:80)




Heartbeat & LVS

B [pvsadm PIVS

[root@hal Zetc]# ipvsadm

IP Virtual Server version 0.9.12 (size=4096)
Prot LocalAddress:Port Scheduler Flags

-> RemoteAddress:Port Forward Weight ActiveConn
InActConn
TCP ha.wowlinux.com:www rr

-> www2.wowlinux.com:www Route 1 O O

-=> www.l1l.wowlinux.com:www Route 1 (9] 0




B http://ha.wowlinux.com

& Test Page far the Apache d Hat Limex - Microzaeft Internet Explarar =] 3
| mWEI mEE EIH) 8H&TIE) EFD ESWH '
MBIy e | |
|FHOE] i ot come — e

Test Page of wwwl wowlinux.com
[ 211.58.250.25 |

. Tast Page for the Apache Web Server on Hed Hat Linwe: - Microsott Internet Explorer =] E3
TRE BREE 27 s3I D EEWH : "
L= - 74 0 o S| 8-chA- 5] |
If wou are the administrator of this website | F200& b ha wowdinescoms =] SUE

You may nowy add canterd 1o this direclory, and replace this page. bata s &

50, pecala vishing your websits wil see this page. snd nol yaur corbamt, Test Pﬂgﬂ of www? wowlinux.com
[ 211.58.250.27 ]

ThikE page 1= used 0 les) he proper coeration of tha Apache Web serer ater §has been installed. §
wou csn raad 1his paga. kmaans that tha Apache Web sarar installed at this s e working
properiy

It vou are a member of the general public

The fac! thal wau are seaing this page indicatas that the wabsia you justw
eHpanencimg poblems. oris undsraaing routine mainenanca,

H wau wowk! liks 40 161 the administrator of #is webeha know thet you v sas If wou are the administrator of this website

Instaad of the page wou expecied, vou should sand them e-mail. I gener |
10 he name "wabmeater and dirsclad o te websie s domen shodd res
SAPProprise person.

L EE

¥ou may now add cantznt to this drectary, and replace this peage. Maote fet unlil oo do
&0, people WsHing yaur wabsite will see 1his page. and not wour cantent,

If wou are a member of the general public:

The fact that yau ere 2esing this page indicaies that tha webale you juat Waited = eliher
expanencing problems, oris undergoing routine mairenenoe,

Fyau wauld ke 12 let the sdminisrsiar of this websie know that vou'we seen this page
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(1) — real server /

Floating Address 211.58.250.6

T PP PP
: Linux Director

CJm

Hin
. — .
: 211.58.250.5 211.58.250.7

Server Network 211.58.250.6/25

—)

Real server 1 Real server 2
211.58.250.25 211.58.250.27




(1) — real server

H wwwl

[root@wwwl /root]# Zetc/rc.d/Zinit.d/httpd stop
Stopping httpd: [ OK ]

B Hal /var/log/ldirectord.log

[Fri Nov 17 13:24:28 2000]Idirectord.cf] Removing real
server: 211.58.250.25:80 (1*211.58.250.6:80)

B Hal ipvsadm

[root@hal etc]# ipvsadm
IP Virtual Server version 0.9.12 (size=4096)
Prot LocalAddress:Port Scheduler Flags
-> RemoteAddress:Port Forward Weight ActiveConn
InActConn
TCP ha.wowlinux.com:www rr
-=> www?2.wowlinux.com:www Route 1 0] 0]




(1) — real server

H wwwl

[root@wwwl /Zroot]# Zetc/rc.d/init.d/httpd start
Starting httpd: [ OK ]

B Hal /var/log/ldirectord.log

[Fri Nov 17 13:29:38 2000|Idirectord.cf] Adding real server:
211.58.250.25:80 (2*211.58.250.6:80)

B Hal ipvsadm

# ipvsadm
IP Virtual Server version 0.9.12 (size=4096)
Prot LocalAddress:Port Scheduler Flags

-> RemoteAddress:Port Forward Weight ActiveConn
InActConn
TCP ha.wowlinux.com:wWww rr

-> wwwl1l.wowlinux.com:www Route 1 0] 0]

-=> www2.wowlinux.com:www Route 1 0 0




(2) — master pirector  /

Floating Address 211.58.250.6

= 211.58.250.5
= master

Server Network 211.58.250.6/25

]
]

Real server 1 Real server 2
211.58.250.25 211.58.250.27



(2) — master Dbirector

B Hal heartbeat

[root@hal /root]# Zetc/rc.d/init.d/heartbeat stop
Stopping High-Availability services: [ OK ]

B Ha2 /var/log/ha-log

heartbeat: 2000/11/17_ 13:10:55 Taking over resource group
211.58.250.6

heartbeat: 2000/11/17 13:10:55 Acquiring resource group:
hal.wowlinux.com 211.58.250.6 ldirectord

heartbeat: 2000/11/17 13:10:55 INFO: Running
/etc/ha.d/resource.d/Ildirectord start

heartbeat: 2000/11/17 13:10:55 INFO: Running
/etc/ha.d/resource.d/I1Paddr 211.58.250.6 start

heartbeat: 2000/11/717_13:10:56 INFO: ifconfig eth0:0 211.58.250.6
netmask 255.255.255.128 broadcast 211.58.250.127
heartbeat: 2000/11/17_13:10:56 Sending Gratuitous Arp for
211.58.250.6 on eth0:0 [ethO]




(2) — master Dbirector

B Hal heartbeat

[root@hal /Zroot]# Zetc/rc.d/init.d/heartbeat start
Starting High-Availability services: [ OK ]

m Ha2 /var/log/ha-log

heartbeat: 2000/11/17 21:13:37 Releasing resource group:
hal.wowlinux.com 211.58.250.6 ldirectord

heartbeat: 2000/11/17 21:13:37 INFO: Running
/etc/ha.d/resource.d/I1Paddr 211.58.250.6 stop

heartbeat: 2000/11/17 21:13:37 IP Address 211.58.250.6 released
heartbeat: 2000/11/17 21:13:37 INFO: Running
/etc/ha.d/resource.d/Ildirectord stop




(2) — master Director

m Hal /var/log/ha-log

heartbeat: 2000/11/17 21:18:01 received ip-request-resp
211.58.250.6 OK

heartbeat: 2000/11/17 21:18:01 Acquiring resource group:
hal.wowlinux.com 211.58.250.6 Idirectord

heartbeat: 2000/11/17_21:18:01 INFO: Running
/etc/ha.d/resource.d/Ildirectord start

heartbeat: 2000/11/17_21:18:01 INFO: Running
/etc/ha.d/resource.d/1Paddr 211.58.250.6 start

heartbeat: 2000/11/17_21:18:01 INFO: ifconfig eth0:0 211.58.250.6
netmask 255.255.255.128 broadcast 211.58.250.127
heartbeat: 2000/11/17 21:18:01 Sending Gratuitous Arp for
211.58.250.6 on eth0:0 [ethO]




u GUI

u \WEB

B Shared File system
= GFS
= Rsync



B http://www.linuxvirtualserver.org
B http://tunelinux.pe.kr/virtual/

B http://kldp.org/KoreanDoc/html/Virtual _Server-KLDP/Virtual_Server-
KLDP.html

ULTRA MONKEY

B http://www.au.ultramonkey.org/
High Availability systems under Linux

B http://www.linuxfocus.org/English/November2000/article179.shtml
Internet Core Protocols: The Definitive Guide

B O'reilly , Erick A. hall

2000.7
|

IP Aliasing
B http://kldp.org/HOWTO/mini/html/IP-Alias/IP-Alias.html



. Open Systems Interconnection Reference Model

OSI (Open Systems Interconnection) Reference Model

Upper Layers
Application Presentation Session
Layer {7) Layer{6) Layer{5)

POP/25
Newsgroups
i
.ﬁ.ppli'?lrc?a?:inns ‘I
Tral.'nsfer

Sessions ‘ I
.“_

=
i

RPC
I l Portmapper

!
o

20421

Directory
Services

Metwaork

Managernant 161/162

T
o

Services

Transport
Layer{4)

Transmission

Network
Layer {3}

Internet
Protocol
Verzion 6

Internet
Protocol
Version 4

Lower Layers

Data Link

Physical
Layer {2)

Layer{1)

RS-X, GAT 1




- OSI| Reference Model

. Internetworking Basics
= http://www.cisco.com/cpress/cc/td/cpress/fund/ith/ithO1gb.htm



http://wowlinux.com



