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“Essential System Administration”, Aeleen Frisch, O'Reilly &
Associates, Inc

“UNIX System Administration Handbook™, Evi Nemeth, Pentice-Hall
“UNIX System Security Tools”, Seth T. Ross, Mc Graw Hill

“Practical UNIX & Internet Security”, Simson Garfinkel and Gene
Spafford, O’Reilly & Associates, Inc.

“TCP/IP Network Administration”, Craig Hunt, O’'Reilly & Associates,
Inc

“The New Hacker’s Dictionary 3" Ed.”, Eric S. Raymond

“FUA ANAE 2ok HIE, SESEA

“Linux Security HOWTQO”, Kevin Fenzi
http://www.ibiblio.org/mdw/HOWTO/Security-HOWTO.html
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2. UNIX EQF 2t

[ — ol =
=& B0 AE A
_ NpA S EN EME Qs S & &7
o NAHE =2 &H|2 ELt
o LHERA &H|IQ Fl&
- ANAE/ZSE0 E2SH EM=z Clet 28 A0 82
o SHAOI A|AE! REI
o = )0IE B0 &2
2 O [ 24

- Mo =USH ¥ 2 2S5 A
e Smart Card(ID card), Bio-metric Access control
o ZEAULK JF(EFELAZ AIESSE S)
e CD-ROM or Floppy Booting S Al
e Screen Lock
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3. Al =ot

3. AlE =2t (1)

HE 2ot 824 - impersonation

— Accounts without password

— Inactive account
HARE = L AH B
e nutcrack, John the Ripper
- HERZAa &H
e tcpdump, sniffit
— Social Engineering

— Super User &t @&

2HAZ0{: 2 S (cryptography), & 2 = Hl(access control), 1= (authentication), 2 2 (crack), DES,
shadow,MD5, RSA, Accountability(B & F==24), ==& 32 (passive attack), IPSec/IPv6
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3. Al =Hot

k7 : UNIX Password Encryption (1)

Modified DES Unix Standard Password Encrypt

User
Input

DES
E Table

Character Set: a-zA-Z0-9./

25(00000000) |

Convert to
ASCII

Encrypted
Output

|

Encrypted
Password

/

» Compare

— > Same(login allowed)

—» Different(login refused)




3. Al =Hot

&1 @ UNIX Passwrd Encryption (2)

Modified DES Unix Standard Password Encrypt

/* char *crypt(const char *key, const char *salt) in <unistd.h>
Jin-Yul, Kim (jykim@hackerslab.com)
Unix Password Cracker - Basic

*/

#include <unistd.h>

int main(int argc, char *argv[])

{
if(argc = 3) {
fprintf(stderr, “Two arguments required: key and salt values\n”);
exit(0);
}
printf(“*Encrypted password of the key and salt you typed : %s\n”,
crypt(argv[1], argv[2]));
}

Compilation Notes:
gcc -0 crack crack.c -lcrypt




3. Al =Hot

nutcrack
rooté@ns hackerproof.org: shomedjykimunizsec/nutcrack.1.0

[rootens nutcrock.1.01# 1s
password readme  words
[root@ns nutcrock.1.01# . /nutcrock password words

Mutcrocker wersion 1.0
Copyright 2000 by Ryan T. Rhea

got dict file: words

got passwd file: password

[HHI[E SIS EHA]

cracking. ..

LISEr name status password
root CRACKED frog

bob unable to crack X

tom MO PASSHORD MOMNE

ben disabled -

bitch disabled -

jeft unable to crack X

joe disabled -

Jack: CRACKED 12345678




3. Al =Hot

Al HEQIT =X (1)

|root@ns.hackerproof.org: froof g IE IE
P*F ""E .. W "@™@ "M.. X ] E'®@ .."C
@t
17:22:13.803187 < owlet. hackerproof.org. 1107 = owl. hackerproof.org. telnet: P 3:
4013 ack 31 win 8730 (DF)

E'e "@ ) .... @@ ,.”F "E.. .... .. B
teee A TD S T@"H "e™a "B.. "D.. .. )
P "2 .. N "@™® CF CC GE EC

A C
17:22:13.803574 > owl.hockerproof.org. telnet = owlet. hackerproof.org. 1107: P 31

132010 ock 4 win 32120 (DF) [tos Ox10]
@ F w - . LA
] :‘“@ﬁ EI

e

17:22:13.940656 < owlet.haockerproof.org. 1107 = owl.hackerproof.org. telnet: . 4:
4003 oack 32 win 8729 (DF)

E'e @ ( .... @™"& ,."F "@.. .. ..B

ceee -.THA D S T@"H T4 "B.. "D.. .. *
PP "7y .. W "@™e THN.. v ] E'e .. C
AT

[EO IR SIS 4] b




3. A" Kol UNIX EHOF Zig|

snlfflt

—Sniffit 0.3.7 Beto
192.168. 192. 1595 192.168.192.2 6000
192.168. 192, 6000 192.168.192.1 1585
192.168. 192, 6000
192.168. 192, 1044 who. . jykim pts/0 Sep 25 13:37..root ttyp
192 168. 192. 1594 0 Sep 25 13:31..[jukimens jykim]$ finger jukim.
192.168. 192, Bo00 Loginm: jykim ...Mome: . .Directory: Shome
192. 1668, 192. 6000 )/ jukim .Shell: /binfbosh..0n since Mo
M Sep 25 13:37 (KST) on pts/0 from owlet.hockerpro
6000 Wof.org..Mo moil...No Plon. .. [jukimens jukim]$ |
6000
1592
1573
6000
1593
1591 —= 192.168.192.2 6000
1046 —-=  203.238.128.97 23
23 -= 192.168.192.2 1046

P2t — s 0 —

192,168, 192,
192,168, 192,
192,168, 192.
192, 168. 192,
192.168. 192,
192.168. 192,
192, 168. 192,
192, 168. 192,
203.2358.128.9

*aJM—*—*M—*—*MM

—Shiffit 0.3.7 Beto
Source IF : oAall Source PORT : oAall
Destinotion IF: All Destinotion PORT: All

[SH] = ][ FEA]

Hacker Academy 11 Copyright 2000 HackersLab Co., Ltd.



3. Al =ot

HE 20+ 23t 024
— OtMst IHARIE, AR HARE, AFE/AIE THARIE HAL
e INn SVR4, at least 6 characters long and at least two
letters and one digit or punctuation character.
— One-Time Password(OTP) ¥ Secure S&l =+ AIE
e Secure Shell(SSH)
e Stelnet

e SRP(Secure Remote Password Protocol)
— PAM(Pluggable Authentication Modules)
— Restricted Environment(chroot)
— Kerberos 9IS AlAE]

2HAZ0{: 2 S (cryptography), & 2 = Hl(access control), 1= (authentication), 2 2 (crack), DES,
shadow,MD5, RSA, Accountability(Z & F=24), ==& S Z(passive attack), IPSec/IPv6
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3. Al =Hot

Random Password Generator
root@ns. hackerproof.org: shomedjykimiunixsec/mygen-0.1/5RC

DOC TMSTALL SREC

[roobens pwgen—0.11# cd SRC

[rootens SRC1H moke

gcc —g -0 —Holl —Herror -I- -I. -C -0 pwgen.o pwgen.c
gcc —g -0 —Hall —Herror -I- -I. - -0 generot.o generat.c
generot.c:218:5: no newline at end of file

make: #*xx [generat.o] £ 5 |

[rootens SRCIH wi generat.c

[rootens SRC1H moke

gcc —g -0 -Hall -Herror -I- -I. -C -0 generat.o generat.c
gcc —g -0 -Hall —Herror -I- -I. -c -0 help.o help.c
gt -0 pwgen pwgen.o generot.o help.o

[roobens SRCIH . /puwgen

4PZG. 66

IFReEmB] =

ESSjItnk

clh/tle

CYKPL3U

RET 34V

Viallpr SEE:

B=Ik_C+e

4718 jkxd=

eV=h, 2dT

[roobens SRC1H

[EHI[HEI[FEY]




3. Al =ot

25 2= =HoF Zot =

Secure Shell

&\ 192,168,192, 1 — default — 5S5H Secure Shell
File Edit Miew ‘Window Help

O | 2 22| B 2 2| &) | % w?

35H Secure Shell Z2.2.0 (Build 1239 .:J
Copvright [(c)] 2000 55H Commuaniications Security Corp - httph: S Aummd. Ssh. comn s

Thi=z i=s an evaluation wversion and will expire on
Jun Sep 17 2000 05:44d:20.

Pleazse wisit the 55H Secure Shell Webshop at http: A Awmmr. 2sh. coms
to purchase a license.

Last login: Thu Aug 03 2000 Z22:35:35 -0400
Mo mail.
[Jvkim@ns jykimls [

[

Connected to 192, 168, 192, 1 |S5HZ - 3des-cbc - hmac-mdbs - r| 80x24 | | o

Hacker Academy 14 Copyright 2000 HackersLab Co., Ltd.



3. Al =ot

PAM(Pluggable Authentication Modules)
- =t
e auth, account, password, session
— auth : logindt 22 password check MU|A N AtE
— account : account2| RE&4& ZAt
o HAO| expired T X| LA=X A
o 2010l CHEt SH(Z22 Jts A2t S)
— password : password & & Al passwordl Ra4d ZAt
e proactive password checking
e dictionary-based crack
— session : login session S0 228t &
— Config flag(2! S & E&
e required, requisite, sufficient, optional
— module

e pam_securetty.so, pam_unix.so, pam_nologin,
pam_ cracklib.so, etc

/AE AEN Ue =4

o
ol
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3. Al =ot

Kerberos 1= A|AE!

@ KDC

PrlnC|paI X | need to talk to Y.
=
ﬁ C =
. [ e
£ = < (I

— .

S —— Session Key = SK, | i
Ticket = (X, SK,,) encrypted with K, Eg

7

Here is the Ticket and my Authenticator.
Authenticator = timestamp encrypted with SK |

©

Looks good!
Here is proof I have SK, ..
(timestamp + 1) enscripted with SK ﬁ ..
= 5 Principal Y
==
Computer

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



4. THUA|AE] Hot (1)

UL AIAE BoF /g 24 - integrity
= LEECS ~27d R oIt 88 2=

S & il
0l X L P HE 2F

e Setuid Z=2 18 & HERI & E=2 1| 48 @F
- L2 4Y LFZ Qlet FHAH

e Race Condition
e Buffer/Heap Overflow, Format String Bugs
o
o

DoS - System Resource Exhaustion Schemes
J|Et

ZHZ0{: 29X ¥ Z2EM(DAC; Discretionary Access Control), MAC(Mandatory Access Control),
2 Z & (Integrity), Race Condition, Input Validation Error, MH|A {2 (Denial of Service)

Hacker Academy 17 Copyright 2000 HackersLab Co., Ltd.



e g

ClagEe|ol ARA L 5+

— File Permissions & Ownership

e Owner : User(u), Group(g), Other(o) and All(a)

e Access Modes : Read(r), Write(w), eXecute(x) and sticky(t),
setuid/gid(s)

Access | Meaning on File Meaning on Directory

r View file contents | Search directory contents(e.g., use Is)

W Alter file contents | Alter directory contents(e.g. delete files in it)
X Run executable file | Make it your current directory (cd to it)

— Special purpose access modes

Code Name Meaning
t/T Sticky bit Keep executable in memory after exit
s/S SUID or SGID bit | Set process user ID or group ID on execution

Copyright 2000 HackersLab Co., Ltd.
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4. TUA|AE] Ot # M UNIX &

| rootErns. hackerproof.org: frootfaaa

[rootens aooll 1s
[rootens ooolf touch o
[rootans ooolf 1= -1
&M D
—rW—t—t—— 1 root oot
[rootens aool# vi hello.c
[rootens aoolf goc —o hello hello.c
[rootens aoolf 1s -1
EH 20
—W—t—t— 1 root oot
e LU A 1 root root
- W=t ——r—— 1 root root
[rootens aoald mkdir diro
[rootans ooolf 1= -1
EH 24
—rW—t—t—— 1 root
drw=r —xr—x 2 root
1
1

[IHE P

—FWRE =R oot
—rW—t—t—— oot
[rootens ool umosk
02z

[rootens aaald
[rootens aaald
[roctens aool |

[EHI[ZE]I[FEY]

[ P L

Hacker Academy 19 Copyright 2000 HackersLab Co., Ltd.



M 09} E20| 20}

Hacker Academy

BHE | YW ER0| 20t T2
— 8B & O (Backdoor)
FZ setuid HIEJI HA T2 )HO al
hetel Z&BIOZ I root #etE ESE +
e Example)
— ¢cp /bin/sh /tmp/sh
— chmod u+s /tmp/sh
- EZ0| =0H(Trojan Horse)
o UIXl HAHEOZE S&ol= A2 20ILE &HZ2=
AEe SHE +HFICE oz T2IoR L
CHE AIES A s RS0l
HEYI 2oz s3
e Example : rootkit(lrk5.tar.gz)
— login.c
— tcp.c (tcpwrapper?| JHRF BHHA)

Copyright 2000 HackersLab Co., Ltd.



Hacker Academy

QB AIZ X0 H ZHR0 2ol ZA SRS
St AI= = LY.
setuid bitJ} HE& T2 )= Alsist A
IZ)d 2 Adlole s« AKXe &

(euid)”= JXIA &l C}.
— ZSNIA A4 S Alel A
- I Y jeE MH U HZ2A
- S, NE2 T2 HA MH 20O
effective user IDE [t= L.

Backdoor, Buffer Overflow 2 Input
Validation 2FE 0|8t ol 2 0l AtSE LC}.

Copyright 2000 HackersLab Co., Ltd.



Minimizing the Risks from Freely-Available Software
SZS AT A2 LY ANEX BER HAES 2

— - —

Hacker Academy

Olcl B = 80l IE 2L A4 DE=FH ANE adIE S

A A QI AlSHSE 2|

DO < 2o =2 A

g =&l(archived) 2= 2J[M0 Ol2] HIAE & otMat HA 2
oA g0l 2l 0| SleXl IHE el SFE &ole A
olaAdd SH= #@EPXI L=X AA DE L Makefile 12110
configuration It 2| LHIE=S & IH= A!

strings S8 HE oz QLENE A= AH=E A

SUID & SGID 22 ]88 Al Al F|Aete| HetOZ ~alot=A] &l

= A

Copyright 2000 HackersLab Co., Ltd.



T2 )Y LE= Qlst HAE
— Race Condition
o =T YAl I}ZE MHOl= setuid =2 180 st =4
e SBlgm(http://www.8lgm.org)
— Buffer Overflow
e =Z root 272 setuid ZZ &Nl CHSt
AE oKl & 0F & 28
e Stack-based Overflow & Heap-based Overflow
— JIE}
e strings, gdb

- A TR TaE s

Z2OZ HIHS FHA

OK

Copyright 2000 HackersLab Co., Ltd.
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A2E 5O (2)

5. u}

mo

UL A AE S0 2051 T2
— | HO MEAIAE AN ZAL
e find, tripwire, md5, pgp
ANAE 20k FHAEE AL
e COPS, Tiger
— IOt AAE 2S5}
e CFS(Crypto File System), TCFS
- UIEAIAE 8 81 =
e tar, dd, restore
— Mandatory Access Control
e LIDS(Linux Intrusion Detection System)

ZHAZ0{: 22 4 (Integrity), F & (Vulnerability), Security Scanner, MD5(Message Digest V.5)
Backup(on-site, off-site),

Hacker Academy 24 Copyright 2000 HackersLab Co., Ltd.



find, diff, grep, strings
— root %2 setuid Ut &I
- Z2 3¢ ol HE

; =
- JIES WE Al el B
H

&
- DILOIN S5 21 2

tripwire
- 2E I20l Ciolod MD5 HIAIXI CIHOIMIAE M4
- It =49 HE0 ot 21

Hacker Academy Copyright 2000 HackersLab Co.,

Ltd.



SHOFFOHE 2 AL

- COPS
e Compilation: ./reconfig & make

— Tiger
o 2UEOIZE MY AA
— /etc/group, /etc/passwd, .rhosts, .netrc
o & &4 &
— PATH, ftp, mail aliases, cron, inetd, NFS export
o AMAHE IS ARA/SIIE EH
o X220 It At S & BHEE WS XA

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



A
=

s

OIS A AE By B =4

— tar(Tape Archive)

— dd(Disk Dump)

— cpio(Copy into or out)
— dump / restore

- mtio(magtape in/out)
- rmt(remote magtape)
— rdump / rrestore

Hacker Academy

Copyright 2000 HackersLab Co., Ltd.



5. HES{3

HOot

5. YIES|T HOt (1)

HIE

= 20t g R4 - availability

Hacker Academy

Port Scanning & OS Detection
Vulnerability Scanning

NFS 2 NIS E2+48 & 53

IP Spoofing & Session Hijacking
Reverse Telnet / Bounce Attack

DoS & DDoS

Copyright 2000 HackersLab Co.,

Ltd.
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5. IEY3 2ot 14,::_ M UNIX &2

AlZ : Port Scanning

nmap(Network Mapper)

root@ns. hackerproof.ory: fopt'notebackups/linushitpdshtdocs/eduiuni=secssaint-2.1 .2

53Step opEn domain

79/ tcp OpEn finger

80/ tcp open http

111 /fcp OpEn SLINFpC
113/tcp open auth
139/1cp Open nethios—s=n
443/ tcp open https
513/1tcp OpeEn login
514/tcp open shell
515/tcp opeEn printer
587/ tcp OpEer submission
1024/tcp  open koI
1025/tcp  open listen

6000 tcp open H11
005t cp open font-service

TCP Sequence Prediction: Class=random positive increments
Difficulty=4433970 {Good luck!)

Sequence numbers: F425E3ZE F425E3ZE FA3Y9EZY F4579EZY FEOAEASY FOISAEARY
Femote operoting system guess: Linux £.1.122 — 2.2.14

Mmap run completed —— 1 IP address (1 host up) scanned in 1 second
[roobens soint-2.1.214# |}

[EHI[EAEI[FEY]

Hacker Academy 29 Copyright 2000 HackersLab Co., Ltd.



5. HES3 =ot

& Vulnerablllty Scanning

Vulnerability Scanning
— satan, satan, Iss
— mscan, sscan
— cgiscan
— showmount —e hostname

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



5. HES3 =ot

Al
=

5 2|2E 34

NFS/NIS Attacks

— Gathering Information

e rpcinfo —p victim__host, rusers, showmount —e
victim__host, pscan —n

— NFS Daemon Bugs
e nfsd, rpc.mountd, rcp.statd

— R*-command Authentication Threats

e /etc/hosts.equiv
e SHOME/.rhosts

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



5. HES3 =ot
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5. HES3 =ot

DoS/DDoS(Distributed Denial of Service)
- 0 e ZFHEIt &S MHE 3200 MBIASE ot Xl 26t

Eg tc’:!'EH SI'E 'gjﬁd tc’:!' t:’s-l . Victims in mid-February 2000

P T Yahoo
= F i'-":l_fﬂ CNN Interactive

Amazon.Com

't.-.fl.tl . =T = E

-'.i 1. 'I-*'

eBay

Datek Online
E*Trade
ZDNet

Buy.com

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



5. HES3 =ot

5. YIESIT Eo (2)

HERAZ 20 25t A
— QIJIEAl 22 2 XE &2 X
e tcpwrapper, firewalls(ipchains,ipfilter)

- 2AE £ S22 UERRD =2 E2HE

- Bt E= 0|Set 2o &H&
e SATAN, SAINT, ISS
e Mmscan, sscan
® nessus

- UERZA ZA L BLEX
e netstat, tcpdump, snoop, sniffer
e IDS - snort

—_—

}/

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



5. HES3 =ot

&5 2JiElX| Bi=2 &2 A

TCP Wrapper — Restricting the Unauthorized Hosts
— /etc/inetd.conf : inetd(8), inetd.conf(8)

# <service_name> <sock_type> <proto> <flags> <user> <server_path> <args>

ftp stream tcp nowait root  /usr/sbin/tcpd in.ftpd -l -a
telnet stream tcp nowait root /usr/sbin/tcpd  in.telnetd
pop-3 stream tcp nowait root lusr/sbin/tcpd  ipop3d
imap stream tcp nowait root /usr/sbin/tcpd  imapd
finger stream tcp nowait nobody /usr/sbin/tcpd  in.fingerd
tftp dgram udp wait root /usr/sbin/ftcpd  in.tftpd

bootps dgram udp wait root /usr/sbin/tcpd  bootpd

— /Jetc/hosts.{allow,deny} : hosts access(5),hosts options(5)

#<daemon_list>: <client_list>[ : shell-command ]
in.fingerd, in.rshd, in.rexecd : 192.168.192.
in.rlogind, in.telnetd, in.ftpd : 203.235.

ALL : UNKNOWN

ALL : PARANOID

in.fingerd, in.rlogind, in.telnetd, in.ftpd : ALL : spawn(/usr/sbin/safe_finger —| @h \
| /bin/mail —s %d-%h root) &




5. HES3 =ot

Mg Y

Ipchains(for Linux) — Packet Filtering Firewall
&2 S X (Target)

ACCEPT 022 SHAI2ICE

DENY I3l S S AlIStCH

REJECT DENY2 20| IH2/ = S AIGHKIEH 2= SHOI0AN HE S & E.

MASQ IP Masquerading0il At& &l Ct.(only for ‘forward’ chains)

REDIRECT W22 228 SAEQ EH ZEZ 2|CH0| & & &L, (for ‘Transparent Proxy’)
RETURN 0l& AtZ(chain)2 & T S0tJtM REE &=L

User-Defined Chains AtEX 2| Al =L

— At=(Chain)2 &&
e input — incoming packet ZH&

e forward — forwarding packet0|
e output — outgoing packetdl CH&t

CH&
BE

— Examples: Protection of Ping Attack

e ipchains -1

input icmp —j deny

— gfcc(GTK+ Firewall Control Center): http://icarus.autostock.co.kr

Hacker Academy
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5. HES3 =ot

g : 2l RE (2)

Blocking spoofed or private addresses

— # rules for standard unroutables
e ipchains —A input —i ethO —s 255.255.255.255/32 —b —] DENY
e ipchains —A input —i ehtO —s 127.0.0.0/8 —b —j DENY

— # rules for private(RFC1918) addresses
e ipchains —A input —i ethO —s 10.0.0.0/8 —b —j DENY
e ipchains —A input —i ethO —s 172.16.0.0/12 —b —j DENY
e ipcahins —A input —i ethO —s 192.168.0.0/16 —b —j DENY

— # rules for reserved addresses(multicast)
e ipchains —A input —i ethO —s 240.0.0.0/5 —b —j DENY

— # rules for protection internal network from spoofing

e ipchains —A input —i ethO —s (internal network here) —j —I
DENY

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



5. HES3 =ot

A% : 22 KIEH (3)

Blocking spoofed or private addresses (cont’d)

— Disable the source routing
e echo O = /proc/sys/net/ipv4/conf/all/accept _source_route
e echo O = /proc/net/ipv4/conf/default/accept source_route
e First line sets a general policy, second sets a default that will be
applied to all interface.
« Testing your configuration
- ipchains —C input —i ethO —p tcp —s 192.168.0.1/32 —d
0.0.0.0/0 25
— Here,
e -Ainput : input chain0ll rule2 =D}
e -iethO: rule2 ¢ 2IHHIOlA
-s: ZHE 2 /Ao A== AA HEAHA
-b : bi-directional
-1 : syslog JIsZ Ol&d 22 JI=(og)
-j DENY : {3l E HE (sliently drop)

Hacker Academy Copyright 2000 HackersLab Co., Ltd.



5. HES3 =ot

M 1 219] RIEH (4)

Blocking Specific ICMP traffic

< rule to block incoming ICMP echo requests
< ipchains —A input —i ethO —p icmp —s 0.0.0.0/0 —d 0.0.0.0/0 8
—1 —j DENY

< rule to block outgoing ICMP echo replies
<+ i1pchains —A output —i ethO —p icmp —s 0.0.0.0/0 —d 0.0.0.0/0
—1 —j DENY

+ rule to block outgoing time exceeded and unreachable
message
» ipchains —A output —i ethO —p icmp —s (local network) —d
0.0.0.0/0 11 —I —j DENY
<+ i1pchains —A output —i ethO —p icmp —s (local network) —d
0.0.0.0/0 3 —| —j DENY

Copyright 2000 HackersLab Co., Ltd.
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5. HES3 =ot

E|[=1E]
b mE 22 B0 HRLIAIOE
| &€ = A 4% = & B
i A= sto=  CHAL 212 = = SHY o 24 C1=1, =T =5
T LT == & =R I[http:ffns.hackerprn:u:uf.nrg:1 94 2/4 3070245691 5401 64 dedd afldBbdaz Fifoptnotet ..-"| 7 e =
T & Mews g Downloads @ Software ¢ Hardware  Developers 4 Help # Search # Shop
p Y
@ Host Table — FTP vulnerabilities
&
o Tutorial: FTP vulnerabilities.
\::"_le.
Ty 1 Host(s). Number of vulnerabilities in
(e sl
g parentheses.
,r:l...nnc'ldé:i: A
= | 100% | o e Jdih P B3 o2
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NE : UIEYT ZA R A BX
netstat
- HIERZA 9&, 228 HI0I=, ¢/ HHO0|A S A, masquerade &

4 =2 CIO:IE

=2 o= L

netstat
netstat
netstat

tcpdump

netstat,

netstat -nr

-t, netstat -u, netstat -w
-a, netstat --listening

-C

_ “HEYT EEY X

Hacker Academy
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Snort

root@ns. hackerproof.ory: Avardlogssnort M| I=ET|

—%= Snort! =x-

Yersion 1.6.3

By Mortin Roesch (roesch@clark.net, www.s=nort.org)
USAGE: snort [—options] <filter options=

options:

Set alert mode: faost, full, or none (olert file alerts only)
"unsock" enobles UNIX socket logging (experimentoll.
Display ARP packets
Log pockets in tcpdump formot (much foster!)
=rules> Use Rules File =rules=
Print out pogloods with character doto only (no bex)
Cump the Applicaotion Layger
Fun Snort in bockground (doemon) mode
Display the second lagyer header info
<pbpf= Read BFF filters from file =<bpf=
=gnome>= RFun snort gid as “gname” user or uid after initiaclizotion
<hin= Home network = <hn=
1 =if= Listen on interface <if=
=ld= Log to directory <1d=
=wrkst= Sends SME messoge to workstotions in file <wrkst=
(Reguires smbclient to be in PATH)
=cnt=  Exit after receiving =cnt= packets
Turn of f logging (aolerts still work)
Change the rule testing order to Passlalert|Log g

[HHI[ZHI[FEH Y]
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cont’d

— Preprocessors
® preprocessor <name=>:<options>

— Avalilable preprocessor modules
e mindfrag
— preprocessor minfrag: 128
e http_ decode
— preprocessor http _decode: 80 8080
e portscan
— preprocessor portscan: 192.168.1.0/24 5 7 /var/log/portscan.log
e portscan-ignorehosts

— preprocessor portscan-ignorehosts: 192.168.192.5/32
192.168.3.0/24
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cont’d

— Output modules
e Ooutput <name>: <options=>

— Available output modules
e alert syslog
— output alert_syslog: <facility> <priority> <optios>
e log_ tcpdump
— output log_tcpdump: snort.log
e log_ postgresql
— output log postgresgl: <database name>, <parameter list>
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Nessus
— Remote network security auditor

— Install nessus

e Install packages
— rpm —Uvh nessus-client-1.0.5-1.i386.rpm
— rpm —Uvh nessus-devel-1.0.5-1.i386.rpm
— rpm —Uvh nessus-plugins-1.0.5-1.i386.rpm
— rpm —Uvh nessus-1.0.5-1.i386.rpm

e Create a nessusd account
— nessus-adduser

e Configure your nessus daemon
— Edit /usr/local/etc/nessus/nessusd.conf

e Start nessusd
— nessusd -D

Nessus
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cont’d

— Client configuration

=

ressus Setup

[=]

-@'ﬁﬁus'd'hij's'f" Flugins | Prefs.

Scan options

Target selection | User

Credits

rMew session setup

g Messusd Host :Iprc-f
Port : | 3001
Encriyption : Itwoﬁsh.l'ripemd1 B0:3
G Lagir |r|
Log in
Start the scan Load report Qluit

Messus Setup =

=

[ Messusd host | Plgins | Prefs,

Scan options | Target selection | User | Credits

r Flugin selection

Misc. &
Finger abuses
Backdoors
C Gl abuses
General
Femote file access
RFC
Gain a shell rerotely
Firewalls
ndows
SMTF problems v

ﬁ]ﬂ]ﬂﬂ]ﬁ]ﬂl

Enable all Enakle all but dangerous plugins Drizakle all

Using MetBIOS to retrieve information from a Windows host E
SME log in

SME accessible registry

SME Registry @ Service Pack wersion
SME get domain SID

SME use clomain 510 to enumerate users
SME Lankan Fipe Server browse listing

SME shares enumeration

Py —

Start the scan Load report Quit
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cont’d
— Report interpretation

= Messus Repaort =
Surnrary | Y
Mumber of hosts tested - S Saolution : install all the latest Microsoft Security Patches
Found 17 security holes | Fisk factar - Serious
Found 93 security warnings CWE : CWE-1999-0275
¥ bonsaifronessus.org — poppassd (106 )
) prof.fr.nessus.org pop=3 {110Mcp)
dormeur fr nessus org — unknown (1 350Mcp )
gateway fr nessus.ory | ) nethios —sst ¢l oaitepy
grinchews fr .nessus.or [ Security warnings
| .
The remote registry can be accessed remotely
using the login § password combination used
for the SME tests.

| Hawing the registry accessible to the world is
rot a good thing as it gives extra knowledge to
a hacker.

Solution : filter incarning traffic to this port or set
tight login restrictions.

Fiisk factor : Low
The dorain S1D can be obtained remotely . 1ts value is

IMTRAMET : 5-21-20333150-365275040-1645591 2359

4|

¥ . . 3
- R ] 3

Sawve as. . Sawe as HTWL with Fies ¢ | '%':! Cloze
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R

5. LIES|T Hot (3)

Network-level Firewalls
_  Packet-filterina Firewall

, Protected
T T
| nternet m Nk
Router
Application Gateways
— Dual-homed Host Firewall
= Protected
—> —
intesne T Networ k
Bastion
Host
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R

5. JIESIT EOt (4)

Screened Host Router

- B T Trewall m

block
I ~  Protected
/ Network

| nter net

Screened Subnet
- Screened Subnet Firewall Hegt

DMZ Protected
Networ k
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22| (2)

o Hot 2t

—

cl (1)

Qg

HIH LHEZR

g 2AEe 20|l HAl
ZH EAIE X&ote g+ &
e Overflow_wrapper 0| =

AE AH(IFS, PATH, etc)

D203 Al

SOt AFE

e
)

6

0 Overflow
i )
<>
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6. UNIX ?_P Zi2| (2)

T20 2EO EO 22| (2)

— Race Condition / & Al I

— A& 22
e Resource Exhaustion 2! X

Hacker Academy

ME2 It MHAl access(“file”, W_OK);open(“file”,0_CREATE)
CH A0l open(“file”, O _CREATE |O_EXCL); &= 0|2

Al Y A Al tmpnam(), tempnam(), mktemp() CH A0l
mkstemp(), tmpfile() &= 0|

=3 0t Al Istat() = open() = fstat() &= 0|E

- H2c
- A3
— JIEt A&
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ot

6. UNIX &

o} =ig| (3)

Hacker Academy

u

HE AME=X
A= THARE HAL

i
o fO §
[0

N

[
0

e Network 2&d AH &4

inetd, tcp_wrapper, httpd, ftp, sendmail
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