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DOS(Denial of Service)

1. DoS(Denial of Service) 22
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1. DoS(Denial of Service) 3 2 DOS(Denial of Service)

e UWE =34
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o ANAHDO ER6I1] U= elAAE x*oﬁi}l LI 25 DZAZ2EM AIAE! OHH|
o HAZ JIIXN WE AIS X0 2ol &
o OB [}= A2 Qlol 2

. zo =R
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o 2 &
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1. DoS(Denial of Service) 3Z g DOS(Denial of Service)

- 3232 AHf
o HO =20 ANl SE=Z dl= AlABS 22HE S2H0o=2 i AIC
o SH LEE 280 U= ZZNAE OHHIAIZICH
o UESRIA Jls NAME 2S&06tH SHELL.
Do ==
- S ST
o SR IUZ )M &=

— mail bombing
— Buffer Overflow
— Java Applet Attack

e Protocol &=
- SYN Flooding
- Ping Flooding
o UHERIA ZE
- UDP Storming
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2. DoS 34 7|H g DOS(Denial of Service)

2.1 =2Z =34

2.2 cB2E 84
- Mail bombing
- Buffer Overflow
- Java Applet Attack
- Izl ==2 =4
- SYN Flooding
- Ping Flooding
-~ Smurfing Attack
- UIE® 3 Bandwidth &
- UDP Storming
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2. DoS 54 7|H

2.1.1 C|23 XA &
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2. DoS 54 7|H
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2. DoS 54 7|H
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2. DoS 324 7|1Y g DOS(Denial of Service)

2.2.1 Mail Bombing
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2. DoS 34 71H g DOS(Denial of Service)

2.2.2 Java Applet Attack
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2. DoS 34 71H
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DOS(Denial of Service)

2.2.4 SYN Flooding 223

o A
AOIMHOl &N 2olA SF=HA T2 =0l 2o OlFHA= =43 JIg

m SYN Flooding
== == half—c:-pen TCP HZ2= Al=THH &0 =4 = =] listen

queuecE Jt= =
— TCP AdlA HZ HE

SYIVACHK &
destination{nonexgisting host)

el ACcEZF SRR 7| CH

Or= o YN IHE] H & - -
o acl waiting, aclkt waiting, ... ..
sourceinonexisting host)
destinati onitar get host ,*—
(target host) I

= - ?
- ww?_:ﬁ

dns.target. com

&
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2. DoS 34 71H

2.2.4 SYN Floodlng

DOS(Denial of Service)

S24(1)

o
o
o
J‘I e

o TAT2IY U P4 YER

—  http://www.koreaonline.net/lecture

=1 72 AJIE I}, Half-Open Time=

AN
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2. DoS 34 7|H ‘ DOS(Denial of Service)

2.2.4 SYN Flooding =24(2)

Client & Server &

Session =Hl| TCP
Ack/Syn Resource &Y% Conection
Ack
4 / Tcp

\ Data
Y Connection
\ELN\> Tcp

Ack/Fl disconnection
A 4
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2. DoS 34 7|H : DOS(Denial of Service)

2.2.5 Ping Floodlng =2

o =& &l - plng—l 2 HEOI2H H2GIAIH =
- ICMP E2EZS 0|25l 2&x 12| HI0IE(65535 — 20(header) — 8(ICMP
Message))E &3%‘9%% A0 HIY QHEZRE ZMAII= =2 DI
& Ping =] B3

File Options  Wiew Help

_||)|| |‘>‘|'

O
&

Fing |Trré_‘ce_Fh:|ut_e_| Finger | Whals | NS LookUp | Gall |

J|'
Timeout: [T5 = Mumber of = :
: _uu_j il :I Clear
Delay: [1000° = W Besolve P Addresses
_ I 1]
Packet Size: [fd :1 Za

o =23 &4
~ ping : ping 7152
T2 WG FEF
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DOS(Denial of Service)

o A
ICMP E2 & 21} |IP Broadcast =42 0|2¢t 223 J|Y

_Broadcast 22| Echo request E ELH LHE2| Echo replyE 229 =AZ &S
NEE Aol el

Internet

L]

Yictim
ICHP echo reply

I
Ferpetrator /

ICHMFE echo : source(Wictm' s IF),
destinati on(broadeoast addr of bounce site)

bounce site
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2. DoS 34 71H i_, DOS(Denial of Service)

o OffZZH
— SmurfingQl XIEt 8t 2= 2IL2H2 WE(LANZ) interface Ot Ct
(@)

Directed Broadcastd|s= 2 0I=CH & XA
F=AZ ICMP echo(ping)2 REO| SO0IIAl 26t = é*l}..

- T o = A —
o =2A T )aH A Ast Q=1

Smurf.c ,winsmurf
http://www.koreaonline.net/lecture
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2. DoS 34 7|H

DOS(Denial of Service)

2.2.7 Network Bandwidth =4

o =22 3L

- HERZT EcHES SIAIA AIAHS ALZ0E SKRF &4XI2H 0] AIAEIO0] =8
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2. DoS 324 7|1Y DOS(Denial of Service)

2.2.8 UDP Storming

Do o I
42
o S M 'La

— icmp echo request 2t reply € 0| =8t = A
- udpE 0|S¢t 2=
LE WS 7,9, 13, 19H L EQO| F oM

=
- EXHO=z 7TH echo JlsS 0|=2st 223

Host:
Paort: |0 Packats: [F5535 LDP
Size! [B3 PPS: |20 il

o AL

— Assault : ICMP, UDP 22 &+
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DOS(Denial of Service)

o DoSE& L+ EF
- |ICMP Flooders
- SYN Flooders
- UDP Flooders
- Windows DoS Attack Tools
- Macintosh DoS Attack Tools
- Local UNIX DoS Attack Tools
- Remote Unix DoS Attack Tools
— J|E}
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DOS(Denial of Service)

3.1 DoS & -'-7" =3 (1)

e Blood Lust

I wanna suck your blood

00B the Bastard!

e 139% I E = NetBIOS InterfaceE Mﬂo}‘ AAE SHHU A NetBIOS AHA
S AYsl= O AI2EICH NetBIOS 0|ES A6t HEXEQI 0= Win-

N UERIIAC JHE MH I% |Ct. Windows NT A|IAEI2 AIES

A OIS0l AHE 2l0|dl= A8 X20(hex)E 20N 0IE 28
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DOS(Denial of Service)

e Bitch Slap
W BitchSlap 1,0
IP Address: |
Slapl Bbout. Cloze

- IP=2BF ZEotH =8 &

S ACHHENE T = S
_ QX 139 ZER9 00B ZHS M2OR3I= S

- IZ)UMES HOAN RES A=
http://www.koreaonline.net/lecture
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DOS(Denial of Service)

e C(lick
Packets to: & LTt " Server Error:  [Protocol Unreachable A
Start: otap:
Server: | x| |50 R =]
start: stop:
Clint: | 5 [ [ 5

Send IE[| packets everylmm ms, @ NUKE HiELE | EAIT |
Status: |_Heady. ﬁ

o S3& % J|s
- JRC&E=Z= T4 =& S0|C
~ IRC MBI siE OIOIIIDF ZHE S A2 E=0IH =0 &858 220 Hels
Bt = AFE&HCY.
— serverirchNtH =45 &= stCh
—- client 33 &9 IPF=AE sttt
h
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DOS(Denial of Service)

e Cyber

B Ping =100
File Options Wiew Help

Ping | TraceRoute | Finger | Whols | NS Laoklp | 0D | J
fostor | 7 | =
Timeout: 15 = Humber of 3 =
Delay: [T000 = ¥ Resolve IP Addresses
Packet Size: [64 :i

o =X U J|=
| =< o
— Cyberkit & ping Jls2z2 gl HHalE Elle= DoSE 30| JHsotLl.

ol

- e A= http://www.koreaonline.net/lecture
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DOS(Denial of Service)

3.1 DoS &4 =+ (5)

e Lornuke
2 LORMuke —= Copyright 1997 by Suckerbdan =- EEE’.{

Muksr | Port Listener  Mass1P Nuker | Options |

|P [aaa.bbb.coc)

I &g, 193163189

Last partaf [P

[ to | &g, 100 lo 200
Mass Huke |

Thiz iz probably the most pcnwerfdi-ﬁtll-g Muker out thersl LORMuke 12 i_'l:]tqpyright 199? b Suckertd ar
Mozt Scnpt-Addons for miBC dote by [MAMIAC]  [wfarming: this Application iz Lamer Pratected!]

e  NUKERIS RE&DY 10.0.0.1

— Nuker &2 Jls

— Port Listener2& Z Xl Jls

— Mass—IP Nuke Ut= IP= =

— Options IRCB2& JIs

- FEx Je==R http://www.koreaonline.net/lecture

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.



DOS(Denial of Service)

e Sonar
&' Sonar
Address: oK
| :
ﬁhuut

| Ping I —

|Z8t DoSEHE =0|L

ttp://www.koreaonline.net/lecture
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DOS(Denial of Service)

e TJosser

K "FPing Tosser” by Sacidangel
Flanu
| Bidoraain |[wens samwoo.cokr Buwtes |56
el I Flurmber Of Pings to send [&
Trace I
: fr— B andom Interval between pinas{sn
Bedgin Kesep alive I in secorids +10 31

55 bytes received from neptune. zamevioo. co k. time = 42m= —l

55 bytes received from neptune. samwoo. co ke time = 4323ms

55 butes received from neptune. samoo. oo ki time = 42ms=s

55 bytes received from neptune. samwoo. co ki, time = 42ms=s

BE butes received from neptune. sameoo. oo kr, timme = 42ms=s

55 bytes received from neptune. samwioo. co kr. tilme = 42ms=
Statz: RowdASent: BB, Mindawvglbd as: 424243
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DOS(Denial of Service)

e WarRoom

TH WarFoom
i Clone —Attack :
[ Clorel [~ Clones T}rpp : li
[ Clorie2 [ (Clores. | ([ S1908SE 1. 2. 384 hd
I Clone3 [ (Eieer 1| i
[~ Clared: [ Clares Set Senvars | Cannect .ﬂ?ﬂﬁa{:kl
~Clone's Server Bouncer | | Clone's Speaking | —’E[Dﬂe'ﬁﬂutnhlir:k'lihangé'!
i On s (i ‘ i On t+" Off ‘ i On v [
o =4 s
- 8 MK S E= MHdotH =& = U= = 0IC
T e A== http://www.koreaonline.net/lecture
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DOS(Denial of Service)

e Death'n Destruction

™ Death n Destruction: DoS

Thiz iz a simple DoS [Denial of Service] tool that connects to
zomeane thraugh their IP at any port [uzualle port 139, az thiz iz
mozt commonly open)] sends a string of data. disconnects,
reconnectz, and loops this process.

F to attack: |
Fart to attack: 139 -
L1ata to attack with: |-~blah blah blah fooding wou blah blakh™
ote: the more data, the more effective the attack.

Aittack | Stop |
i of attacks o far; O
Status

E =it | Fart Pratectar | Rezalve an IF |

o A YU D=
- ZE 139 82 DoSE 0|t}
—  Port Protector L E 2§ JIs

-~ Resolve an IP 00| O] resolvedls
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DOS(Denial of Service)

e \irusScan & Netshield O|&t 0| =2 0O}
- EXTRA.DAT 2 ol L& E2|0 = AtoH &

= gl MOIL},
® Ciges

HIO|ED} =},
e DrSolomon 2 AIE&HC).
- AVTKE AVTK C|E&E2| 0| = Alol(q =
- AVDE AVD Clel&E2|0 =Alotd &

e Conceal &#380| HAE 21 296210 SHO| T AL

e Cleaner3.12 AIE235tH HIHSGIAH =L
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4. DDoS(Distributed Denial of Service) 2 fi4 ° DOS(Denial of Service)

4.1 DDoS -'—7"°| e (1)

e DDoS &&39 ML
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4. DDoS(Distributed Denial of Service) 22 f DOS(Denial of Service)

4.1 DDoS 7='°| L (2)

S
o
0l0

o o 0F

| XIFXEQI 2o E 2ol RIoHA ZE Mot Etele] AlAE

U0
>
00

a
- |

2P AIS ABNOI DA AHSE ABE N MHLF HOIHES 0lAlGHE 202 AIXG

DARAES 2F)| Aol ANAE=E HIEE2 M2 2S5
TEN2KLE stacheldrahtOl 2ot AI2E= SIS @S 3HIF Jl=sot |IIHLI IDS=
Ol XSS AFDE3I0| OFLl BB O 2 OIAIGHAH =ICH

traffic pattern masking
ustream sniffing

Hacker Academy
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4. DDoS(Distributed Denial of Service) 32 : g DOS(Denial of Service)

4.2 DDoS &4 .'-=_'_r" 53 (1)

e Trin00= CIS2 LEE AIEEHCL.
- 1524 tcp, 27665 tcp, 27444 ull, 31335 udp

e [FN
- |ICMP ECHOZ2} ICMP ECHO REPLY packets.

e Stacheldraht
- Stacheldrahte 222 = Xote 520 0L,
— TrinOOLt TENZH S AtSt E& = JHEIC
- OtcHe ZE}F MIA=S2 A
16660 tcp, 65000 tcp
ICMP ECHO, ICMP ECHO REPLY
e TFN2K
- SEEEZE AECHA E20 A0 2ol &8 = = UL,

- UDP, ICMP2} TCP Packetsii2! == AtESsStC).

|0
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4. DDoS(Distributed Denial of Service) &4 : ‘ DOS(Denial of Service)

4.2 DDoS 34 =1 I §3 (2)

e EZ2|%=(Trinoo), TFN, TFN@K, AHI& =2 E(Stacheldraht)S2 2H €2 92l
Bl AN A 2E S UCH (OIOHE,OFF, 210 S5 AIS)
- AdiH= DIAHLA U 2SS SAEN A=Ch(2eHEQI oH 21 &)
- deiH=E OFAH Qi—T— s 2EE2HAsez 22 S50| &
E== A&l = =24 XIAI%

=
- AAIE 'j:‘S _C.'_E HI%S =H== 3L

OtAH 27655 ILE AIS
DrogonO| i &2 EEOl HIE UE= 5= 2 fragmented packeE &0t & = US.
Ol 27444 L E AIE
OIAEHE IHARE= MO 2S3H & HEELCH.
28 HARE=E 82 Sel2 J&EECLC
GIE%E “rpc.trinoo,rpc.irix,irix,trinix,ns “ 2t 20| CtY st Fake WA H Z Y FE L.
crontablil SE2 AAHA =0t FIH2Z AN StCt.
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4. DDoS(Distributed Denial of Service) 22 f DOS(Denial of Service)

HEAM 2A

SFZLEL SFEI® a2 Byte Pattern recognition2| 83 52
deiH S3A ALEot= 2 B80= 833 H0 AIE

TCP/IP, ICMPS2 ZEE #=AIZ HBOIH S
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DOS(Denial of Service)

o "IAHAM=ZE"
- Ol= BAED} B2AD A0 IHSBOM (3t ZHE HE S
o Olde RE2YXE ICMP_ECHOIHZ!I2 BEUA, EHE GA EXE A2 QES &
= gsnifferol= &Y

o ZFMNE SAEI SHULE SLEZE FH upstreamaf &0I2tE Nmaplt ngrepemdS
I=otH A SOF 2= UL
. | Nmap forged ICMP_ECHO packets| =

e

Target replies to forged source(s) |

= /

Copyright 2000 HackerslLab Co., Ltd.
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4. DDoS(Distributed Denial of Service) 2 fi4 ° DOS(Denial of Service)

4.3.1 SHANE B= EHFERE (2)

2 sourceLE 802 = BN Xl= SYN/ACKE &igtHE S & = = dlE8S
IE=Xeld0: U*grt” FZo| LEQ OSE A4 &L},
o ‘DAUMSZ UM LS BAIISE SAEC| 2AES OIBHM AAS AlToHs 2

o =XFE A4 HEHAI AME=E HAE HeEL >

e =0I2= W32 snortz &2 =

Q

Nmap forged source address with

. Source port of 80
—
[}
Target replies to forged source(s =
| 9o g S | Fire Wall

i /
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4. DDoS(Distributed Denial of Service) 22 - DOS(Denial of Service)

4.3.1 SZ4d1=2 2= /AERE (3)

O]l =2 AAE =40 Hae g o= U EEJEHOILP =2 A= AME 5,
M&e == sE82 JHA D /U HOE P |20 82 AHH=U 2o At=.
Client=2 23 U4 SAEQ Alg

ZHAIO UAD| TH20l P AHS| &t3tHES £l 6HC}.
HLEAMO replys EX & FAE 21, Sniffer= reply W3S 2 X &L
Sniffer Client= A28 SAEN AFotI[0 Xt O HEICH
AXH= VPN2 Sl E S0t sl &ICh.

SHAUAC SAEE AMAGI, ZENOZ, HR22 A26H)| 28t H2

4>
10
Q
o
3

OF

Various
targets

Fire Wall

Snlff rasults

Hacker Academy
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4. DDoS(Distributed Denial of Service) =2 £

DOS(Denial of Service)

4.3.2 Sendmail {2 0| (1)

Hacker Academy

2y & 0] &3 25 WY LEZ A sendmail B 1E 0] L35}

ar S
SRakilss
Sploit to remotely set up areverse
attacker — telnet viaport 25
=== /
Return of reverse telnet output on port
O =
— Qe / ——
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DOS(Denial of Service)

- diAHI 1 F0l f= H2 ClientE 28otHA EEls 3ot = UHele
|

=== .
s il Various
S client 1| targets

Fire Wall

et
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4. DDoS(Distributed Denial of Service) 3 DOS(Denial of Service)

4.3.2 Sendmil H{1 A3I(3)

e CERT X119 Sendmail 8 HI1&
- CA-97.05.sendmail — 4A A o] ALEA7F FEO] AZS S5 UL
- CA-96.25.sendmail_groups — W59 A A7} 0 & AL&x19] O HeHS 95
T A
- CA-96.24.sendmail.daemon.mode — ¢ HA}-8X}=%] sendmailS & =z 2
3 AsYA| A
~ CA-96.20.sendmail_vul — A 7] o} Al oF M3 o Z 29 A4 7] H A5 T
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4. DDoS(Di

stributed Denial of Service) 32

4.4 DDoS

OH

A g

Xl 71&

DOS(Denial of Service)

o = IHE XY
- o, i3l =2 W22 SN =32 =
(DIE=2 IHE2 HE AlD|l= |22 RAtets A
o IILAIOIE 512Bytel SIHE X Atot= A.
e Ol £ HIOIE sequenceE X AIGtE A.

IDC(Intrusion Detection System )0l 2l A AFEE ] Xl= 2tEEH BHE 01 phf.cgi

of AEYS T AtGHE A

20 8AE
S22 ZLE O ZWO0IXlE L2 21X o= A
(EE 23 AEL|Lt AIAEOl HEN Sl= 220l

Hacker Academy
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4. DDoS(Distributed Denial of Service) 32 ai

4.4.1 DDoS &4 EX|

DOS(Denial of Service)

e tcpdumplt snoopEE o=z EX
e nmapE 0|2ol¢ X

# nmap —Pl —=sT —p 27665 —m 2766.l0g XXX.xxX.xxx.1—254

# nmap —Pl —sU —p 31335 —m 31335.10g XXX.XxxX.xxx.1-254
# nmap —Pl —sU —p 27444 —m 27444 .10g xxX.xxx.xxx.1-254 (rpc 29| A=)

# nmap —Pl =sT —p 1524 —m 1524 .l0g XXX.XXX.XXX.1=254
# nmap —Pl =sT —p 600 —m 600.l0g xxx.xxx.xxx.1-254

e NmapEz S (i ges A= R

httoi//www.msecure.orq/nmao/

Hacker Academy
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4.5 DDoS &4 ¥0{ 7|8

Jtset ZE EglEE HA

23t3tE O] “DNS GUI control2 &&= ot™
o SAAMLAAOINN BERELS AN T Z2E
2 = Public System (Web, FTP, MailS) CI2 L

o W UERKA22 Network conversationsO| &1 =
AE3IH W HERAOZ B Edls S2 HI-'—

@EWJOH HEel 2= AHOIA ZIFE A HA
o TR X AT MHIA Ji=
22l HEoIU ZE= 2N E0t0| RAIE AEHOIHLE E0F SO0k &
e Check Point &atH2| A 2c|Jt A=sEM 256 L EJt Sl Xl Z=I1?
o SNMPII 2122 XHEHE O JA=IH?
e DMZL=2RH XHEHN JU=IH?
SO BHAO| &9
UOI-§|.U:I AN Il
DMz & &
DMZ-2<0ll WEB,FTP,MailAHH 2 E& & X

5
oy

o @

wo
W T

EE = Opensl L.
2

-4

| A2 2l AIS

Ol €CtH Ol{st MH=2 Opens &

m
_Irn
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4.5.1 ICMP 201 7|

o UIAHOUAM 2201 CELHAEeE 2o 2 30| AIANE= LBt Ol
SO Z ICMP Echo ReplayuH9'° A\ of = 2
— Echo Replays AA2= UEe4 g0 &t | Z 2l Xl &2=CF.
- OIS 3E /H Het 22t0IHE ALOI2] Echo packetsO| AtEE = &4
TENS JHEotD| oAl Lokil JHE = E%‘@ 24 2L L.

o ICMPEHEHE N H

1&
‘<9
10
HU
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4. DDoS(Distributed Denial of Service) 34 : 1.; DOS(Denial of Service)

4.5.2 DDoS 27 &}tk (1)

e snooplt tcpdump EE S = UDP IH3!,TCP IH3!,ICMP I3!S H At
LTEE HAMGIH 2UR2BUHAN HE ZEE XIS
e find_ddos 2| 2t os82 H&E=2 AXlotd 2 X = XI2C.
- X¥ Ji=stos
o Z2I2|A olEn
o Z2f2A AL

o Cl=EA
e Zombie YA 222 &AXlotH 2K = M A
medH0 5 U2 HRE UHlotH G 22 e = 20 A M A

- master : tserver1900

- deamon : tsolnmb, ns, httpd, rpc.trinoo, rpc.listen, trinix, rpc.irix, irix
e clontablil &lUS & 0l 0|EotH |/XE Xl

—  # more /var/spool/cron/crontabs/root

— % x % x x /dev/isdn/.subsys/tsolnmb > /dev/null 2>&1
e netstat HEOHE AIS

—- ¥ netstat —a
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452DDoS-cT'>-"i} =k (2)

DOS(Denial of Service)

Hacker Academy

sof ZZJHoZ AXIE ZXet = AKX

OFAE S BR

# Isof | egrep ":31335|:27665"

master 1292 root 3u inet 2460 UDP *:31335

master 1292 root 4u inet 2461 TCP *:27665 (LISTEN) <==PID(1292) &0l
# Isof —p 1292

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME

master 1292 root cwd DIR 3,1 1024 14356 /tmp/...

master 1292 root rtd DIR 3,1 1024 2 /

master 1292 root txt REG 3,1 30492 14357 /tmp/.../master <== OtAH I}

master 1292 root 3u inet 2534 UDP *:31335

master 1292 root 4u inet 2535 TCP *:27665 (LISTEN)
H=2 &%

# |sof | egrep ":27444"

ns 1316 root 3u inet 2502 UDP *:27444 <==P|D(1316) &2l
# Isof —p 1316

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME

?IX &
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4. DDoS(Distributed Denial of Service) 32 DOS(Denial of Service)

4.5.2 DDoS =2 Xtk (3)

ns 1316 root cwd DIR 3,1 1024 153694 /tmp/...
ns 1316 root rtd DIR 3,1 1024 2 /
ns 1316 root txt REG 3,1 6156 153711 /tmp/.../ns <==HI2I Xl &2l

e ns 1316 root 3u inet 2502 UDP *:27444
_ Isof Ot E
e http://vic.cc.purdue.edu/pub/tools/unix/Isof
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4.6 DDoS 22 XIEhS I8t A AFEF (1)

o D= =53 AHIE DMZ= A
o 2t AHIADICH BEES NHE &X

_ E Malwlﬂg}Weleﬂ% Sh3tol| A A H| 2 SR E AL
o UnixAlE 2t2lAi=2 rootE &= U= 2= 23&,2|2E BOFE&HE= XtHol)|

LIHA THII 2% ID} RICIOIEE &4t B
e SSH(Secure Shell)tHA&I0l PAM(Pluggable Authentication Module)S &2 Al
20l= SRP(Secure Remote Password)E AlE o}J|
— SRPE telnet®} FTPAIA 9] ¢+3 3} zero knowledge3-2 o] Hlo] =& A ¥
- 128bit Ao]g] W= EF ALE3le] 2 AT 28-S %—’F == g
e SRPII AIEIISE WWEFA 8&9 telnetl FTPHIRSZ & 22 HMIEt
o HII= &3l Jls AIE0l)]
e TripwireE AIEZ5ID|

Copyright 2000 HackerslLab Co., Ltd.
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4.6 DDoS 22 XIChS I8t A AFE (2)

o F%eassembleEI M2 0|Lt fragmented datagram packets € &0l & = &=

IDSHISES AIE

- Snort,NFR,Dragon,Blacklce =
e Snortl EXAHEZ2 2LZ X 0t &2 IH3! AIO|X2| fragmenE &OF & &= US
e DrogonO| LiS&2 EEOl tIE U ES =<2 fragmented packe2 &0 & =

o ZrAIGHOF & [H&t
- oEotes B= A2 ME22 DDoSMEZE A= &8s
- 00| XtEtet HER D EfEH =S 22IHIDSOl XA = JASLILH
o ZA=2 2 BlockingdliOf dt=Xl HYLS| HESLD, &d THI2 IS IDSHES
o OIOF|DSII ZEAZHI 22 Long periods of time2t 22 S ZXIE X3 sHCHH
HE SollA 51 22 AZIZH0 U= SAEE Z&E.(VPNE EE)
o AMIZIZNHC SAEZRHL EXE IS AKX EEOZ B 20 4=
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4. DDoS(Distributed Denial of Service) DOS(Denial of Service)

o =LH B CHE Alcl(1999. 9)
HAIOZEH =LA CHarel 200400 AIAE! GH2AALLD E2
- =2ielA rpec 2 FHAEZ 0/ E0HH AlAE A
— trincoJdl AIEotl= ZEQF rpec 2220 A& = ZEN Uotd 2 s WESRKAE
AHGHH & A 600 Eo SAE &£A
- AAE A2 = trinoo master/deamon®! rpc.listen/httpdeles E2 0 X = A
SH

HZI ﬂ |-[]

_ ofAESt SAEE 0|25l =22 EH SAEZ UDP flooding =24
- UHIES3 UtEor e
- HIE®3 W26 A MAH  2tRE UM UDP 31335, 27444 L E X}pct
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DOS(Denial of Service)

4.7 DDoS &4 Algl (2)

o =L}

AJI2 2] AIAE

A J12t At (1999. 8)

ilOII'.i e
|/\E-II I/\|.

L2l A rpe 2 &
21t cron HIOI== 012
#strings tsolnmb

161.53.xX.yy

Socket

Bind

Recvfrom

%S %S %S

alf3YWfOhw.V.

PONG

*HELLO*

2] 161.53.xx.yy AFOIEN =AIR

Ol2t= trinoo OFAEH & A

22| XOF 8121 JFE AHOIE Ol A

=|OFXd £
b Y e I—}

=
= ]

Ol=otd 2te| At #H
ot(d ”tsolnmb“E‘J: trino

d= 2EU 21822

1} "tserver1900"

Hacker Academy
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4.8 2t

DOS(Denial of Service)

1\77

—

[ - o
HEARS

o AOIHZZtS OlOI= '3 "HE2oHH 10S 012 & Al A OHEI"
- (8222 2000.02.10)

o RIYUHUAMOIE diZUli=28 WA= S5 olZYX 2= U Ot LEA"
- (EXalE 2000.02.11)

o '7E BMOIE oiZd' DoS ==& st&d Ol 2RCH
~(52YE 2000.02.11)

o HER, AKX 212 CH0t& LIA
- (8XHAIE 2000.02.11)
e =2 GliH stacheldraht & BtE 'S AH' HOIME T2
—(8t A& 2000.02.15)
e MS2cESHAHESAHE HAE N
-(F &2 2000.02.26)
o HAS2 XL 28 R JAMOIEE 2EIS MUHIAHESA(DoS) 0|F EEAME LS
FE/OM, HH M= ol 2EEAIE0| 252 E UL 212 B0 AT
- (HLIEdI0] 2000.07.11)
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DOS(Denial of Service)

e CERT(R) Incident Note IN-2000-01 Windows Based DDOS Agents
e http://www.cert.org/incident_notes/IN-2000-01.htm|
- New hacker software could spread by email

e http://news.cnet.com/category/0-1005-200-1555637.html|
— wintrinoo by Gary Flynn

e hitp://www.imu.edu/info—security/engineering/issues/wintrino.htm
- Stacheldraht0l 2let MHIA HEZH &4 2 0A

e http://www.certcc.or.kr/paper/tr2000/2000—-03/tr2000—-03.html
_ BAEFNNY HHIAINE B 280N

e http://www.certcc.or.kr/paper/tr1999/1999010/tr1999010.html
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