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Abstract

Using Microsoft® Windows® Server 2003 Terminal Server, combined with Microsoft Systems Management Server (SMS) and Microsoft Operations Manager (MOM), Convergent Computing, a Microsoft partner, implemented a solution based on Microsoft technologies that provided their customer with an affordable and reliable computing environment.
This white paper discusses the business issues the customer needed to address, and the Microsoft technologies Convergent Computing deployed to meet those needs.
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Introduction

A 9,000 user customer services organization, with offices worldwide, needed to run a custom client/server application over their wide area network (WAN). Although a client/server application should normally require low bandwidth, the large number of users requiring simultaneous access to the application, resulted in saturation of the WAN and unacceptable response times. In addition, the custom software the organization used required frequent updates to maintain the most current version of the program on each desktop. 

Updating thousands of desktops around the world proved to be a challenge, even with the most sophisticated software distribution tools available. The organization’s goal was to improve application performance, and to simplify the software update process. 

Solving the Problem

Implementing Microsoft® Windows® Server 2003 Terminal Server provided the organization with a thin client computing model that had the capacity to provide faster enterprise deployment of application upgrades, improved software supportability, and significantly enhanced application performance. 

The organization was also able to reduce costs by consolidating over 200 remote servers down to 41 centralized terminal servers that host the core application that used to be installed on each desktop. Instead of taking weeks to update over 9,000 desktops in over 250 locations, and 200 distributed servers, the new configuration of 41 servers are now updated in just a few hours.

The organization’s initial Terminal Server configuration included 48 Windows 2000 servers. By upgrading their servers to the Windows Server 2003 platform, they were able to further reduce the number of terminal servers by 15 percent to 41 servers.
Taking Advantage of New Terminal Services Features

The organization was able to take advantage of new Windows Server 2003 Terminal Server features including:

· Ability to print to local and network printers.

· Session directory reconnection and load balancing, using network load balancing (NLB).

· Audio redirection from Terminal Server to remote client. 

· Remote client access to files on a local system.
A New Management Structure

The Terminal Server environment required a new management structure that was significantly different from the structure used to manage the old distributed desktop and distributed server environment. General management requirements included:

· Manageability 
· Security

· Reliability

· Performance 

· Monitoring and Eventing
Through proactive monitoring, using management tools such as Microsoft Operations Manager (MOM) and Microsoft Systems Management Server (SMS), the management requirements listed above were addressed, along with other common business issues. 

Microsoft Technologies 

This section outlines key Microsoft technologies.
Windows Terminal Server
Windows Terminal Server is a technology that allows users to remotely execute applications on a Microsoft Windows Server 2003-based server. All application processing is performed on the server and only data from devices such as the display monitor, keyboard, and mouse is transmitted between the server and the Terminal Server client. 

Terminal Services is an ideal solution for organizations that want to provide remote administration of network resources, a uniform experience to users in remote locations, or a graphical user interface for line-of-business applications. 

Terminal Server Benefits

Some of the benefits of Terminal Server include: 

Works with low-cost, Windows-based terminal devices.

Provides centralized access to Windows-based applications, resulting in faster application deployment and data security.

Delivers a good user experience over low bandwidth connections, such as slow wide area networks and dial-up or wireless connections.

Delivers the latest Windows-based applications to legacy desktop devices, such as Macintosh computers, UNIX workstations, or even older DOS or Windows 16-bit personal computers. 

Requires minimal disk space, memory, and configuration for Terminal Services clients.

Simplifies support for remote computers and branch office environments. 

Provides centralized security and management. 

Microsoft Operations Manager 

Operations management provides real-time, event and performance monitoring of servers and applications. Such monitoring enables administrators to react to, and even anticipate, critical problems, while minimizing end-user and business impact. Microsoft Operations Manager (MOM) greatly expands the manageability of Windows Server 2003 by offering comprehensive event consolidation, performance monitoring, alerting, and reporting services.

Microsoft Systems Management Server 
Microsoft Systems Management Server (SMS) is a comprehensive solution for centrally managing workstations and servers on a network of any size. It enables network administrators to detect every machine on the network, inventory software and hardware configurations, and send key information back to a central database. Administrators can then use that information to plan the rollout of new applications and updates, and to document compliance with licensing agreements.

IntelliMirror 

IntelliMirror® management technologies are a set of powerful features built into the Microsoft Windows Server 2003 operating system. They are designed to increase availability and reduce the overall cost of supporting users operating the Windows operating system. IntelliMirror uses policy-based change and configuration management to enable users' data, software, and settings to follow them throughout a distributed computing environment, whether they are online or not. 

Business Issues and Product Feature Solutions 

This section discusses key business issues and the Microsoft technologies that address them.

Application Updates Applied In a Timely Manner

Business Issue: The organization, discussed in the Introduction section above, found it necessary to update their custom application every two to three weeks. Updating the application on over 9,000 remote workstations was time consuming, and because of logistical issues, computers were often out of synch. The organization needed a technology that would allow them to keep their applications current throughout the organization. 

Implementing Windows Terminal Server reduced the requirement for updating the workstations; however keeping the terminal servers current required an additional solution.

Product/Feature Solution: SMS Software Update Services Feature Pack

The Update Authorization and Distribution features in SMS were implemented to control which updates were deployed in the organization, and to control the way in which the updates were distributed and installed on the servers. This feature enabled the client computer to schedule, non-attended updates that ran overnight, thus reducing service interruptions. This automated process takes far less time and resources, and ensures that all servers are updated in a timely manner.

Operating System Maintenance 

Business Issue: Manually applying multiple patches and software updates can result in missed installations or incorrect updates. It was important for the organization to develop a solution that would ensure that appropriate patches were applied and that there was consistency among servers.

Product/Feature Solution: SMS Software Update Services Feature Pack

The key processes performed for software update management, implemented with the Update Services Feature Pack tools included: 

Auditing the enterprise to determine which software updates were missing from client computers.

Authorizing software updates to ensure that only the software updates appropriate for the organization were distributed to the client computers. 

Tracking inventory and installation progress to determine whether the implemented software update management practices were efficient and successful. 

These tools provided administrators with the necessary information to efficiently evaluate the status of their servers.

Cost of Applying Updates

Business Issue: Manually updating over 9,000 desktops, or the newly consolidated 41 Windows Server 2003 systems was not only time intensive, but extremely costly as it required a significant amount of planning and resources. 
Product/Feature Solution: SMS Software Update Services Feature Pack

This feature provided the organization with the capability to schedule non-attended, overnight updating. Update procedures now include advance testing and scheduling of application updates during non-peak use hours. The new automated process takes far less time and resources, thereby reducing staffing requirements and decreasing the amount of time spent on distribution errors.

Cost of Supporting Two Versions of the Software Application

Business Issue: Because of the amount of time it takes to manually deploy an update to over 9,000 desktops or 41 servers (using the Terminal Services solution), there will always be a point in time where multiple versions of the application must be supported. 

Product/Feature Solution: SMS Software Update Services Feature Pack

Automating the update process made this situation more efficient for this organization. All updates are now applied during off-hours, thereby eliminating the occurrence of multiple versions of the software in the enterprise. In addition, the auditing and tracking features are used to verify that all versions of the software are current. 

Protecting Against Virus Attacks

Business Issue: Whether an organization is relying on terminal servers for client access or simply for remote administration, it is critical to protect these servers from the onslaught of computer viruses. Best practices for virus protection include expedited deployment of current virus update files.
Product/Feature Solution: SMS Security Update Inventory Installer

Using the SMS Security Update Inventory Installer, once new virus update files had been thoroughly tested, the organization was able to force automatic update of virus update files on all servers from a single source. This eliminated the need for each server to communicate directly with the online update service. In addition, this solution now allows for testing in a simulated environment before the update file is applied.

The organization uses the Security Update Inventory Installer to create an inventory of applicable and installed security updates, build deployment packages, and download the latest security updates. 
The installer is comprised of three main components: 

Security Update Inventory Installer—The installer automatically builds the deployment package, and performs the collection and advertisement needed to deploy the other tool components within the SMS system.

Security Update Inventory Tool—This tool performs automated, ongoing scans of client computers for installed or applicable security updates. It then converts the data gathered by those tools into SMS inventory data.

Security Update Sync Tool—This tool periodically checks the Microsoft downloads Web site and downloads the latest security update bulletin catalog. It then uses designated SMS distribution points to send the latest versions to client computers.

Preventing Unauthorized Access
Business Issue/Requirement: Security that provides alerts and prevents unauthorized access to restricted systems.
Product/Feature Solution: MOM Monitoring and Alerting

The organization customized their MOM administrator-created rules to react automatically to incoming message streams, and to subsequently respond to a specific scenario with a predefined action. To prevent access by an unauthorized user, a rule was created to notify the administrator of the intrusion, and automatically lock down the system.

Security of Data and Operations

Business Issue/Requirement: Security monitoring to alert and prevent unauthorized access to data and administrative functions.
Product/Feature Solution: MOM Proactive Monitoring, Reporting, and Alerting 

Administrators in the organization used the proactive monitoring and alerting features of MOM to create custom rules that flagged security-related events. These rules were configured to generate specific alerts and notifications based on associated severity levels.

Preventing System Downtime, Providing 99 Percent System Uptime

Business Issue/Requirement: Relying on 41 servers to support over 9,000 users required that all systems be closely monitored and maintained to prevent downtime. 
Product/Feature Solution: MOM Proactive Performance Monitoring, Reporting, and Alerting 

Microsoft has released a MOM management pack for Terminal Servers. MOM can be set to monitor key performance thresholds. The organization customized existing rules, and added new ones, to allow for system monitoring and application performance trends. Local and aggregated thresholds were set to generate alerts and actions in response to any changes in system or application performance. Administrators then set performance threshold levels and now receive alerts before a critical event happens.

Minimize the Time It Takes IT to Resolve Issues

Business Issue: In many organizations, IT personnel spend a significant amount of time troubleshooting issues. In many cases, they may repeat the research and a subsequent fix that another administrator may have performed on another system, wasting valuable time and resources.
Product/Feature Solution: MOM Event Consolidation and Knowledge Base

MOM rules can be configured to link an event sequence to Microsoft Knowledge Base articles; instantly providing information on probable causes, a response to a specific problem, and links to additional information. In addition, administrators can add specific information about their organization’s servers to their customized company knowledge base. 

Bandwidth Utilization

Business Issue: With a thin client, Terminal Server solution in place, the organization’s bandwidth problems decreased because of the efficient use of network bandwidth provided by the Remote Desktop Protocol (RDP); however, it became critical to monitor bandwidth utilization on a continuous basis to identify any potential problems. Manually monitoring alerts on 41 servers was time consuming and resource intensive.
Product/Feature Solution: MOM Performance Monitoring and Reporting

For this organization, MOM was set to monitor bandwidth performance thresholds. Existing rules were customized, and new rules were added to monitor bandwidth performance trends. Thresholds were set to generate alerts and actions in response to any critical changes in bandwidth availability. Administrators can now establish performance threshold levels and receive alerts before a critical event happens.

Maintaining System Performance
Business Issues/Requirement: With a centralized solution, the organization was concerned with the time, effort, and cost of manually monitoring and maintaining system performance. 
Product/Feature Solution: MOM Distributed Event Management 

The organization implemented the MOM Distributed Event Management feature to consolidate events. With this feature, MOM captures a wide variety of system and application events from the Windows-based systems and aggregates them into a central event repository. As a result, instead of reviewing multiple events, the events are consolidated into an overall view of server and service performance. 

Capacity Planning

Business Issue/Requirement: To remain competitive in its industry, the organization needed to be able to anticipate growth, and have their systems expand or contract to meet the demands of their business. They wanted to be able to anticipate the need for additional systems before performance became an issue.
Product/Feature Solution: MOM Monitoring and Reporting 

The organization customized MOM rules to monitor system and application performance trends, for both historical reporting and capacity planning. 

MOM also provides access to a broad range of preconfigured reports and charts. These reports enable administrators to review the status of systems and services on the network and to plan changes to infrastructure based on the data.

Easy Access to Data From All Servers

Business Issue: Thousands of alerts, ranging from minor to critical, are generated on each server in the organization on a daily basis. With 41 servers, and their corresponding log files, it was difficult to manually monitor the volume of alerts. The organization needed a solution that would filter out the minor alerts and notify administrators of critical alerts.
Product/Feature Solution: MOM Distributed Event Management

Implementing MOM provided the organization with centralized, automated data collection. Depending on the configured rule, a generated alert can represent a single event, or multiple events from many sources. At any time, administrators can trace the history of a given alert and any events associated with it. 

Tracking Hardware Components

Business Issue: Tracking hardware components is difficult regardless of the size of the organization. Often the only way to determine hardware inventory is to physically walk around and count equipment. With over 9,000 desktops and 41 servers the organization needed a solution that would automatically track hardware inventory.

Product/Feature Solution: SMS Hardware Inventory

SMS components generate and exchange a constant stream of operational, inventory, and status information. The organization used the SMS hardware inventory tool to provide information about hardware installed throughout their sites. With a hardware inventory, the organization was able to determine how many computers were in the organization, and how they were configured.

Inventory is collected at each site and forwarded to the site above it in the site hierarchy. The database at the topmost site contains inventory information for the entire system. From the topmost site, administrators can use the Systems Management Server Administrator to view the inventory and identify any computer at any site in the SMS system.

Ensuring Authorized and Consistent Server Software

Business Issue: Short of locking down desktops, there were very few ways to prevent users from installing unauthorized software. The organization did not want to lock down desktops in a way that affected job performance, though they did want to be able to monitor software installations.
Product/Feature Solution: SMS Software Inventory and Software Metering

The SMS software inventory tool provides administrators with information about applications that are installed throughout a site. The installed software inventory tools use inventory data to determine which available software applications are installed, and which are missing from client computers. Administrators then take the appropriate action to either acquire additional software licenses, or uninstall unauthorized applications.

The software metering component of SMS has a passive, offline operation that provides a list of applications that have been executed by participating clients. There is also an online mode, where administrators can configure the software metering server to restrict clients to specified applications by: limited user group, computer, or a preset number of allowed licenses—for all participating clients.

Managing Terminal Server Client Access Licenses

Business Issue: Licenses for Terminal Services are currently based on the number of devices in an enterprise. To manage its license budget, the organization needed to monitor both the number of users and workstation operating systems on a continual basis.
Product/Feature Solution: SMS Software Metering

The organization implemented SMS Software Metering to monitor Terminal Services client licenses. The SMS software metering feature performs the following processes:

Tracking software utilization—This provides the organization with a list of applications that have been executed by participating clients.

Enforcing compliance with software licensing agreements—This restricts clients to specified applications by user group, computer, or a preset number of allowed licenses, for all participating clients.

Administrators can configure either of these tools to simply monitor license status or to restrict usage.

IT Support Costs

Business Issue: With the Windows Terminal Server solution, the organization was able to decrease administrative costs by centralizing servers. Instead of having over 200 servers, with dozens of IT support personnel to manage them, this solution enabled the organization to centrally manage all of their servers at a single location. However, centralized management of 41 servers required additional resources in the central location.
Product/Feature Solution: MOM provided the organization with the ability to view statistics and trends associated with CPU utilization, disk performance, disk space availability, and other performance factors. It enabled monitoring of some of the day-to-day management components of the system, and provided alerts and information about problems that occurred. With this monitoring, the organization gained the ability to interpret and respond to events; the events were filtered, and only those that were deemed critical were reported. The result: Administrators were no longer required to monitor and research non-critical alerts.
Supporting Roaming Users

Business Need: While there are over 9,000 workstations in this organization, the majority of users move from location to location. To give their users a sense of continuity, regardless of their location, the organization wanted to provide users with roaming profiles.
Product/Feature Solution: Roaming Profiles Using IntelliMirror

In the organization’s old environment, a user’s home disk drive, or My Documents folder was stored on the local C drive. If that drive failed, the user lost access to the files stored there because those files were not backed up. With Windows Server 2003, the IntelliMirror feature is used to re-direct the My Documents folder to a network share. With the My Documents folder stored on the network, the files in that folder are backed up every night when the server is backed up. 
Storing the My Documents folder on the network enables users to roam. When users log on to a computer through Terminal Services, remotely over a virtual private network (VPN) connection, or from another workstation at another site, their files are available to them. As a result, the organization provided people with the ability to move from desktop to desktop, and to use remote access technologies, while making it appear as if they were on the internal network.

Providing Remote Support 

Business Issue: With users working in over 250 locations, it was critical for the organization’s business continuity to be able to support these users from a central location.
Product/Feature Solution: SMS Remote Control, MOM Rules 

SMS Remote Tools provided administrators with the ability to operate and troubleshoot a client computer without physically being at the computer. The Remote Control feature of Remote Tools uses the network connection to bring a view of the problem computer’s desktop onto the administrator’s display. The administrator can then run programs, batch files, or commands on the client computer using Remote Execute, or reboot the client computer using Remote Reboot. 

MOM rules enabled administrators to configure rules to automatically react to certain problems, thus eliminating the need for support calls.

Supporting Other Platforms Without Retraining Support Staff

Business Issue: In addition to Terminal Servers, the organization had other server-based applications, such as Microsoft Exchange 2000, that they wanted to include in their proactive monitoring solution. 
Product/Feature Solution: MOM Extended Management Packs

In addition to basic Windows 2000 and Windows Server 2003 processing rules, MOM provides many predefined, out-of-the-box solutions called management packs. The organization installed the Microsoft Exchange 2000 management pack that included specific computer groups and processing rules. Microsoft Exchange 2000 computer groups and processing rules include filters, alerts, performance sampling rules, and threshold rules that are specific to Microsoft Exchange 2000. 

The Microsoft Exchange 2000 Management Pack also provided predefined computer attributes, providers, scripts, and the Microsoft Knowledge Base, as well as public views and default notification groups.

Summary 

The Windows Terminal Server solution outlined in this white paper provided the organization with an affordable and reliable computing environment. To further reduce IT support costs, the organization used management tools to proactively monitor their new environment. Management tools saved this organization $2.8 million per year in IT support costs. The savings were realized through a reduction in the following:

Time spent researching and resolving problems.

Time spent monitoring and supporting the application update process.

Time spent supporting multiple versions of applications.

Time spent monitoring and supporting the operating system and utility (for example, virus scanning) update process.

Amount spent using outside consulting services to support the internal IT staff

Other cost savings and benefits included:

Preventing unscheduled server down (approximately 3.2 hours per server, per month).

Saving $4.7 million for hardware and software over a three year period.

Monitoring systems for security breaches.

All of these benefits were attained through the use of Microsoft’s add-on management tools— Microsoft Systems Management Server (SMS) and Microsoft Operations Manager (MOM)—which together provided a complete enterprise-wide Terminal Server solution.

Related Links

See the following resources for further information:

Terminal Services in Windows Server 2003 at http://www.microsoft.com/windowsserver2003/technologies/terminalservices/default.mspx
Microsoft Operations Manager at http://www.microsoft.com/mom/
Microsoft Systems Management Server at http://www.microsoft.com/smserver/
For the latest information about Windows Server 2003, see the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003.
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