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. mobile user, telecommuter
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VPN

VPN ( )
network
network
VPN

QoS
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VPN

Intranet VPN : LAN

Extranet VPN : Intranet VPN Remote Access VPN

Remote Access VPN :
ISP
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VPN Service & Architecture

SEervice Architecture Technologies

Layer 2FIZTP, IPSec

Diial, IS0M, DSL.
{he |¥, Cable

Cleient-Initiated
Access VPN
MAS:mitented

IP Tunnel GRE, IPSec
Intranet YPH Virtual Circuit Frame Relay, TM
MFLS IF @riF + ATH)

IP Tunnel GRE. IPSec
Extranct VPN Wirtual Sircuit Frame Relay, ATM

MPLS IF arliF + ATK

- 13 -



VPN

DATA

Key management LAN to LAN Dial-up
to LAN

VPN IPSec(IP Security)
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VPN

VPN

Router

firewall

server
VPN client

checkpoint, radguard, vpnet, shiva

router access server
router VPN
point-to-point tunneling
- router

cisco, shiva, intel,...

firewall VPN
bottleneck
checkpoint, ,
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VPN

VPN
Remote Access VPN
PSTN, ISDN, DSL, Cable Modem...
LAN to LAN VPN(Site-to-site VPN)
LAN to LAN VPN
LAN to Client VPN
ISP VPN
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Remote Access VPN

Mobile Worker, Telecommuter,

Client Initiated VPN

PC
QoS

NAS( Network Access Server) Initiated VPN

ISP
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Remote Access VPN

Client Initiated VPN

PC VPN S/IW
server(gateway) tunnel
public IP
public IP : internet
private IP : network
: VPN S/W
Tunneling
IPSec
PPTP, L2TP
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Remote Access VPN

Client Initiated VPN

Encl VM Corporate Metwork
ligrt P OP :

Tunnel

1. User ldentification

Corporate

Offices e Intranet

Public Network

‘-----“- ":I.:-:I:': "
3. End-to-End Tunnel -
Established

* Mobhile Users
* Telecommuters >
* Small Remote -

'-“

2. User Authentication
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Remote Access VPN

ISP NAS(Network Access Server)
server(Gateway) tunnel

NAS VPN

private IP
Internet , network
client VPN s/w

Tunneling
L2TP, L2F

cisco, Lucent, 3Com
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Remote Access VPN

NAS Initiated VPN

En LY Corporate Metwork

Clizrt

Turmel

2. Tunnel to
Home Gateway

1. User ldentification

* Mobile Users

= Telecommuters
* Small Remote
Offices

i~
ublic Network ™=

5. End-to-End Connection

Corporate
Intranet

Established Security

4. PPP Negotiation 3. User Authentication

with User
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LAN to LAN VPN

network network

IP VPN
CPE based VPN

site VPN
Core based VPN

ISP VPN
MPLS

* CPE : Customer Promise Equipment
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LAN to LAN VPN

VPN
Microsoft, Novell, Checkpoint,...
VPNet, Lucent, Cisco, 3Com,...

CPE VPN

ISP VPN management
network manage
Firewall manage
VPN manage

Tunneling
IPSec
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LAN to LAN VPN

CPE based VPN

#H = VPN EH

Headguarters

Branch Office
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LAN to LAN VPN

Core based VPN

ISP (Router ..) VPN
VPN
Core network QoS
Service Management
Tunneling
IPSec

MPLS
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LAN to LAN VPN

MPLS (Multi-Protocol Label Switching)
Cisco Tag switching

ATM, FrameRelay
Label packet forwarding load

Traffic Engineering QoS service
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LAN to LAN VPN

Core based VPN

Headquarters

Branch Office

VPN D= AE
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LAN to LAN VPN

VLL(Virtual Leased Line)

Tunneling
RADIUS S5

Internet

VPN Router

Remote Authentication Dial-in User Service (RADIUS)

: <=
Hub VPN glient
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LAN to Client VPN

PC

Tunneling

W— %ing

 Hub | Internet

VPN Router
Router

Hub cner/ VPN

\—/Cfent
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ISP VPN

ISP
VPN
o Tunneling

RADIUS Ul

__ Server ‘]
. ,Switc ing ISP’s
Internet ﬁs
“

VPN Rou er
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VPN

XYZ Cnrpuratiun Mobile Users &
Telecommuters

Cable Modem, xDSL,

, ISDN, or Dial

YPMremote™

ABC Corporate
Headquarters

==
|

‘\_&rlrtms'r

o -
P oot Suite ABC Corporate
— Branch Office
CTMI Suiite
APPLICATION ""-"'"
OUTSOURCING Server m,_,,
Wil Enterprise

Huosting ‘-':Muhm Applications

Service Provider/INOC
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VPN

Tunneling

point-to-point
tunnel

Security

Quality of Services
Leased Line, FR
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VPN

Layer2
L2F(layer 2 Forwarding)
PPTP(Point-to-Point Tunneling Protocol)
L2TP(Layer 2 Tunneling Protocol)

Layer 3
IPSEC(Internet Protocol Security)
ATMP(Ascend Tunnel Management Protocol)
VTP(Virtual Tunneling Protocol)
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VPN

Tunneling

Exhibit 4 VPM Technology Standards Compared
PPTP LZTP IPSec
Maode Clisnt-sarver Clignt-sarver Host-ta-host
Purpose Remote access via Remote access via  Intranets, extranets,
tunneling tunneling remote access via
tunneling
0S8l Layer Layer-2 Layer-2 Layar-3
Protocols IF, IFX, AppleTalk, IF, IFX, Appletalk, IF
Encapsulated =t ate.
Security:
Usar Mane {uss PAP, Mane {use PAP, Mane {uss PAP,
authantication CHAP, Karberos, CHAP, Karberos, CHAP, Karberos,
Token 1D, etc.) Token ID, atc.) Token ID, atc.)
Facket Mone MNone AH header
authantication
Packet encryption  None None ESP header
Key management MNone Mone ISAKMP/Oaklay, SKIP

Tunnel Services Single point-to-paint

tunnal, no

simultaneous Internet

4ACoass

Singla point-to-paint
tunnel, no
simultanaous
Internet access

Multipaint tunnesls;
simultansows VPN
and public access

MNotes 1.

Mat in standard, not offered

2. Vendar-specific implementation only

3. Refers to IPSec for implemeantation

& 19597 Mebochis Resanh, o
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VPN

authentication( )

Integrity( )
encryption( )

DES (Data Encryption Standard) : CPU intensive
3DES

RC5

MPPE
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VPN

Quality of Service(QoS)
Bandwidth
RSVP : cisco
CR-LDP : nortel
diffserv (Differentiated Service)

RFC 2474
RFC 2475
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Tunneling Protocol : L2F

L2F(Layer 2 Forwarding)
Cisco, Nortel, Shiva
ISP server

tunnel direct-dial PPP/RAS

home site
home site gateway
server domain ID
FrameRelay ATM
(tunneling IP )

PPP(point-to-point)
: TACACSA+, RADIUS

- 37 -
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Tunneling Protocol : L2F

P5TH Cloud
Intamat Cloud

jsmith

s per-user issues

IF addrz g5 for Usars

CHAP® nthentic ation thm AAA 7
Acrasslists 7

Subnet ?

Lagand
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Tunneling Protocol : L2F

L2F(Layer 2 Forwarding)

lntammat Cloud

jsmith
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Tunneling Protocol : L2F

L 2F Flow (PPP authentication)

CFent ™ Hom e-F ateway
_ LCP ConfReg -
gy LEP ConfAuchk
- LCP ContReqg
LEP ConfAuchk -
gy CHAP Chalenge frame = ispl
CHAP Response (narni='|srni:h@hp.cm'|j
_ LZF _CoOMF
T
LZF _CoOMF
--
L2F Turnel Hegobation ] L2F OPEMN
= -
=
B __| e
% L2F_OP BN
o |
[ =
o0 -
Lz F_OP B4 hdid CCHAP i and LEP info)
-
L2 F Se=ssion fdidinegotiation ] L*F 0P BN hdid
--
CHAP Auth-0k
-q
PP P Pachets
—- _-.—
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Tunneling Protocol : L2F

L2F Tunnel Authentication

L2F ool F name =Ep chalkEeErng e= A4,
——

L2F O F mame=hp-guww challenge=8 key=2=nD S + =Ep == cretl
-_

L2F_PER Eey =8B' = DSB8 + oo ==sret])

—
LYF_COFPEM Eey =27
-_
2l st ==gquent messasges havwe key=H
—

Al st =a=gquent me==s=ages have key= 2
|
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Tunneling Protocol : L2F

Frame

IF/JDP L2F FFP (Data)

Carrier  Encapsulating Passenger
Protocol Protocol Protocol

H::m-:l-: -..-|:|r|:-:-r:||r.-
Uzor
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Tunneling Protocol : PPTP

PPTP ( Point-to-Point Tunneling Protocol)
3COM, Microsoft, Ascend, US Robotics

first popular tunneling standard,
PPP

Client/Server
Windows 95 Windows NT 4.0
Mobile user home site

Allows you to tunnel or encapsulate IPX and NetBEUI packets in a
standard TCP/IP dial-up connection or a dedicated Internet
connection

PPTP uses the security policy you already have set up on the
network

Over 90 million PCs are PPTP-enabled--unlike other protocols
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Tunneling Protocol : PPTP

Bi-directional Tunnel

Two mode

client enabled
ISP enabled

Non IP protocol . IPX, Appletalk

PAP, CHAP, MS-CHAP

RC4(40bits/128bits)

Microsoft dependent (Windows NT )
RAS vendor
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Tunneling Protocol : L2TP

L2TP : Layer2 Tunneling Protocol

remote LAC(L2TP Access Server)
Home gateway LNS(L2TP Network Server)

remote access
cost overhead
flexibility

scalability
client initiated VPN
L2TP = L2TP Access Concentrator (LAC) L2TP = L2TF Nr'[.ﬁ.nrkfinrw:' (LMS)
L2F = Metwork Access Server [Nf"-.‘u L2F = Home Gateway (HEW)
Dial client l
(PPP peer) LNS

) . N J,.ﬁ.
5P or public l: ' Corporate network

GW)
-— L2 P tunne
5
—I EII o
—
ABA server

AAS sErver {RadiusTACACS+)
(RadiusTACACS+)

network

- ASYNC or ISDN

=i
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Tunneling Protocol : L2TP

Hybrid of L2F and PPTP
Emerging standard for VPN tunneling
Multiple protocol . IP, IPX, AppleTalk
non-IP network

LAN-to-LAN VPN

WAN . X.25, ATM, Frame Relay, SONET
network traffic
flow control : server congestion handling ( netw

ork access system home gateway )
LAC (L2TP Access Concentrator)

ISP NAS
LNS (L2TP Network Server)

edge (router, firewall)
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Tunneling Protocol : L2TP

L2TP Tunnel Structure

-

e o S
§ A7 Internet coud

Client:
ISP
- - |5|:' — L
(1 =LT2P
=== = PFF
w—— = |F
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Tunneling Protocol

L2TP Incomming Call Flow

emote user ISP PPP
SP Network LAC POP PPP Link
=nd User LNS LCP Negotiation LAC CHAP
PAP End User Authentication
Jser name, Domain name  User VPDN client
User VPDN Client Client
Access
VPDN client user name End Point  mapping
The LNS)
Tunnel End Point LAC LNS Session Tunnel
Tunnel L2TP Session  End User
AC LCP CAHP/PAP Authentication LNS

L2TP

PPFP LCP setup (2]

LAC HADIUS SETYET LMS RADIUS sarver

Actess reques!
[ Ja
ACCBSE PESRON!

Reguest neel info (5) | {6) Tunnel info in AV Palrs "" : {1a) (21}
user = domain | | Local narme (LAC) {15) (16}
passwond = cisoo | Tunnel Password 200 =20
| Turmel type .
LNE IF Address ; "
andl AN
{ PSTNASDN ‘l & l
AN f J
" LAC e LNS
Call sedup {1}
P .....................h

Turnal setup (7)
..... eears mraraeas .. ’
Tunnel authenbcation CHARP challenge (H)

L3

Lisar CHAP challenga (3)

LMS CHAP response (9]

&

Usar CHAP responsa (4)

Fass (10)

v

CHAP challenge [11)

LAC CHAP raspanss (12)

Pass (13)

o
4

Lsar CHAP response = responss indantifier + PPP negotiated parameters (14)

Pazs (17)

"

f Y

Opticnal second CHAP challenge (18]

CHAP response (19

F Y

FASS (22) g
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Tunneling Protocol : L2TP

2 Message Type ( )

- Control message : Establish, Maintenance, Clearing . L2TP Control Channel

- Data message : Encapsulation PPP . Packet Loss  Retransmit

0 L2TP 32
T LXXSXOFP X X X X Ver Length(opt)
Tunnel ID Session ID
Ns (opt) Nr (opt)
Offset size(opt) Offset size(opt)
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Tunneling Protocol : L2TP

- T bit: Message .0 Datamessage 1 Control message

-Lbit:1 Length . Control message 1

- X bit :

-Shit:1 Ns Nr . Control message 1

-Obit: 1 Offset . Control message 0

-Pbit: 1 Data message Local queuing . Data
message . Control message O

-Ver:2 L2TP 1 L2F
- Length : Message

- Tunnel ID : Control Connection ID

- Session ID : Session ID

- Ns : Data Control Message Sequence Number .0 216 1

- Nr: Control message Sequence Number .0 216 1

- Offset : Payload

0 L2TP
TLXXSXOPXXXXVer Lenqtq(ogt)

Tunnel | Sessjon |D
_Ns (oot) __Nr (opt)
Offset size(opt) Offset size{opt)
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Tunneling : L2F/L2TP

L2F/L2TP opertation

Mobile users
Telecommuters
Small remote offices 2. Tunnel to LNS

(Home Gateway)
QJ 1. User Identification
o=

Corporate

.f -~_ Intranet

SP Network/
Internet /

5. End-to-End I 4

Tunnel Established . A Security
. Server

4. PPP Negotiation
with User 3. User Authentication
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Data Packet Format

PPTP
Media| IP GRE PPP | PPP Payload
draft-ietf-pppext-pptp-07.txt
L2TP
Media| I[P L2TP | L2TP Payload

draft-ietf-pppext-12tp-12.txt
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IPSec

IETF IPSec working Group
VPN tunneling
layer 3
IPv6
Non-IPSec

protocol
Authentication Header(AH) protocol : Packet Payload Encrypt

Encapsulating Security Payload(ESP) protocol : Fully Encrypt
Overload

Encryption Algorithms
DES(Data Encryt Standards), 3DES, RC5

Authentication Algorithms
MD(Message Digest )5->128bit , SHA(Secure Hash Algorithm)1->160 bit

IKE

- 53 -



IPSec

(Authentication Header)
ESP(Encapsulation Security Payload)

IP

(Security Association)
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IPSec

Enables transmission of sensitive information over unprotected
networks such as the Internet

IPSec
(Confidentiality): packets encrypted before transmission

(Integrity): authenticates packets at the destination peer
to ensure that data has not been tampered during transmission

(Authentication): peers authenticate source of all IPSEC
protected packets

(Anti-replay): prevents capture and replay of
packets
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IPSec

IPSec
IPSec

RFC

RFC 1825:
RFC 1826 :
RFC 1827 :
RFC 1828 :
RFC 1829 :
RFC 2085 :
RFC 2104 :

Security Architecture for the Internet Protocol

IP Authentication Header

IP Encapsulating Security Payload (ESP)

IP Authentication Using Keyed MD5 (Message Digest)
The ESP DES-CBC Transform

HMAC-MDS5 IP Authentication with Replay Prevention
HMAC: Keyed-Hashing for Message Authentication
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IPSec header

IP datagram authentication, integrity

data integrity, data origin authentication, optional Anti-replay
protection . RFC 2402

Inserted after the IP header and before any upper layer headers
(integrity)
MD5,SHA-1 message checksum
IP

(secret shared key)
Replay
AH header sequence number
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IPSec : AH Header

P Payload
| P
< >
|P AH Payload
AH |P
|P AH Payload
Next Payload (16 bi tsj ........
Security Parameter Index (SPI) (32 hits)
Sequence Number (32 bits)
Authentication Data ( )
< 32 bits >
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IPSec : AH Header

IP Payload P
|P P Payload
l |P
<
|P AH P Payload
AH P




IPSec: ESP Header

Payload Encrypt -> AH Overhead

IP datagram confidentiality, integrity

data confidentiality optional data integrity, peer authentication,
anti-replay protection : RFC 2406

Inserted after the IP header and before any upper layer headers

DES(Data Eecrytion Standard, 53bit)/3DES
IP packet

Replay sequence number
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IPSec : ESP Header

ESP tail

P i .
| e
Security Parameter Index
5 Sequence Number
= A
O c
ol §
< be
< 2 Padding (0~255 bytes)
v..DY - -
Authentication Data ( )
32 bits
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IPSec: ESP Header

- 62 -

IP Payload P
IP IP Payload
P | Esp P Payload ESPtail | ESPAuth
< Encrypted
Authenticated




IPSec:Transport Mode vs Tunnel Mode

Transport Mode
IP payload Encrypt original IP header

byte
Public network device Source/Destination
QoS Processing :
IP header clear 4 Traffic

AH-transfer mode
|P header AH |P payload |

}4 Authenticated except for mutable fieldsin ‘I P header’ >‘

ESP-transfer mode
IPheader  ESP header | P payload ESPtrailer ESP auth
L Encrypted :‘
Authenticated
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IPSec:Transport Mode vs Tunnel Mode

Tunnel Mode

Original IP datagram  Encrypt New IP Payload
Router Ipsec proxy Router Hosts Encryption
Source Router Encrypt Ipsec Forwarding
Destination Router :
End system Ipsec modyfi : Traffic

AH-tunnel mode

New | P header AH |P header |P payload |
F Authenticated except for mutable fieldsin *New IP header’ >‘
ESP-tunnel mode
New IP header ESP header |P header | P payload ESPtrailer ESP auth
}4 Encrypted :‘
Authenticated
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IPSec:Transport Mode vs Tunnel Mode

Transport Mode

Tunnel Mode

Application
TCP | UDP
IP

Application
TCP | UDP
IP

Security Gateway Security Gateway
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IPSec:Transport Mode vs Tunnel Mode

e o [
B L

Transport Mode Tunnel Mode

< Authenticated > < Authenticated >

<+— Authenticated——*
<+— Encrypted—* <+— Authenticated—>

<+<——  Encrypted —>

< Authenticated >
<+— Encryptedt—>




IPSec:Transport Mode vs Tunnel Mode

%« ESP: host

« AH : secure gateway

Host A

Secure gateway 1

IPSEC

A

Between Host A and

Secure gateway 1

Between two
Secure gateways

Between Host B anc
Secure gateway 2

New IP header

Authentication only

Secure gateway 2

IPSEC

-
IP header ESP header Payload ESP trailer ESP auth
IP header ESP header Payload ESP trailer ESP auth
IP header ESP header Payload ESP trailer ESP auth

»

A

AH Added

\

<
%

- 67 -
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IPSec vs Non-1PSec

IPSec
IP
Certificate Authority

Non-IPSec

VPN
VPN

L2F, L2TP, PPTP, SOCKS
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VPN IPSec

( ) VPN
LAN-to-LAN VPN Dialup-to-LAN VPN

IPVv6 Non-1PSec
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Key management exchange

Security association(SA)

nego : protocol, , key
key

SA under IPSEC specifies next things

the mode of the authentication algorithm used in AH and the keys to that authentication algorithm
the ESP encryption algorithm mode and the keys to that encryption algorithm.

the presence and size of(or absence of) any cryptographic synchronization to be used in that encryption
algorithm.

how you authenticate your communications(using what protocol, what encrypting algorithm, and what key).
how you make your communication private(what algorithm, and what key).

how often those keys are to be changed.

the authentication algorithm mode, and transform for use in ESP plus the keys to be used by that algorithm.
the key lifetimes.

the lifetime of the SA itself.

DI B B

DI B DI B DI B
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Key management exchange

SA
VPN

SA SPI
SA
SPI: SA unigue number(32bit),

AH /ESP header
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IPSec : IKE

Internet Key Exchange (IKE)

a powerful, flexible negotiation protocol that allows users to agree on
authentication methods, encryption methods, the keys to use, how long
to use the keys before changing them, and that allows smart, secure
key exchange

key . Diffie-Helman
Strong data encryption requires frequent key change
IKE phase
Phase | - IKE peer secure channel
Phase ll - peer SA negotiation

Dynamically exchanges keys for bulk data encryption
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IPSec : IKE

Internet Key Exchange (IKE)

b, Duittrein 2 oLk fr e d Packel = st brom Al e
BliceisBol. HeIPSac SA o2 Hob prnactad by IFS el B4,
PSms |
Aice |
Hebh's
Lapezp
LAl kE tagra 3 Negoistior comglein,
Fapotatanwih Beb'a iem pd BHob e e

rarmpieos FSac She nplace,
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IPSec : IKE

Internet Key Exchange (IKE)
Coupled with IPSec’s key management systems
Employed to exchange information used to generate encryption key
Agrees on encryption and data authentication algorithms
Each participant has pair of keys; one private and one public.
Digital signatures supplied by a Certificate Authority.

)

PR AEOL

&
: The Key
S The Encryption The Encrypted Data
— Operation
(e.g. DES)
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(Cryptography)

Encrypted communication

Transmitted

sender . i
C|Eherte>_<i W
Encryption Decryption
Encryption Key Decryption Key
Secret key public key

secret key
single key, encryption key  decryption key
symmetric key, N N key

public key

a pair of keys, public key  private key
asymmetric key
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(Cryptography)

Secret key -> Private Enterprise Network
DES(Data Encryption Standard)
Triple-DES
IDEA, Blowfish, CAST-128......
DES
block cipher : 64bit plaintext ==> 64bit ciphertext
key length = 56 bits
16
permutation( ) of secret key

Triple-DES
DES 3
key length = 56bit*3 = 168 bits
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(Cryptography)

DES 3-DES
DES : brute-force attack , plaintext resource
3-DES : brute-force attack computer system

sender Transmitted

Cipherte .
‘ Encryption = Decryption W

Secret Key Secret Key
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(Cryptography)

Public key
RSA(Rivest-Shamir-Adleman)
system 2 key (Public key, Private key)
Public key : :
Private key : receiver :

Transmitted

Cipherte .
=y Decryption W

Receiver’s Receiver’s
Public Key Private Key

sender

Encryption
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(Cryptography)

Public key ->
CPU load secret key
key digital signature application
encryption :

sender : receiver public key

receiver: receiver private key
authentication :

sender : sender private key

everyone : sender public key
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PKI : Public Key Infrastructure

PKI

PKI

Faliey
meation/approval  pnifeale
Revocstion
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