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Abstract
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Introduction

Terminal Services (TS) has been part of the Windows operating system since the release of Microsoft® Windows® 2000 Server. 

The Terminal Services version built on Windows NT 4.0 was a completely separate product from standard versions of Windows NT 4.0 Server. This approach presented two major challenges:

· Customers using standard Windows NT 4.0 Server could not use it in a Terminal Services scenario.

· Security and other fixes for this product were released on their own schedule, sometimes well after the equivalent releases for the base Windows NT 4.0 operating system.

In Windows 2000, Terminal Services is a selectable option in the Server versions of the OS (Server, Advanced Server, and Datacenter). The multi-user kernel extensions, originally developed for Windows NT Server 4.0, Terminal Server Edition, were enhanced and fully integrated as a standard part of the Windows 2000 Server kernel.

The Terminal Services component of the Microsoft® Windows® 2000 Server operating system can deliver the Windows 2000 desktop, as well as the latest Windows-based applications, to virtually any desktop computing device, including those that cannot run Windows. This capability lets more people in an organization take advantage of the resources provided by a distributed computing environment. Terminal Services can also be used to remotely administer a Windows 2000-based server. You can learn more about specific features and benefits and obtain information to guide your Terminal Services deployment by accessing the Terminal Services home page at http://www.microsoft.com/terminalserver.

This document assumes that you have a general understanding of Terminal Services architecture and implementation practices. The features discussed in this white paper are specific to Windows 2000 Server Service Pack 2 and version 5.0 of the Remote Desktop Protocol (RDP) Terminal Services client.

The purpose of this document is to describe the fundamental workings of local printer redirection in Terminal Services by examining the architecture on both client and server that makes this feature work, as well as to explore best practices and methodologies for troubleshooting and dealing with issues that may arise when using this feature.

Printer Redirection in Windows 2000

Printer redirection was a new feature in Windows 2000. Terminal Server clients use this feature to redirect print jobs in a TS session to the printers on the client. This means that data printed in a Terminal Server session is printed on the local printer of the user’s computer, even though the job was printed in a session on the Terminal Server. Therefore, clients receive printed output from their session regardless of whether the Terminal Server and the client are physically located in the same city—or even the same country. For example, suppose you have users who live and work in Dallas and use a Terminal Server farm in Redmond, Washington to gain access to applications and tools for their jobs. If these users need to print output from these applications and tools in their sessions, it would be extremely difficult to determine the incoming connection’s physical location and then make a network printer connection back to a printing device that was shared at the client site. If users are mobile or if they sometimes work from home, this task becomes even more complex. Local printer redirection solves issues like this very quickly and easily, without requiring any substantial configuration of Terminal Servers to accomplish the goal.

Terminal Server local printer redirection in Windows 2000 allows clients to see and use that local printer in remote terminal server sessions. The clients must have supported printer hardware that is connected directly to their client machine by a serial, parallel, or USB port. Clients that meet these criteria can print from Terminal Servers in physically distant locations and still receive their output at the same physical location where they are accessing the Terminal Server.

To use local printer redirection, applications must be written to use print to queues rather than physical local ports. Applications that require direct access to physical ports, such as LPT or PRN ports, cannot use this feature. The local port redirection feature in RDP 5.1 should meet the needs of these legacy applications.

Standards and Additional Reading

The following documents provide additional information about Windows 2000 Terminal Services implementations:

· Terminal Services Capacity and Scaling White Paper: http://www.microsoft.com/windows2000/techinfo/administration/terminal/tscaling.asp
· Chapter 16 of the Windows 2000 Server Resource Kit – Deploying Terminal Services: http://www.microsoft.com/technet/treeview/default.asp?url=/TechNet/prodtechnol/windows2000serv/reskit/deploy/part4/chapt-16.asp
· A list of known applications that require modification to run correctly on Terminal Services can be found at:

http://www.microsoft.com/windows2000/techinfo/administration/terminal/tsapcompat.asp
· Terminal server overview: http://www.microsoft.com/windows2000/techinfo/howitworks/terminal/tssol.asp
printer 

Redirection Fundamentals

RDP Fundamentals

Remote Desktop Protocol (RDP) is the native presentation protocol for Microsoft® Windows NT® Server 4.0, Terminal Server Edition and Microsoft® Windows® 2000 Terminal Services. RDP allows a thin client, such as a Windows-based terminal, to communicate with a Terminal Server across a local area network (LAN) or a wide area network (WAN), or by means of a dial-up, Integrated Services Digital Network (ISDN), digital subscriber line (DSL), or virtual private network (VPN) connection. RDP uses TCP/IP as its transport protocol and is based on the recommended standard for data protocols for multimedia conferencing (ITU T.120), as defined by the International Telecommunications Union.

RDP version 5.0 has the following key features: 

· Unicode compatibility. 

· Configuration for any environment that allows network localization, automatic disconnect, and remote configuration. 

· Support for three levels of encryption. 

· Variable bandwidth allocation through client-side bitmap caching and optional compression for low-bandwidth connections, significantly improving performance over low-bandwidth connections. 

· Roaming disconnect that allows a user to disconnect from a Terminal Services session without logging off or being logged off. 

· Multichannel-capable protocol that permits separate Virtual Channels for carrying presentation data, serial-device communication (keyboard and mouse), licensing information, and heavily encrypted data. 

· Multipoint data delivery that allows data from an application to be delivered to multiple parties without having to send the same data to each session individually. 

· Remote control that lets the support staff view and control a Terminal Services session. Sharing input and display graphics between two Terminal Services sessions lets a support person diagnose and resolve problems remotely. 

· Network Load Balancing (NLB), available in Windows 2000 Advanced Server and Datacenter Server. 

· Copy-and-paste capability between the remote session and the local computer. 

· Common clipboard for simple data exchange. 

· Local printer redirection so server applications can print locally to the client device. 

Windows NT Terminal Server uses RDP 4.0 as its native data protocol. Windows 2000 Terminal Services uses RDP 5.0, while Windows XP Professional Edition and Microsoft Windows CE .NET use RDP 5.1. Local printer redirection as discussed in this white paper is available only with Windows 2000 Terminal Server and later.

The Terminal Services RDP 5.0 client is available on the web at the following location:

http://www.microsoft.com/windows2000/downloads/recommended/TSAC/default.asp
The RDP 5.1 Client is also available on the web, for local printer redirection only to Windows 2000 Terminal Servers:

http://www.microsoft.com/windowsxp/remotedesktop/
RDP Thin Client Fundamentals

Thin clients can connect to a Terminal Server with less of the hardware and software overhead associated with a full-featured PC. Thin clients can be purchased without hard drives, CD ROMs, or removable media, and can boot from Read Only Memory (ROM). Many of these clients run the Windows CE operating system. Some may have COM and parallel ports, while others may not. The lack of moving parts and subsequent price of thin clients can make them very attractive alternatives to full-featured PCs on the client side.

Thin clients use a subset of the drivers found in NTPRINT_PARSED.TXT on the thin client. When these clients have a printer installed, it will be installed from this list. They will redirect their queues in exactly the same way as a full-featured client. As a result, with thin clients, you are always guaranteed to have a driver that will redirect and work on your Terminal Server for redirected printing.
Terminal Services Virtual Channels API

Virtual Channels transmit channel-specific commands and data between the Terminal Server and its clients. Because Virtual Channels run under the RDP stream, they use the same encryption level as the RDP connection itself. Virtual Channels in RDP allow for lossless communication between client and server components over the main RDP data connection. Virtual Channel data is application-specific. Virtual Channels are negotiated between client and server at connection time, and can be extended by third parties to include a variety of additional features. 

Software developers can use the Terminal Server Virtual Channels Interface API to customize existing applications and even develop completely new applications contained within the RDP protocol. More information on extending Virtual Channels and how they operate is available in the Remote Desktop Protocol section of MSDN at the following location, or by searching for “Virtual Channel” on MSDN:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wcerdp/htm/cmconremotedesktopprotocolforwindowsce40.asp?frame=true
Configuring Printer Redirection

There are two ways to configure printer redirection. By configuring the client settings on the RDP-TCP protocol (Windows printer mapping is unchecked or enabled by default) and by allowing or disabling Virtual Channels in the Advanced permissions for RDP.

Configuring Client Settings

To access the Client Settings tab, follow these steps:

1. Open the Terminal Services Configuration snap-in under Administrative Tools.

2. Right-click on the RDP-Tcp connection under Connections in the right-hand pane.

3. Choose Properties and then choose the Client Settings tab. Figure 1 shows the Windows printer mapping checkbox used for enabling or disabling printer redirection.
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Figure 1 Windows printer mapping checkbox 

Disabling Virtual Channels

CAUTION: The Virtual Channels setting affects all redirection from the client to the server.  Disabling the Virtual Channels setting will also prevent clipboard redirection and any other Virtual Channel features from working, in addition to disabling printer redirection.

To access Virtual Channels permissions, follow these steps:

1. Open the Terminal Services Configuration snap-in under Administrative Tools.

2. Right-click on the RDP-Tcp connection under Connections in the right-hand pane.

3. Choose the Permissions tab.

4. Select Advanced.

5. Select the group or account you want to control and then choose View/Edit.

6. Allow or Deny Virtual Channels as shown in Figure 2:
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Figure 2 RDP-Tcp Permissions dialog

Printer Queues 

Overview

A printer queue is a logical representation, created by the Spooler, of a printer that is physically attached to the computer or a printer server. This is slightly different from a physical printer attached to the computer. A queue can be created regardless of whether a printer is attached to the physical ports of the client computer. Only those with Administrator or Power User rights can create queues on the Terminal Server. 

The Add Printer Wizard is accessed by clicking Start, Settings, Printers, and then clicking on the Add Printer icon, shown in Figure 3:
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Figure 3 Add Printer icon in Printers

In a printing environment, a printer defines a physical object, while a printer queue defines the assocation between a driver, a port, and a shell-based object that exposes the ability to print via the user interface. However, in this document, we will use printers and printer queues interchangeably. 

Automatic Printer Queues

As part of the RDP client’s connection sequence, the TS client enumerates local print queues to detect locally attached printers. All the printers enumerated with this technique are always called automatic printer queues. 

When the client enumerates and announces printers to the server, it also retrieves both the driver string name from appropriately connected devices and the client-side print queue name for each printer that it finds, and sends this information to the server. The server’s TS Printer Redirection User-mode component uses this information to automatically create a corresponding server-side queue for each client-side queue (if a corresponding driver is present; see Common Problems for more information).

Automatic Printer Naming Convention

Automatic TS redirected printers use the following naming convention:

<client or server printer>/<client host name>/Session <session number>

Configuration settings (for example, paper orientation) for automatic printer queues are preserved in the registry (see Automatic Queue Configuration Changes). These settings are restored by the server for this printer queue on installation.

When a client disconnects or ends the session, the printer queue is deleted and any incomplete or pending print jobs are lost. Information about the client's local printers and settings is saved on the client computer. During subsequent logon sessions, the printer queue is created using the information stored on the client computer.

If a printer driver is not found on the server, an event is logged and the client printer is not created. To make the printer available, the driver must be manually installed on the server that matches the string name noted in the event, which also matches the string name found on the incoming client that failed to redirect.

Note: Printer administrators can see all redirected printers, both those on the server and those redirected from their session. Normal users can see normal printers on the server, but can see only their own redirected printer queues.

Manual Printer Queues

A manual printer queue is added through the Add Printers option in Printers in Control Panel within the session. These queues can be created only by Administrators or Power Users. It is not possible to delegate the right to create manual printer queues outside of membership in these built-in groups.

When attaching a printer to a port, the administrator uses the client computer name to select the printer port from the list of available ports in the Add Printer wizard. Ports for all clients currently connected to the server appear in the Port list. The correct TS port for the printer can be identified by the port “description” field in the Add Printer Wizard ports page.  The port name uses the following format (xxx is the port number): 

	Port
	Port Description

	TSxxx
	<computername:Portx > where Port is “LPT” or “COM” and x is the client-side port number.


Attaching to a printer port with TSxxx:<computername: PRNxxx> 

Attaching a printer to a port of the format

TSxxx:<computername: PRNx> 

is strongly discouraged and is not a supported scenario. This is because the server component does not keep these ports in its internal list of devices and therefore does not listen on notifications for printers attached to these ports. In addition, when a client disconnects or ends a session, all redirected printer queues are deleted in the session; however, because the server component does not know about these printers, they will remain until they are manually deleted. Another possibility is that some other automatic printer queues may be associated with the same ports, causing one client’s output to be sent to another TS user’s local printer.

Driver String Mapping for Printer Queues

The concept of driver strings and their use in redirection is extremely important in a Terminal Server environment where clients can connect with an assortment of models and makes of printers. The NTPRINT.INF file is the primary source for matching incoming string names for connecting clients out of the box. The driver string name is also the friendly name that is displayed in the Name column on the Drivers tab (reached by selecting File, Server properties in the Printers folder). For more information and real-world examples of driver string name-based issues, see Common Problems.

As a best practice, you should always try to use matching string names.

Printer Redirection Scenarios: Driver Name Mismatch

Automatic printer redirection works well when there is an exact match on the server for the client-side printer driver name. However, the following scenarios illustrate situations when there may not be an exact match on the server for the client-side driver name.  

1. The client is running Windows NT or Windows 9x and the client-side driver shipped post–Windows 2000.

2. The client is running Windows 9x and there is no matching driver name on the server, or there is a new OEM-supplied driver for a specific printer.

3. The client (regardless of OS version) is using an OEM-supplied driver.

Scenario 1

The server’s administrator can pre-install a driver on the Windows 2000 server that matches the print queue attached to the client machine. To pre-install the server-side driver, use the Drivers tab of the Print Server Properties dialog.

If, after pre-installing a server-side driver, the client-side and the server-side driver names match when the client connects, local printer redirection automatically creates a server-side queue.  For Windows NT clients and servers, the first scenario can almost always be handled this way.

Scenario 2

For Windows 9x clients, there is a possibility that the name of the pre-installed driver doesn’t match the client-side driver name, or that an exactly matching driver for Win2K doesn’t exist.  The administrator can create a custom .INF file to force mismatched driver strings to work together.

CAUTION: Forcing drivers whose string names do not match by default will cause printing problems in some scenarios. To find a substitute driver that works correctly, you might need to consult the manufacturer of the device. You should thoroughly test any substitute drivers on the Windows 2000 Terminal Server side to ensure that they can send printable data to clients’ redirected printers that use different drivers. 

The following excerpt is from Q239088 Events 1111, 1105, and 1106 on Terminal Services Server, which can be found at the following location: 

http://support.microsoft.com/default.aspx?scid=kb;EN-US;Q239088
· Open Regedt32.exe and locate the following key:

   HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\rdpwd

· Add the following values:

   Name: PrinterMappingINFName

   Type: REG_SZ

   Data: Name of the .INF file to which you want to redirect lookups.

   Example: c:\winnt\inf\ntprintsubs.inf

   Name: PrinterMappingINFSection

   Type: REG_SZ

   Data: Name of the section in the INF file to which you want to redirect

   lookups. Example: Printers

· After adding the new registry values above, an .INF file must be created or modified to include the user-defined mappings from the client-side to server-side drivers. This is explained below.

Example of the format for creating a new .INF file:

   [Version]

   Signature="$CHICAGO$"

   [Printers]

   "OEM Printer Driver Name" = "Windows 2000 Printer Driver Name"

   "HP DeskJet 720C Series v10.3"  =  "HP DeskJet 722C"

This file can be created with Notepad and must be saved with a .INF file extension. In this example, you would specify the .INF filename that you just created in the PrinterMappingINFName registry value and "Printers" in the PrinterMappingINFSection registry value.

The custom .INF file instructs Windows 2000 to use the HP DeskJet 722C driver when a client with Hewlett-Packard's HP DeskJet 720C Series v10.3 driver connects. These names must match exactly, with identical spacing; the names are also case-sensitive.

Scenario 3

The administrator must pre-install the OEM driver on the server before the redirection attempt. Otherwise, the redirection attempt will fail. 
Printer Redirection Error Events

If printer redirection is unable to create a print queue because it couldn’t find a matching or mapped driver, the following events will be sent to the event log:

	Type
	Event ID
	Description

	Error
	1111
	Driver <drivername> required for printer <printertype> is unknown.        Contact the administrator to install the driver before you log in again.

	Error
	1105
	Printer security information for the   <printername>/<clientcomputername>/Session <number> 
could not be set.

	Error
	1106
	The printer could not be installed. 


No UI related to printer creation is displayed during client logon or reconnect. For more information, see Common Problems.

Common problems

This section describes the following common support scenarios for Terminal Services and local printer redirection:

· Printer driver string name mismatches and mixed OS versions on the client side

· Printer driver errors on Terminal Server

· Managing pools of drivers between TS servers in a farm.

Printer Driver Mapping  

This section explains how the driver string name is used and how the string name is structured. It also describes where to find them, how to use them, and the ramifications when putting this into practice.

NOTE: Printer driver string names are always unique to models of printers and the vendors who supply them. 

This means that two drivers for the same hardware, one from the Microsoft CD and the other from the manufacturer of the device, have different string names. The following example shows the available driver string names for an HP DeskJet 722C printer from HP, as well as the string name for the same hardware as listed in Windows 2000 in NTPRINT.INF:

HP Driver string name:

“HP DeskJet 720C Series”

Microsoft Windows 2000 Driver string name:

HP Deskjet 722C

-or-

HP Deskjet 720C

In this case, you can clearly see the string name differences, but in some cases they differ only by a modifier such as “by HP” or the addition of a version number on the end. The key is that the name is different and unique to the device and the vendor of the driver.

To determine whether a driver is a Microsoft-supplied driver, search NTPRINT.INF for the string name. In the example above, HP DeskJet 722C has an entry in NTPRINT.INF. However, the HP Deskjet 720C Series does not have an entry, so the driver is most likely supplied by an OEM and is not one of the drivers distributed with Windows 2000. To determine the driver name, look at the printer properties on the client OS in question and find the name presented in the Driver field on the Details  tab of the local queue. The driver’s friendly name as presented here is also the string name used for matching drivers when redirecting. 

Driver String Name Mapping Scenario

The following scenario describes how driver string names affect local printer redirection. Assume that a Windows ME client with a HP DeskJet 722C physically attached to LPT1 is going to connect to a Windows 2000 Terminal Server. 

When the Windows ME client attempts to connect, the client is polled for its locally connected printers and for the string name of the driver for this device. In this case, the string name returned is “HP DeskJet 720C Series”. When the server parses NTPRINT.INF, it finds no matching driver, so it logs the 1111, 1105, and 1106 errors, in that order, for this printer. No redirected queue is displayed in the user’s session.

To get the client to successfully redirect the printer, either a pair of matching string name drivers must be found, or the custom INF mapping available post–Windows 2000 SP2 must be created to allow the two mismatched names to work together with limited functionality. The first step should always be to find a matching set of string name drivers, either from the Windows 2000 Server CD under the Printers folder, or from the printer manufacturer. To understand how to look for various OS and driver combinations on the Windows 2000 Server CD, use the following KB article as a starting point:

Q259976 Obtaining Additional Printer Drivers to Use with Windows 2000. The Knowledge Base article can found at the following location: 

http://support.microsoft.com/default.aspx?scid=kb;EN-US;Q259976

For the printer in this scenario, HP makes available only Windows 9x and Windows NT 4.0 drivers, while Microsoft supplies only Windows 2000 drivers for the device. As a result, the best practice of using matching string name drivers is not possible, because no one supplies both a Windows 9x and a Windows 2000 driver. This leaves two options:

· Pre-install the KERNEL-mode Windows NT 4.0 driver from HP and use the HP driver on the client side. This will allow the client to automatically redirect when connecting. For more information, see Driver Errors on Terminal Server.
· Implement a custom INF mapping using the steps outlined earlier in this document and found in Q239088 Events 1111, 1105, and 1106 on Terminal Services Server.  The Knowledge Base article can found at the following location: 
http://support.microsoft.com/default.aspx?scid=kb;EN-US;Q239088.

This option meets the need to redirect a printer, but it is somewhat less desirable than using exact matching string name drivers, for  the following reasons:

· Forcing a mismatch of drivers can causes a mismatch of features, because OEM drivers typically have additional driver features that do not match one-to-one with those found in the Microsoft-supplied drivers.

· Using mismatched drivers from various suppliers, including Microsoft and OEMs, that are not tested together can result in incompatibilities and output problems. The way to minimize this issue is to use trial and error to find a set of drivers that work together in a limited way. In the scenario with the HP DeskJet 722C, using the .INF file to force the two drivers to work is the only option, because the client OS, Windows ME, does not have a matching set of drivers from either Microsoft or HP. As a result, this is the only way to use this device in a Terminal Services environment when the client and server OSs do not match.

Driver Errors on Terminal Server

Windows 2000 native printer drivers run in USER mode. However, in the course of installing and managing printer drivers for redirection on your Terminal Server, it may be necessary—and it is possible—to run Windows NT 4.0-style KERNEL-mode printer drivers on your server. This situation highlights an important difference between Windows 2000 drivers and Windows NT 4.0’s architecture for printer drivers. This section explains how this potential error condition can affect your server.

From a user perspective, both KERNEL-mode and USER-mode drivers look and operate the same. Only the symptoms from potential failures differ.

In Windows NT 4.0, fatal errors in the KERNEL mode space are not allowed. When this does happen, it produces what is known as a STOP error, or a blue screen.  As a result, the kernel halts all processing, displays debug information on a screen, and perhaps also writes the debug information to a file on disk. Depending on how your server is configured, the kernel either sits at this screen or reboots, which disconnects all clients and causes a loss of productivity.

Windows 2000’s driver architecture was changed to make printer driver code run in USER mode, where a fatal error results in the loss of the Spooler process space only. A failure in a Windows 2000 printer driver means that only printing functionality is lost. The server remains running without losing client data, other than the data that was being processed through the Spooler.

Most OEM-supplied drivers that caused blue-screen errors in Windows NT 4.0 have been fixed, and the updated versions are available on the vendors’ Web sites. 

As a best practice, if you choose to use KERNEL-mode printer drivers, you should make every effort to obtain the latest versions from the manufacturer wherever possible.   

You can distinguish Windows NT 4.0 style KERNEL-mode drivers from USER-mode drivers by checking the UI on the Drivers tab under File, Server Properties in the Printers folder.

On this tab, Windows NT 4.0 drivers are listed with the following version:

“Windows NT 4.0 or Windows 2000”

Native Windows 2000 USER-mode drivers are displayed with the following version:

“Windows 2000”

You should identify a KERNEL-mode driver vs. a USER-mode driver before you decide whether to run these drivers in your TS implementation or audit existing servers in your TS implementation.

Managing pools of drivers between TS servers in a farm

In a farm of Terminal Servers, you might have a large pool of clients with heterogeneous OS versions and a wide variety of client-side printers. If your client base is Windows 2000, your job is simple, because any in-box printer driver on the client side already exists on the server, in DRIVER.CAB. This file redirects any incoming client that uses a Microsoft-supplied driver when needed. 

When you have mixed OSs and printer hardware, as in the HP DeskJet 722c scenario, you must investigate driver issues more thoroughly. In a farm with multiple nodes, this problem can affect many different server machines.

To manage the OEM printer drivers on the servers in your Terminal Server deployments, you can use Print Migrator. This tool allows you to create a .CAB file containing an image of all installed printer drivers on one server. The .CAB file can then be loaded on all Terminal Servers in the enterprise or the farm. Using Print Migrator ensures that consistent versions of OEM drivers are installed. 

The latest Print Migrator version, 3.0, is available at the following link:

http://www.microsoft.com/windows2000/technologies/fileandprint/print/download.asp
For more information, consult the accompanying README available on this download page.

Performance and scalability

Terminal Servers that perform a great deal of printer redirection will see loads applied in two distinct areas:

· Network traffic

· Server side memory/CPU

To understand how this load increases as the number of clients and complexity of jobs increases, use the following guidelines. These guidelines were established from tests to help you understand how these variables affect the scale of networks and servers for your particular implementation.

Bandwidth Performance Results

The performance numbers were measured using the following software:

· Windows 2000 SP2

· Windows XP clients

· HP LaserJet 6L drivers

The following table displays the bandwidth performance results: 

	Document Type 
(Doc. Size)
	Client-Side Rendered 
Size
	Time to Print 
Job
	Time to Print Job 
	Bytes Printed/Sec
	Bytes Printed/Sec 
	Pages 
per 
Minute
	 Pages per Minute
	Memory Usage
	Memory Usage

	 
	 
	56 K Modem
	T1 
	56 K Modem
	T1
	56 K Modem
	T1
	56 K Modem
	T1

	PDF (1MB)
	1.84MB
	516s
	9s
	3603
	214,375.54
	0.12
	6.67
	33MB
	33MB

	TXT (10KB)
	32.4KB
	14s
	2s
	2370
	16,588.80
	4.28
	30.00
	Negligible
	Negligible

	DOC (375KB)
	2.06MB
	495s
	15s
	4364
	144,004.44
	0.97
	32.00
	3MB
	3MB

	JPEG (1MB)
	843KB
	227s
	10s
	3802
	86,323.20
	0.26
	6.00
	13MB
	13MB


Explanation of Bandwidth Performance Results

The differences in rendering size on the server compared to the resulting client-side size underscore the need to plan for sufficient disk space for the Spooler folder on the Terminal Server. By default, this location exists in the following path:

%SYSTEMROOT%\System32\spool\PRINTERS

This path resides on the same partition as the OS. If the OS is on a small partition, this can affect redirected printing, especially if disk space is exhausted under heavy load. You can move the Spooler folder location to another folder, or to a partition on another drive set. To change the location, open the Printers folder on the Terminal Server, choose File, Server Properties, and then choose the Advanced tab. This global setting applies to all queues on the server, including redirected queues.

Job sizes written to the Spooler folder on the server side are based primarily on the contents of the job. As the results show, large and complex PDF and Word documents that contain a great deal of text formatting and many bitmap images can swell the job to a size many times larger than the original file size.

The results emphasize that if you pause the server-side print queue and spool a print job, the job can appear very large when compared to other versions of the OS or when spooling the same job or document on the client side. This is because the spooled job on the server is written to disk in enhanced metafile (EMF) format and has not finished rendering to RAW (ready to print) format for transmission across the Virtual Channel down to the client. 

Note: Do not use paused job sizes on the server side as a measure of how much data will be transmitted over the wire for a given print job. This measurement is not accurate, as demonstrated by the rendered size at the client.

The conversion of the spool files to RAW format requires additional memory and CPU resources. Most of the CPU load during these tests was seen within the printing applications themselves, with a negligible bump in Spooler usage. For more information about CPU loads, see Scalability Performance Results.

The results demonstrate that wire speed is a big part of the equation in terms of output speed on the client-side printer. In low-bandwith situations, further optimizations of output speed may be obtained by reducing client-side session screen depth, as well as eliminating any other unnecessary wire traffic over the slow link between client and server.

Scalability Performance Results

The tests that generated these numbers were performed according to the guidelines and tools specified in the Terminal Services Capacity and Scaling white paper, in the Test Environment and Testing Tools section. This document can be found at:

http://www.microsoft.com/windows2000/techinfo/administration/terminal/tscaling.asp
Note: The information in this white paper is meant to provide additional detail about a specific area of Terminal Services, and is not meant to replace the use of the Terminal Services Capacity and Scaling white paper as a guide for scaling.

Test Environment

The SMClient scripts were customized to add the printing requirements to the test. Each script was run for 30 minutes per session. 

The tests for this section were performed using the following equipment and settings:

· UNISYS Aquanta ES 4 x550 MHz system with 4 GB RAM

· OS installed on a basic partition on a SCSI drive

· Two 4GB paging files set up on two different SCSI RAID 5 arrays

· Windows 2000 Professional and Windows XP clients connected via 100Mb LAN

· One redirected printer per Terminal Services session

· HP LaserJet 6P drivers that ship with the OS

· Test documents included a two-page Word document containing text, and a complex Excel spreadsheet containing pivot tables that generated 24 pages of output per print job.

Scalability Test Results

In our test runs on this hardware and setup, we saw relatively little degradation in terms of scalability, as defined in the Terminal Server Scaling and Capacity Planning white paper, caused by enabling printer redirection.

Our testing also showed that scalability was very tied to hardware, applications, and usage profiles, just as it affects scalability as explained in the TS scaling documents for standard user scenarios.

Overall, you can expect to see a 10% degradation of your maximum scale by using printer redirection on your terminal server. This figure is an average and may fluctuate higher or lower in a given scenario depending on usage patterns, applications used, and type and size of data printed.


Explanation of Scalability Performance Results

These numbers generally correlate with the scalability numbers specified in the Terminal Services Capacity and Scaling white paper for Knowledge Worker class users, with the added global loss of total server scale by the cumulative load of printing. 

As noted, in the above tests LaserJet class printers were used. Some printer models can have a limiting effect on printer redirection scale; most of these devices fall into the consumer inkjet category. Their device architecture provides only the basic capabilities necessary to position the carriage over the paper. Therefore, all of the rendering work that would be handled by a LaserJet–class printer must be handled by the host computer. 

In the situation where one of these devices is redirected, the Terminal Server becomes the host, and additional loads may be seen in the way of incremental CPU or memory loads during printing. How much load they introduce to your environment depends on the complexity of the print jobs submitted to them. Documents with large numbers of graphics or complex combinations of typefaces will increase the load. If you have these devices in your deployment, create a testing methodology to understand the tradeoff between using these devices and your impact on scale as a result of using them.

An explanation of these devices from HP, one of the manufacturers of such devices can be found by searching on “PPA (Printing Performance Architecture)” on their site, or visiting the following link:

http://www.hp.com/cposupport/printers/support_doc/bpd02937.html
Printer Redirection Architecture Overview

This section explains how the printer redirection components work together in the Terminal Server system. Figure 4 illustrates the architecture and flow of the printer redirection components.
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Figure 4 Printer redirection component interaction

Remote Printer Creation

The remote printer installation steps are as follows:

1. Winlogon loads WLNOTIFY.DLL for a session.

2. A TS client notifies RDPDR.SYS of the existence of all its printers and printer ports. 

3. For each client printer and printer port (COM or LPT), RDPDR.SYS creates a new dynamic printer port with the help of USBMON.DLL (details below).

4. RDPDR.SYS notifies WLNOTIFY.DLL of the new printers and ports.

5. WLNOTIFY.DLL uses Spooler APIs to create a new print queue for each new printer. The naming convention for these queues is as follows:

 [queue name]/[client machine name]/[session number]

-or-

Local Printer Queue Name/CLIENT1/Session 1

Printing Process

The steps for transferring print data from an application to a remote printer are as follows:

1. Printer output is formatted for a specific printer by GDI and an associated KERNEL-mode or USER-mode (Windows 2000 drivers only) graphics printer driver.  

2. The printer output is sent to the Terminal Server’s Spooler (this may require spooling to disk).  

3. The server-side Spooler may perform additional processing on the print output, with the help of other USER-mode printer drivers.  

4. In the case of a printer output for a TS port, the Spooler next sends the output to the dynamic port monitor (USBMON.DLL).  

5. USBMON.DLL forwards the printer output to RDPDR.SYS, which sends the RAW data to the appropriate TS client machine.

6. The TS client machine sends the RAW printer output it has received to the locally attached printer.

Remote Printer Deletion

The remote printer uninstall steps are as follows:

1. When a session is disconnected or logged off, RDPDR.SYS sends a device removal event to WLNOTIFY.DLL  for each client-side printer and port.  

2. WLNOTIFY.DLL  purges and deletes all queues for its respective session. 

printer 

Redirection Components

RDPDR

RDPDR (RDPDR.SYS) is a KERNEL-mode driver that redirects Terminal Services client-side devices for clients connected to the Terminal Server using the RDP protocol.  RDPDR.SYS uses a Virtual Channel in RDP to send print job data from server to client. This is defined by the name “RDPDR”.

RDPDR.SYS is a root-enumerated virtual bus driver that is loaded at boot time by the operating system. A single instance of RDPDR.SYS is shared by all sessions on the TS server.  It is the job of RDPDR.SYS to route and redirect I/O requests from a session to the appropriate TS client machine. RDPDR.SYS plays a central part in the overall TS redirection scenario.

When the USER-mode component RDPWSX.DLL notifies RDPDR.SYS of a session connect, RDPDR.SYS initializes itself and waits for device information from the client.

RDPDR.SYS receives from the client a list of client-side devices that meet the redirection criteria. It uses this list to create and register printer port device interfaces, device paths, printer and port announce events to the USER-mode WLNOTIFY.DLL component, and symbolic links. 

RDPDR.SYS handles all printer I/O to the client that is sent from the Spooler/USBMON.DLL.

Winlogon 

Terminal Services starts Winlogon (Winlogon.exe) at connection time. In each session, Winlogon loads a library called WLNOTIFY.DLL. Components that reside within WLNOTIFY.DLL expose functions that can be called by Winlogon in response to major events, such as connect, disconnect, and logoff. TS RDP redirected printer queues are installed from this WLNOTIFY.DLL module running inside Winlogon.exe.  

The Spooler notifies WLNOTIFY.DLL of any changes to a printer queue configuration, such as paper orientation (portrait or landscape) or printing on both sides. These changes are then persisted by WLNOTIFY.DLL, which sends cache data to the client. For more information,  see Printer Queues Creation Process.

New printer queues that are manually added by an Administrator in the session are detected when the Spooler sends an event to WLNOTIFY.DLL. WLNOTIFY.DLL persists this data by sending it to the client. For more information,  see Printer Queues Creation Process.

Spooler

The Spooler (SPOOLSV.EXE) is a system-level service. It is a single-instance process that lives for the duration of the system and handles all the print jobs in the system; it is not limited to a TS environment. The main job of the Spooler in the TS printer redirection scenario is to prepare print jobs and send a job in RAW rendered data specific to the target device’s printer language from the server to the TS client. It communicates with the appropriate print driver via GDI/Win32k to generate the RAW data. For information about how the Spooler determines which print driver to use, see Printer Queues Creation Process. 

Because redirected printers are not static (in other words, they can come and go at any time, unlike printers physically attached to a computer), the printer ports that they are attached to are also dynamic. 
The Spooler is responsible for generating Notify events to WLNOTIFY.DLL to track any changes in printer queue settings. These changes may include properties such as print orientation (portrait or landscape), number of pages per sheet, etc. The Spooler also generates Notify events to WLNOTIFY.DLL whenever a manual printer queue is created in the session attached to a client-side printer port. For information on this process, see Printer Queues Creation Process.

USBMON

 USBMON.DLL manages all the dynamic TS printer ports that have been registered (created) on the server side. Typically, because of the way the Spooler works, USBMON.DLL never deletes these ports. However, USBMON.DLL allows re-use of several of these ports if they are no longer in use. USBMON.DLL is also responsible for managing USB-based local printer connections in addition to managing the redirected ports.

When the Spooler has finished a print job, it sends the output to USBMON.DLL if it is a TS printer port. USBMON.DLL in turn forwards the output to the KERNEL-mode RDPDR.SYS driver. RDPDR.SYS sends this data to the client. 

MSTSCAX

MSTSCAX.DLL is the Terminal Services Client ActiveX Control.  With regard to printing, it is a TS client-side component that implements the RDP Virtual Channel for redirected printing. The client-side RDPDR subcomponent within MSTSCAX.DLL enumerates printers on the client and announces them to the server. Printers are enumerated using the EnumPrinters() API. In RDP 5.0, only printers connected locally to the client machine via COM, Serial, or USB ports are redirected in Terminal Server sessions.  

The printers automatically detected via the EnumPrinters() API are always called automatic printer queues. The client sends data for each enumerated printer, including printer name, printer type (for example, network or local), driver name, and any configuration data, such as paper orientation (portrait or landscape)  or number of pages per sheet, that was previously saved by the client in the registry.

In addition to the printers that were automatically detected, the client also announces printers that were manually created in a previous session by the user or administrator. These printers were persisted by the client in the registry (see Details of Queue Configuration Changes). These manual printer queues from the previous session now are automatically announced to the server by MSTSCAX.DLL (client RDPDR.LIB) and can now be viewed as automatic printer queues.

printer Redirection Connection and disconnection Process

Printer Redirection Session Connection

The session connection sequence is shown in Figure 5.
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Figure 5 Session connection sequence

Details of Session Connect:

1. RDPDR.SYS is notified of a connect from RDPWSX.DLL (the details of how RDPWSX is notified are beyond the scope of this document). RDPDR.SYS sends a Server Announce packet.

2. As part of initializing its connection to the server, MSTSCAX.DLL (client-side RDPDR.LIB) enumerates its printing ports (LPTs and COMs) and sends these ports to the server.

· Port Enumeration:

In Windows 2000, the client enumerates ports by iterating through the DOS devices for COM and LPT ports and checking whether the CreateFile call succeeds. If it does, the port exists; otherwise, it doesn’t announce the port.

· Printer Queue Enumeration:

Win32 EnumPrinter() APIs return all printer queues that are currently present on the system. In the current RDP 5.0 implementation, only queues connected to LPT, COM, and USB ports are redirected by default. Because these printer queues are automatically detected, they are called automatic printer queues. 

3. In addition to the EnumPrinter() API, the client remembers manually created printer queues from previous logons. The manual queue information is preserved under the following registry key:

HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Default\AddIns\RDPDR.SYS\<printer queue name> \PrinterCacheData

The client enumerates these subkeys to build the manual created queues list. In a sense, these become automatic printer queues for the current logon because they are “automatically” detected from a previous manual creation.

Client port names for automatic printer queues are always named PRNxxx, where xxx is a number that increases for each printer. Client port names for physical ports are always LPTxxx, COMxxx where xxx represents a number that increases for each port device (for information on naming conventions, see Printer Queues).

4. The client builds the list of devices using all of the above enumerated ports and sends it to the server.

5. For each printing port announced by the client, the KERNEL-mode RDPDR.SYS creates a corresponding TS printing port. These ports are named using the following convention:

TS<Port Number>

where Port Number is a monotonically increasing value representing the next available port. On reboot, all TS ports are deleted.

6. RDPDR.SYS registers a device interface using the PnP APIs, which in turn notify the Spooler of a dynamic printer device. The Spooler then calls USBMON.DLL to enumerate the ports. 

7.  WLNOTIFY.DLL is loaded by Winlogon and is notified of the connect. A background thread in this module communicates with RDPDR.SYS by using IOCTLs to obtain any events such as printer and port announces.

8. In response to the printer announce event, WLNOTIFY.DLL does the following:

· Checks whether a matching driver string name is installed on the server. If not, it checks the user-defined .INF files and NTPRINT.INF. 

· If a driver string name match is found, it calls a PnP function exposed by PRINTUI.DLL to create the printer queue. If the driver is not found, the printer queue is not installed for the session, the printer is not redirected, and event log entries notifying of the failed redirection attempt are logged. Therefore, this printer cannot be used and is not visible to the user.

· Sets the default printer to be the client’s default printer (this information is part of the printer announce data received from the client). If policy does not allow it, the existing default printer is not changed.

· Adds the new printer queue to its internal list of devices that includes printer queues. 

· Restores any configuration information sent by the client (such as paper orientation or the number of pages per sheet).

· Sets the default security for the printer to give read/write/print permissions for the logged-on user. Full Control is given to administrators. Redirected TS printers are visible only to the user logged onto the printer’s associated session and to any user with Administrator privileges. 

Windows 2000 security helps hide printers. Clients can access and enumerate only those printers for which they have Write access. The same user logged in to multiple TS terminals will have access to all remote printers from each terminal he/she is logged in to. 

9. RDPDR.SYS also generates events to announce printer ports (LPT and COM). The WLNOTIFY.DLL component receives this event and saves information related to the printer port in its internal list of devices, which includes printer ports. This list will be used when creating manual printer queues. Note that RDPDR.SYS does not generate events for printer ports associated with Automatic Printer Queues; that is, client port names with PRNxxx do not generate events.  Therefore, WLNOTIFY.DLL does not have an internal list of printer ports that belong to Automatic Printer Queues. This differs from local port redirection, because these ports are exposed only as available to printers under the Printers folder.

Printer Redirection Session Disconnection

The session disconnection sequence is shown in Figure 6.
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Figure 6  Session disconnection sequence

Details of Session Disconnect/Logoff

Compared to the connect sequence, the disconnect sequence is much simpler. 

1. For each printer and port, a notification is sent to WLNOTIFY.DLL to remove the associated USER-mode device. 

2. WLNOTIFY.DLL deletes the automatic and manual printer queues for the session by calling DeletePrinter(). This call purges queues of all pending print jobs without any warning to the user, which means that all pending print jobs are lost.

Printer I/O Sequence

The Printer I/O sequence is shown in Figure 7.
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Figure 7 Printer I/O sequence

Details of Printer I/O Sequence

1. An application calls the Spooler API to print.

2. The Spooler checks its internal printer port table and determines that RDPDR.SYS is the handler for this request. The Spooler generates a CreateFile on the printer port.

3. KERNEL-mode RDPDR.SYS sends a Create IRP via Virtual Channel to the RDPDR.LIB module of the TS client. This IRP contains the device ID, device name, and other data.

4. The RDPDR.LIB module of the TS client calls OpenPrinter using the device ID on the printer.

5. The Spooler sends a Write IRP to RDPDR.SYS.

6. KERNEL-mode RDPDR.SYS sends a Write IRP via Virtual Channel to the RDPDR.LIB module of the TS client. This IRP contains the device ID, device name, and other data.

7-10. The RDPDR.LIB module of the TS client calls WritePrinter, using the device ID on the printer. Similar operations take place for the Close IRP from the Spooler.

Printer queues Creation Process

Automatic Queue Configuration Changes

A user can modify a printer queue’s settings once he is logged into the session and typically prefers these settings to remain whenever he logs into the session. For this reason, queue configuration changes are persisted on the client. Once set, the changes are applied to the corresponding redirected printer queue from the same client regardless of which server is connected.

Figure 8 illustrates the steps involved in this process.
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Figure 8  Automatic queue configuration changes 

Details of Queue Configuration Changes 

As part of its initialization, WLNOTIFY.DLL registers to the Spooler service to get notification of any changes that might be made to the redirected printer queues it adds for the client. 

1. When a user changes printer properties (configuration information such as paper orientation, tray information, or renaming the printer) for a given printer queue, the above registered notification gets triggered. The notification includes the printer name.

2. WLNOTIFY.DLL looks at the notification and checks its internal list of printer queues to see if the printer queue really belongs to it. If WLNOTIFY.DLL cannot find the printer name, it then checks whether this is a new manual printer (see Manual Printer Queues).

3.  If the printer queue belongs to the session, a call is made into PRINTUI.DLL to get configuration details of the queue.  

4.  PRINTUI.DLL calls into Spooler to fetch the configuration information. 

5-6-7. WLNOTIFY.DLL reads the configuration information passed to it from PRINTUI.DLL/Spooler as a blob of binary data and creates a configuration update message. This message contains the configuration binary data. 

8. The update (or rename if the printer is renamed) message is then sent to the client by an IOCTL to the KERNEL-mode RDPDR.SYS.

9. The TS client-side RDPDR component receives the update and uses the device ID to obtain the printer to which the message applies. The client does not try to interpret it, but simply stores it in the registry, under the following registry key:

HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Default\AddIns\RDPDR.SYS\<printer queue name> \AutoPrinterCacheData

During the next server connection, when announcing the same automatic printer, the client reads this information from the registry and includes this blob of binary in the announce data.

To improve server performance, notifications are batched and sent to the client. Therefore, it typically takes 30 seconds to 1 minute for the configuration to be saved on the client side. 

Manual Printer Queues

Figure 9 illustrates the steps involved in Manual Printer Queue creation.
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Figure 9  Manual printer queues 

Details of Manual Printer Queues

Most of the steps in this process are identical to the process for configuration changes. However, there are a few subtleties to note.

As part of its initialization, WLNOTIFY.DLL registers to the Spooler service to get notification for any new printer queues that might be manually added within the session. 

1. When an administrator manually adds a printer and associates the printer with a valid client-side port  (client-side PRN ports are invalid), the above registered notification gets triggered. The notification includes the printer name.

2. WLNOTIFY.DLL looks at the notification and checks its internal list of printer queues to see whether the printer queue really belongs to it. If WLNOTIFY.DLL cannot find the printer name, it checks whether this is a new manual printer attached to one of its internal device list of ports.

3–4.  If it finds the port in its internal list, it creates a temporary file and passes this file name to a call into PRINTUI.DLL to get the printer queue configuration details.

5–6.  PRINTUI.DLL calls into Spooler to fetch the configuration information and then saves it in the temporary file that WLNOTIFY.DLL supplied. 

7. WLNOTIFY.DLL reads the configuration information to obtain the driver name and other relevant information from the temporary file.

8-9. An Add Printer message is created. This message contains the printer name, driver name, and any other relevant information. This message is then sent to the client by using an IOCTL to the KERNEL-mode RDPDR.SYS.

10. The Terminal Server Client RDPDR.SYS component receives the Add Printer message and looks up the printer name to which the message applies. The client does not try to interpret it, but simply stores it in the registry under the following registry key: 

HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Default\AddIns\RDPDR.SYS\<printer queue name> \PrinterCacheData

During the next server connection, when announcing the printers, the client reads this information from the registry and includes this printer queue to be redirected.

REFERENCES

The following sources are cited in this white paper:

· Terminal Services Capacity and Scaling White Paper: http://www.microsoft.com/windows2000/techinfo/administration/terminal/tscaling.asp
· Chapter 16 of the Windows 2000 Server Resource Kit – Deploying Terminal Services: http://www.microsoft.com/technet/treeview/default.asp?url=/TechNet/prodtechnol/windows2000serv/reskit/deploy/part4/chapt-16.asp
· A list of known applications that require modification to run correctly on Terminal Services can be found at:

http://www.microsoft.com/windows2000/techinfo/administration/terminal/tsapcompat.asp
· Terminal server overview: http://www.microsoft.com/windows2000/techinfo/howitworks/terminal/tssol.asp
· Virtual Channels:
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wcerdp/htm/cmconremotedesktopprotocolforwindowsce40.asp?frame=true
· PPA (Printing Performance Architecture) on the HP Web site:
http://www.hp.com/cposupport/printers/support_doc/bpd02937.html
The following Knowledge Base articles provide more detailed information:

· Q259976 Obtaining Additional Printer Drivers to Use with Windows 2000:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;Q259976

· Q239088 Events 1111, 1105, and 1106 on Terminal Services Server:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;Q239088
The following downloads are available:

· The Terminal Services RDP 5.0 client:
http://www.microsoft.com/windows2000/downloads/recommended/TSAC/default.asp
· The RDP 5.1 Client, for local printer redirection only to Windows 2000 Terminal Servers:
http://www.microsoft.com/windowsxp/remotedesktop/
· The latest Print Migrator version, 3.0:
http://www.microsoft.com/windows2000/technologies/fileandprint/print/download.asp
For more information, see the following Microsoft Web sites:

· http://www.microsoft.com/terminalserver

· http://www.microsoft.com/printserver







_931945241.wmf

