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Filter Actions

Manage IP filter lists and filker actions

tanage IF Filter Lists | tanage Filter Actions I

M

Thiz dialog allows vou to make maintain the [P Filker Lists that
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A 1P filter ligt is compozed af multiple filkers. In thiz way multiple subnets, [P

—
= addrezses and protocolz can be combined into one [P filker.
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IP Traffic Source 3
Specify the source address of the |P taffic.
_

Source address:

My P Address |

A [P Addreszs
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A, zpecific |P Subret
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Select the IP Protocol twpe. If this type supports [P ports, vou will also specify the
I[P part. -
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-
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£ From any port
£ From this port;
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| 1P Filter List d Bl

— A 1P filter ligt is compozed af multiple filkers. In thiz way multiple subnets, [P
i: addrezses and protocolz can be combined into one [P filker.

Block Speciied IP Address
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Manage IP filter lists and filter actions d |

Manage P Filter Listz ~ Manage Filker Actions

Thiz dialog allows you to make maintain the filker actions that
dezcribe the zecurity of vour nebwork.

The available filker actionz are shared by all [P zecurity
policies.

Filker Actionz:

M ame | Dezcrption

Ferrmt

Request Security [Optional]
Require Security

Permit unzecured [P packets ko ..
Arccepts unsecured communicati. .
Accepts ungecured communicati.. .

Add...

Edi... | Remove | W Use Add wizard

Cloze I [Cancel | Apply
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Filter Action

Filter Action General Options
Set the filker action behavior.
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IP Security Policy Wizard i A

IP Security Policy Hame *
M ame this zecurity policy and optionally give it a brief description
-

Deszcriptiorn;

¢ Back I Mext > I Cancel

3. Request for Secure Communication 20| L2=0 I FA[StI Next & & gl
4. Default Response Rule Authentification Method MMM Windows 2000 Default(Kerberos V5
Protocol) 2 MEisIL Next & Z=Igtuct 10 tfstatkt 7t =0l O Yes & &4 Ch OX|
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Block TCP traffic Policy Properties

Rules | General I

mE]  Security rules for communicating with other computers

=y

1P Security Rules:
IP’ Filter List | Filter &sction | suthentication... | Tu
§<D_I,Inami|:> Default Rezponze K.erberog M

1] | i

Add... | Edit... | Eemowve | ¥ Use Add wizard

| aF. I Cancel

6. Add HES 2

25t Security Rule OFH AR A& ELCE Next 2 22 gL C. Tunnel Endpoint

Ci=tatAtoll M Next 2 Z2&/5t2, ot2ff I8 20| Network Type CHatatAto| A sts 4 2 H4
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Security Rule Wizard g d |
Metwork Type -
The zecurity rule must be applied to a network, type, @
e

Select the network, type:

£ 4l network connections
" Local area netwark; [Lak]

" Remote access

¢ Back I Mext > I Cancel

7. Authentification Method O EF&HXFO| A Windows 2000 Default & MEHSID Next

ot AL L= 7] Yes 2 SE &L CH
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Security Rule Wizard

IP Filter List -
Select the |P filker list for the twpe of 1P traffic to which thiz securty rale applies. @
e

21|

It nio 1P filker in the following hist matches pour needs, chck Add to create a new one.

1P filker ligts:
| Drescription | dd

tatches all ICMP packets bet..
Matches all IP packets from b

M ame

Al ICMP Traffic
O AP Traffic
O Block Specified IP dddress [ —

Edit...

i

¢ Back I Mext > I Cancel

9. olel el Z0]| Filter Action CHSHAMKIO Al “Block TCP Traffic’S MEi St

Security Rule Wizard

Filter Action
Select the filker action for thiz securty ule.

If no filker actions in the following list matches pour needs, click Add to create a new
one. Select Use Add Wizard to create a filter action,

¥ Use Add wizard

Arcceptz ungecured communi...
Bemove

Filter Actionz:
M ame | Drescription | Add...
WO E|ock TCF Traffic
O Permit Permit unzecured IP packets b Edi... |
_ Bemove|

O Request Security [Optional)

O Require Securiy Arcceptz ungecured communi...

¢ Back I Mext > I

Cancel
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