
Document generated by Confluence on 2007# 10# 23#, 15:05 Page 1

http://wiki.sds.co.kr//display/~joon


Document generated by Confluence on 2007# 10# 23#, 15:05 Page 2

http://database.sarang.net/
http://database.sarang.net/?criteria=ldap&subcrit=tutorials
http://database.sarang.net/?inc=read&aid=1243&criteria=ldap&subcrit=tutorials&id=&limit=20&keyword=&page=1
http://wiki.kldp.org/wiki.php/LinuxdocSgml/LDAP-HOWTO
http://www.openldap.org/doc/admin23/


Document generated by Confluence on 2007# 10# 23#, 15:05 Page 3



Document generated by Confluence on 2007# 10# 23#, 15:05 Page 4

http://wiki.sds.co.krmailto:babs@foo.bar.com


# yum install -y openldap-servers
# rpm -qa | grep openldap
openldap-2.2.13-6.4E
openldap-devel-2.2.13-6.4E
openldap-clients-2.2.13-6.4E
openldap-servers-2.2.13-6.4E

# rpm -qa | grep db4
db4-utils-4.2.52-7.1
db4-4.2.52-7.1
db4-devel-4.2.52-7.1
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# ### ### ### ##
<global config directives>
### include### ### ACL#### ### ##.

# first database definition & config directives
database <typeA>
<database-specific directives>
### dn, ####, ### ####, ##ACL#### ### ##.

# second database definition & config directives
database <typeB>
<database-specific directives>
### dn, ####, ### ####, ##ACL#### ### ##.

#
# See slapd.conf(5) for details on configuration options.
# This file should NOT be world readable.
#
include /usr/local/ldap/etc/openldap/slapd.at.conf
# objectclass# ## attribute# ### ## ### include##.
include /usr/local/ldap/etc/openldap/slapd.oc.conf
# objectclass# ### ## ### include##.

schemacheck off
# LDAP add,modify## ### # #### ### #### #### ### ##.
# off# ## ## ### #### ### ##### ### ### # ## #### #### #### ####### ####.

pidfile /usr/local/ldap/var/slapd.pid
# slapd #### id number

argsfile /usr/local/ldap/var/slapd.args
# slapd argument

#######################################################################
# ldbm database definitions
#######################################################################

database bdb

# suffix# ldbm### ### Base Dn# #### #### ### suffix# #### ### #### ### #####.
suffix "dc=database, dc=sarang, dc=net"

# rootdn : #### #### ### dn#### ####.
rootdn "cn=DsnManager, dc=database, dc=sarang, dc=net"

# rootpw : ### ##### ####.
rootpw dkagh

#
# DB #### #### ####
# ## #### ###### ### #### ## ##### ##### ### mkdir# ##### ## ### ## slapd# ##### ##.
# ### ## #### ### ##### ## slapd# # # #### #### ## ##### ### ## ###.
directory /var/lib/ldap
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# grep local4 /etc/syslog.conf
local4.* /var/log/messages
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$ cd /usr/local/ldap
$ ./libexec/slapd -h ldap://localhost:389/ -f etc/openldap/slapd.conf

$ pstree|grep slapd

# /etc/init.d/ldap start

access to <##### ### #>
by <####> <### ##>

<access directive> ::= access to <what>
[by <who> <access> <control>]+

<what> ::= * | [ dn[.<target style>]=<regex>]
[filter=<ldapfilter>] [attrs=<attrlist>]

<target style> ::= regex | base | one | subtree | children
<attrlist> ::= <attr> | <attr> , <attrlist>
<attr> ::= <attrname> | entry | children
<who> ::= [* | anonymous | users | self |

dn[.<subject style>]=<regex>]
[dnattr=<attrname> ]
[group[/<objectclass>[/<attrname>][.<basic style>]]=<regex> ]
[peername[.<basic style>]=<regex>]
[sockname[.<basic style>]=<regex>]
[domain[.<basic style>]=<regex>]
[sockurl[.<basic style>]=<regex>]
[set=<setspec>]
[aci=<attrname>]

<subject style> ::= regex | exact | base | one | subtree | children
<basic style> ::= regex | exact
<access> ::= [self]{<level>|<priv>}
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<level> ::= none | auth | compare | search | read | write
<priv> ::= {=|+|-}{w|r|s|c|x}+
<control> ::= [stop | continue | break]

to *
to dn[.<basic-style>]=<regex>
to dn.<scope-style>=<DN>

access to *
by self write
by users read
by anonymous read
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by * none

access to attr=userpassword
by self write
by * none

# userPasswd attr # ### ### ### ##(self write) ##(auth)# ## ### # ### ##.
access to dn.subtree="dc=samjung,dc=com" attr=userPassword

by self write
by * auth

# attrs # #### ## attr# ### ### ### # ### ## ## dn# ### ###### ## ### ##.
access to dn.subtree="dc=samjung,dc=com" attrs=mobile,homePhone

by self write
by dn.subtree="dc=samjung,dc=com" read

# ou=group,dc=samjung,dc=com # subtree(## dn# #### ## ###)# ####
# cn=linuxadmin,ou=admingroup,dc=samjung,dc=com # ### ### #### # # ### ##.
# # ### ### #### ## ### ## ##### ### # ## ####.
access to dn.subtree="ou=group,dc=samjung,dc=com"

by
group/groupOfUniqueNames/uniqueMember="cn=linuxadmin,ou=admingroup,dc=samjung,dc=com" write

by dn.subtree="dc=samjung,dc=com" read

# ### #### #### ### ## ### ### # ### ##. auth # ### ## ## ### # # ## ## ###.
access to *

by * auth
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rootpw secret # slapd.conf# ### #### ######.
userPassword: secret

perl -e 'print("{CRYPT}" . crypt("secret","salt") . "n");'

perl -e 'use Crypt:: PasswdMD5;
print("{crypt}" . unix_md5_crypt("secret","salt") . "n");'

#/usr/bin/perl
use MIME::Base64;
use MD5;
my $passwd = 'secret';
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my $md5 = new MD5;
print "{MD5}" . encode_base64($md5->hash($passwd,''));

# slappasswd -h {sha}

index cn,sn,givenname,mail

slapindex -f <slapdconfigfile>
[-d <debuglevel>] [-n <databasenumber>|-b <suffix>]
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$ ldapadd -x -D "cn=DsnManager,dc=database,dc=sarang,dc=net" -W << EOF
> dn: dc=database,dc=sarang,dc=net
> dc: database
> objectclass: dcobject
> EOF # ### ## EOF# #### ### ###.
Enter LDAP Password: dkagh # ### ### ####.
adding new entry dc=database,dc=sarang,dc=net

$ ldapadd -D "cn=DsnManager,dc=database,dc=sarang,dc=net" -W -f dsnroot.ldif
Enter LDAP Password: dkagh
adding new entry dc=database,dc=sarang,dc=net
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Ex) (&(|(cn=#*)(cn=#*))(telephoneNumber=016*))
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$ ldapmodify -x -D "cn=DsnManager, dc=database, dc=sarang, dc=net" -W << EOF
> dn: cn=sjackie, ou=people, dc=database,dc=sarang,dc=net
> changetype: modify
> replace: cn
> cn: ##
> -
> add: sn
> sn: #
> -
> delete: jpegPhoto
> EOF
Enter LDAP Password: dkagh
modifying entry "cn=sjackie, ou=people, dc=database, dc=sarang, dc=net"

ldapdelete -x -v -D binddn -w passwd dn
ldapdelete -x -v -D binddn -W dn

binddn = "cn=DsnManager, dc=database, dc=sarang, dc=net"
dn = "### ## dn" (leaf node# ### ####.)

#) $ ldapdelete -x -v -D 'cn=DsnManager, dc=database, dc=sarang, dc=net' -W 'cn=wannadelete,
dc=database, dc=sarang, dc=net'

dn: cn=someone,dc=database,dc=sarang,dc=net
objectclass: person
cn: someone
sn: dontknow
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ldapmodrdn -x -D "cn=DsnManager, dc=database, dc=sarang, dc=net" -W "cn=someone, dc=database,
dc=sarang, dc=net" "cn=kikibon"

dn: cn=kikibon,dc=database,dc=sarang,dc=net
objectclass: person
cn: someone
cn: kikibon
sn: dontknow

dn: cn=keuno,dc=database,dc=sarang,dc=net
objectclass: person
sn: park
cn: keuno
cn: sahara
userpassword: mypasswd
description: hi.. If you want to fold a line,you must insert
a newline character and a space character into the value.
because some editors do not handle extremely long lines,
you can fold the line freely.

dn: cn=someone,dc=database,dc=sarang,dc=net
objectclass: image
cn: someone
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jpegPhoto:: /9j/4AAQSkZJRgABAQAAAQABAAD/2wBDAAsICAoIBwsKCQoNDAsNERwSEQ8PESIZG
hQcKSQrKigkJyctMkA3LTA9MCcnOEw5PUNFSElIKzZPVU5GVEBHSEX/2wBDAQwNDREPESESEiFFL
icuRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUVFRUX/wAARC
x5w5BjK49x7VzZFFFDAcqhiRnHBNATNFFIYw/epRRRQIXFGKKKBi4pCKKKBABRRRSA//9k=

dn: cn=sahara4,dc=database,dc=sarang,dc=net
objectclass: inetOrgPerson
sn: park
cn: keun-o
jpegPhoto:< file:///home/lastnite/a.jpeg

dn: cn=lee woon-uk,dc=database,dc=sarang,dc=net
changetype: add
objectclass: person
sn: lee
cn: woon-uk

$ ldapmodify -x -D "cn=DsnManager,dc=database,dc=sarang,dc=net" -W -f leeadd.ldif

dn: cn=lee woon-uk,dc=database,dc=sarang,dc=net
changetype: delete

dn: cn=lee woon-uk,dc=database,dc=sarang,dc=net
changetype: modify
replace: cn
cn: cura
-
add: sn
sn: woonuk
-
delete: description
-

Document generated by Confluence on 2007# 10# 23#, 15:05 Page 18



objectclass person
requires

objectClass,
sn,
cn

allows
description,
seeAlso,
telephoneNumber,
userPassword

attribute jpegphoto bin
attribute userpassword ces
attribute telephonenumber tel
attribute seealso dn

attribute ##### attribute## #####
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objectclass PLUGUser
requires

objectClass,
sn,
cn,

allows
email,
telephone,
jpegPhoto,
signature

objectclass ( 2.5.6.6 NAME 'person' SUP top STRUCTURAL
MUST ( sn $ cn )
MAY ( userPassword $ telephoneNumber $ seeAlso $ description ) )

attributeType ( 2.5.4.41 NAME 'name'
EQUALITY caseIgnoreMatch
SUBSTR caseIgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{32768} )

attributeType ( 2.5.4.3 NAME
( 'cn' $ 'commonName' ) SUP name )

Document generated by Confluence on 2007# 10# 23#, 15:05 Page 20

http://www.openldap.org/doc/admin/schema.html
http://wiki.sds.co.krftp://ftp.isi.edu/in-notes/rfc2252.txt


AttributeTypeDescription = "(" whsp
numericoid whsp ; ### attribute# ### OID

[ "NAME" qdescrs ] ; ## ### attribute# ##
[ "DESC" qdstring ] ; description (attribute# ## ##)
[ "OBSOLETE" whsp ] ;
[ "SUP" woid ] ; woid# #### attribute### ### #### ###. ### ##

##(woid)# ### #### ##.
[ "EQUALITY" woid ; Matching Rule name
[ "ORDERING" woid ; Matching Rule name
[ "SUBSTR" woid ] ; Matching Rule name
[ "SYNTAX" whsp noidlen whsp ] ; attribute# ### ## ####.
[ "SINGLE-VALUE" whsp ] ; ### attribute# ## #### ### ### ###.

;# #### #### #### Multi-Value# ##.
;# ##### ## attribute# ### ##.

[ "COLLECTIVE" whsp ] ; default not collective
[ "NO-USER-MODIFICATION" whsp ]; ### # attribute## #### ### ####. # #### ## ####

###### ##.
[ "USAGE" whsp AttributeUsage ]; default userApplications
whsp ")"

AttributeUsage =
"userApplications" /
"directoryOperation" /
"distributedOperation" / ; DSA-shared
"dSAOperation" ; DSA-specific, value depends on server
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attributeType ( 2.5.4.41 NAME 'name'
EQUALITY caseIgnoreMatch
SUBSTR caseIgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.1532768 )

attributeType ( 2.5.4.3 NAME ( 'cn' $ 'commonName' )
SUP name )

objectclass ( 2.5.6.6 NAME 'person' SUP top STRUCTURAL
MUST ( sn $ cn )
MAY ( userPassword $ telephoneNumber $ seeAlso $ description ) )
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# slapcat -b "dc=samjung,dc=com" -l contents.ldif

# slapadd -l contents.ldif

# LDAP logs
LOCAL4.* -/var/log/ldap
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ldap_connect() // ## ##
|

ldap_bind() // #### ## ### ###
|

#### ##, ####, ## #### #
and display the results

|
ldap_close() // ####

<?php
/**********************************
LDAP search
**********************************/
// ### ####
$ldaphost="ldap://intranet.sds.co.kr/";
// ### ### dn ##
$userdn="cn=manager,dc=sds,dc=co,dc=kr";
// ####
$password="xxxxxx";

// ####
$ds=ldap_connect($ldaphost) or die("Could not connect to {$ldaphost}"); // must be a valid
LDAP server!

// id, password #### bind
$r=ldap_bind($ds,$userdn,$password) or die("Bind error");

// ### attr ##. ### ## ## ## attr# ## ###. ### ### ### attr# ###### ##
$justthese = array("uid","dn","cn", "mail",
"gidNumber","uidNumber","o","pager","shadowExpire","userpassword");

// ### ### ##
// ldap# ##### ## ##### ###
//$person="*joo*";
//$filter="(|(sn=$person)(uid=$person))"; // sn ## uid # $person ### #### ##.

//$filter="(&(|(sn=$person)(uid=$person))(objectclass=inetOrgPerson))";
// sn ## uid # $person ### #### (or), objectclass# inetorgperson # ##. | # or, & # and ###.
$filter="objectClass=posixAccount";

// ####
$sr=ldap_search($ds, "ou=people,dc=sds,dc=co,dc=kr", $filter, $justthese);

// ## ###
echo "Number of entires returned is " . ldap_count_entries($ds, $sr) . "<br />n";

// #### ####
$info = ldap_get_entries($ds, $sr);
echo "Data for " . $info["count"] . " items returned:<p>nnn";

// #### ##
// ### ### ## attr ### ##### ##### #### ## ##### #### #####.
for ($i=0; $i<$info["count"]; $i++) {

echo "uid : " . $info[$i]["uid"][0] . "<br />n";
echo "dn : " . $info[$i]["dn"] . "<br />n";
echo "cn : " . $info[$i]["cn"][0] . "<br />n";
echo "email : " . $info[$i]["mail"][0] . "<br /><hr />n";
echo "gidNumber : " . $info[$i]["gidnumber"][0] . "<br /><hr />n";
echo "uidNumber ".$info[$i]["uidnumber"][0]."n";
echo "userPassword ".$info[$i]["userpassword"][0]."n";
echo "nn";

}

// ldap ####
ldap_close($ds);
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?>

<?php
$ds=ldap_connect("localhost"); // assuming the LDAP server is on this host

if ($ds) {
// bind with appropriate dn to give update access
$r=ldap_bind($ds, "cn=manager, dc=samjung,dc=com", "xxxxx");

// prepare data
$info["cn"]="jjoon";
$info["sn"]="jjoon";
$info["objectclass"][0]="person";
$info["objectclass"][1]="top";
$info["telephoneNumber"]="02-2222";

// add data to directory
$r=ldap_add($ds, "cn=jjoon,ou=people,dc=samjung,dc=com", $info);
//$r=ldap_modify($ds, "cn=jjoon,ou=people,dc=samjung,dc=com", $info);

ldap_close($ds);
} else {

echo "Unable to connect to LDAP server";
}
?>

<?php
$ds=ldap_connect("localhost"); // assuming the LDAP server is on this host

if ($ds) {
// bind with appropriate dn to give update access
$r=ldap_bind($ds, "cn=manager, dc=samjung,dc=com", "xxxxxx");

// delete data from directory
$r=ldap_delete($ds, "cn=mytest3,ou=people,dc=samjung,dc=com");

ldap_close($ds);
} else {

echo "Unable to connect to LDAP server";
}
?>
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LDAPTrustedCA /etc/openldap/test/mirror.crt
LDAPTrustedCAType BASE64_FILE

if ($ds) {
if (!ldap_set_option($ds, LDAP_OPT_PROTOCOL_VERSION, 3)) {
fatal_error("Failed to set LDAP Protocol version to 3, TLS not supported.");

}
}

if (!ldap_start_tls($ds)) {
echo "failed start_tls\n";
exit;

}

<?php
/**********************************
LDAP search
**********************************/
// ### ####
$ldaphost="ldap://intranet.sds.co.kr/";
// ### ### dn ##
$userdn="cn=aareadonly,ou=admingroup,dc=sds,dc=co,dc=kr";
// ####
$password="xxxxx";

// ####
$ds=ldap_connect($ldaphost) or die("Could not connect to {$ldaphost}"); // must be a valid
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LDAP server!

if ($ds) {
if (!ldap_set_option($ds, LDAP_OPT_PROTOCOL_VERSION, 3)) {
fatal_error("Failed to set LDAP Protocol version to 3, TLS not supported.");

}
}

if (!ldap_start_tls($ds)) {
echo "failed start_tls\n";
exit;

}

// id, password #### bind
$r=ldap_bind($ds,$userdn,$password) or die("Bind error");

// ### attr ##. ### ## ## ## attr# ## ###. ### ### ### attr# ###### ##
$justthese = array("uid","dn","cn", "mail",
"gidNumber","uidNumber","o","pager","shadowExpire","userpassword");

// ### ### ##
// ldap# ##### ## ##### ###
//$person="*joo*";
//$filter="(|(sn=$person)(uid=$person))"; // sn ## uid # $person ### #### ##.

//$filter="(&(|(sn=$person)(uid=$person))(objectclass=inetOrgPerson))";
// sn ## uid # $person ### #### (or), objectclass# inetorgperson # ##. | # or, & # and ###.
$filter="objectClass=posixAccount";

// ####
$sr=ldap_search($ds, "ou=people,dc=sds,dc=co,dc=kr", $filter, $justthese);

// ## ###
echo "Number of entires returned is " . ldap_count_entries($ds, $sr) . "<br />n";

// #### ####
$info = ldap_get_entries($ds, $sr);
echo "Data for " . $info["count"] . " items returned:<p>nnn";

// #### ##
// ### ### ## attr ### ##### ##### #### ## ##### #### #####.
for ($i=0; $i<$info["count"]; $i++) {

echo "uid : " . $info[$i]["uid"][0] . "<br />n";
echo "dn : " . $info[$i]["dn"] . "<br />n";
echo "cn : " . $info[$i]["cn"][0] . "<br />n";
echo "email : " . $info[$i]["mail"][0] . "<br /><hr />n";
echo "gidNumber : " . $info[$i]["gidnumber"][0] . "<br /><hr />n";
echo "uidNumber ".$info[$i]["uidnumber"][0]."n";
echo "userPassword ".$info[$i]["userpassword"][0]."n";
echo "nn";

}

// ldap ####
ldap_close($ds);

?>
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